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Preface

The internet is a critical way to push for the progressive
realisation of people’s rights — but, through communications
surveillance, its potential to be used as a tool for collective,
democratic action is slowly being eroded. Users have even
lost trust in it as a safe platform for day-to-day personal
communications.

Using the 13 International Principles on the Application of
Human Rights to Communications Surveillance as a basis, this
Global Information Society Watch (GISWatch) considers the
State of surveillance in 57 countries. Eight thematic reports
frame the key issues at stake.

As the reports show, both states and businesses are complicit
in communications surveillance. While there is a need for
systems to monitor and protect the public from harm, the right
to privacy, the transparency and accountability of states and
businesses, and citizen oversight of any surveillance system
are important advocacy concerns.

These 13 Principles are an important starting point for civil
society to achieve this collective action — to push action for
democratic oversight of surveillance. We hope this issue of
GISWatch contributes towards this change.

Edwin Huizing
EXECUTIVE DIRECTOR, HIVOS

Anriette Esterhuysen
EXECUTIVE DIRECTOR, APC
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Introduction

Gus Hosein
Executive director, Privacy International
www.privacyinternational.org

The extent to which we communicate is part of what
makes us human. The quest to articulate our needs,
desires, interests, fears and agonies motivated
drawing, the gesture, the spoken word and its writ-
ten form. Conversations led to letters, couriers led
to the post, followed on by telegraphs, telephones,
mobiles and internet working. We now relay our
most intimate thoughts and interests over com-
munications media. Yet with new revelations and
innovations, we are seeing the growing ambitions
of governments and companies to track, monitor,
analyse and even monetise the communicative ac-
tions that are core to our being. To protect human
autonomy in modern society, it is essential for us to
govern communications surveillance.

Socialandtechnological changes haveincreased
the power and pervasiveness of surveillance. First,
nearly everything we do today is a communicative
act that is digitally observable, recordable, and
most likely logged, and analysed from the earliest
of stages, retrospectively, and in real time. Even our
movements are logged by service providers.

Second, unlike our ephemeral spoken words
amongst friends in a room, nearly every commu-
nication can now be collected, analysed, retained
and monetised. It is now possible to capture the
communications of an entire nation — the modern
equivalent of listening to every private and public
conversation in rooms, in homes and offices, town
halls, public squares, cafés, pubs and restaurants
across the nation.

Third, every communication generates in-
creasingly sensitive metadata — data related to
the communications - that is captured, logged,
rendered accessible, and mined to draw lists of
suspects and targets, and to understand our rela-
tionships and interactions.

Fourth, nearly every communication today in-
volves a third party — the post office, the mobile
phone company, the search engine, and the under-
sea cable company, who are likely to be tasked with
surveillance on behalf of the state.

Fifth, all of this surveillance can now be done
in secret — the tampered envelope is now replaced
with perfect, secretive replications of communica-
tions, captured at a number of points in a network.

Because of these structural changes to commu-
nications and the ways we live our lives, there is a
new urgency to govern the capabilities of govern-
ments to trample on privacy.

e Following us or knowing everywhere we have
been is now possible, as our mobile phones
routinely connect with nearby mobile phone cell
towers. Governments seek to access these logs
even as companies seek to data-mine the infor-
mation for profiling and “big data” analyses.

e Web surfing, the modern equivalent of a walk
down the high street and around the public square,
is now monitored by analytics companies and, in
turn, governments. Both are keen to understand
our interests and desires. Consequently, identify-
ing everyone at a public event or in a given area
now requires only accessing records from nearby
cell towers, or even launching a police-run mobile
base station that identifies every proximate mo-
bile device. The powers of “stop and show your
papers” will be replaced with the automated and
secretive deployment of device scanners.

e While we previously needed secret police and
informants to identify people’s known associ-
ates, governments can routinely generate lists
of relationships and track interactions by moni-
toring our communications metadata from chat,
text messaging, social networks, emails, and of
course, voice communications. This also helps
generate lists of previously unknown suspects
or targets. “Guilt by association” could be as-
sessed by who you follow on Twitter, and friends
of friends on Facebook.

e And whereas before governments needed to train
spies to infiltrate our friendships and other net-
works, and to search our homes and go through
our files, they can merely compromise our com-
puters and mobile phones, surreptitiously turn
on our cameras and microphones, and gain ac-
cess to all our correspondence, documents,
images and videos, and even passwords.

Introduction / 9



Despite all these dramatic changes in capabilities,
unprecedented in the history of surveillance and
technology, governments are every day seeking
to establish new and greater powers, complaining
that they are losing capabilities, or “going dark”.
Yet this is the golden age of surveillance. It is made
possible by ambitious intelligence agencies and
police services, poorly regulated by politicians who
are resistant to understanding technology and hu-
man rights. It is spurred by a surveillance industry
that develops and sells new technologies to gov-
ernments across the world. And it is enabled by
companies who fail to secure our communications
infrastructure, acquiesce to government demands,
and do not resist bad policy that make available
for access ever larger stores of information on us,
generated to profit from our relationships with our
friends, families and colleagues.

We must not presume that this is only about
communications privacy. As nearly everything
involves communication in modern society, commu-
nications surveillance can itself generate previously
unseen power for the watchers over the watched:
individuals, groups and even societies. Because of
this, the true debate over surveillance resides in
questions of the rule of law: Are some institutions
and capabilities above such a totemic principle?
When it comes to modern governance, how do our
existing governance structures meet the challenges
of a new increasingly interconnected society? Or na-
tional security: Can effective and identifiable lines
be drawn around such an amorphous concept to
give clarity to the public?

We have barely scratched the surface on any of
these questions, and within all of this we find our-
selves racing to the future where the boundaries
of privacy will be further tested, innocuous infor-
mation increasingly revelatory, and the power to
surveil increasing in its power and scope.

Nonetheless, | believe that in an open and
democratic debate, societies will choose to regu-
late such power. The challenge is that the debate
must be forced upon our governments. Fortunately
we now have evidence of some of their secret capa-
bilities, thanks to the incredible contribution from

Edward Snowden, and due to investigations into the
surveillance industry that markets new capabilities
to governments. We must now act upon this knowl-
edge. We must engage with regulators to ensure
that they are aware of the weaknesses in their regu-
lated industries.

We must reach out to the legal community so
that they understand the risks that surveillance
poses to the justice system and the rule of law. We
need to work more with technology communities
so that they are inspired to build more secure and
privacy-enhancing systems. The media and civil so-
ciety organisations need to be made aware of how
surveillance is targeted at journalists and agents of
change. We must engage with industry so they un-
derstand the dangers of their choices over design of
technologies and services and the limited autonomy
they provide customers that set new standards for
abuse by others. And parliamentarians and policy
makers must be informed of the very real roles we
expect them to play in the regulation of agencies and
the safeguarding of the right to privacy of their citi-
zens. Regulatory structures should never be created
to act as false flags of legitimacy: rubber stamps
have never been acceptable as a form of regulation,
and yet the public is being faced with committees
and courts operating in exactly that way.

Ultimately the debate around how to regulate
such power requires a public presence within it.
Society relies on its members to represent its best
interest. The answers to these puzzling and fun-
damental questions are within us — no one else
is going to force the government to understand
our needs and expectations other than ourselves.
Quite possibly the most important regulatory role
lies with the public in guaranteeing that those who
watch the watchers know that they are not doing
so in isolation. Transparency is a core goal to all of
this. Vigilance over the operation of all structures
cannot waver: from the intelligence agency in its
operations, to the court that authorises its opera-
tions, to the committee that oversees the powers
and processes to access such power. At the top of
this pile is the public: hawkish in its oversight and
loud in its judgment.
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A principled fight against surveillance

Katitza Rodriguez
Electronic Frontier Foundation
www.eff.org

Years before Edward Snowden leaked his first docu-
ment, human rights lawyers and activists were
concerned about a dramatic expansion in law en-
forcement and foreign intelligence agencies’ efforts
to spy on the digital world. It had become evident
that legal protections had not kept pace with tech-
nological developments — that the state’s practical
ability to spy on the world had developed in a way
that permitted it to bypass the functional limits that
have historically checked its ability to spy. These
concerns culminated in the International Principles
on the Application of Human Rights to Communica-
tions Surveillance, a set of principles intended to
guide policy makers, activists and judges to bet-
ter understand how new surveillance technologies
have been eating away at our fundamental free-
doms and how we might bring state spying back in
line with human rights standards.

Over a year and a half in the making, the final ver-
sion of the Principles appeared on 20 July 2013, in
the first weeks of what we might call the Snowden
era. An updated version was issued in May 2014. The
Snowden revelations, once they started rolling in,
affirmed the worst of our concerns. Intelligence ser-
vices as well as law enforcement had taken it upon
themselves to spy on us all, with little consideration
for the societal effects. Lawmakers and even the ex-
ecutive had little comprehension of the capabilities of
their own spymasters, and how our digital networks
were being turned against all individuals every-
where. The need for the Principles was confirmed
in spades, but the long and difficult job of applying
them to existing practices was just beginning.

Since then, the Principles have, we hope, been
a lodestar for those seeking solutions to the stark
reality exposed by Snowden: that, slipping through
the cracks of technological developments and out-
dated legal protections, our governments have
adopted practices of mass surveillance that render
many of our most fundamental rights effectively

1 https://en.necessaryandproportionate.org/text

meaningless. The Principles have been signed by
over 470 organisations and individual experts, and
have played a central guiding role in a number of
the rigorous debates on the need to limit states’
increasingly expansive surveillance capacities.
Their impact is already evident in, for example, the
US president’s Review Group on Intelligence and
Communications Technologies report, the Inter-
American Commission on Human Rights report? and
the Office of the United Nations High Commission-
er for Human Rights’ recent report on the right to
privacy in the digital age.? Their influence has also
manifested in some of the administrative and leg-
islative attempts to address surveillance problems
post-Snowden. Perhaps most importantly, they
have functioned as a rallying point for campaigning
and advocacy initiatives around the world.

Below, we spell out some of the key features of
the Principles. A more detailed explanation of the
legal grounding for our conclusions in human rights
jurisprudence can be found in a Legal Analysis and
Background Materials document generated in sup-
port of the Principles.4

Core definitions in international
human rights law

The Principles begin with defining two core con-
cepts that spell out the “what” and the “how” of
measured surveillance. The first concept focuses on
the type of data to be protected, while the second
one ensures that a broad range of surveillance ac-
tivity constitutes an interference with privacy rights.
Outdated definitions of these two terms have led to
expansive surveillance practices, as wide swaths of
sensitive data or surveillance activities have been
deemed outside the scope of legal protections.
These definitional changes are designed to re-focus
privacy protections away from artificial examina-
tions of the kind of data or method of interference,
and back on the ultimate effect on the privacy of the
individual.

2 www.oas.org/en/iachr/expression/docs/
reports/2014_04_22_%20lA_2013_ENG%20_FINALweb.pdf

3 www.ohchr.org/EN/HRBodies/HRC/RegularSessions/Session27/
Documents/A.HRC.27.37_en.pdf

4 https://en.necessaryandproportionate.org/LegalAnalysis
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Protected information

The Principles make clear that it is time to move
beyond the fallacy that information about com-
munications does not pose as serious a threat to
privacy as the content of communications. Informa-
tion about communications, also called metadata,
subscriber information or non-content data, can
include the location of your mobile phone, click-
stream data,> search logs, or anonymous online
activity. Individually, these can be just as invasive
as reading your email or listening to your phone
calls. When combined and analysed en masse, the
picture painted by such data points can be far more
revealing than the content of the communications
they accompany. In spite of this reality, pre-internet
age (in fact, postal service-based!) legal concep-
tions have persisted in some legal systems, offering
less or, in some instances, no protection at all to in-
formation that is not classified as “content”. What
is important is not the kind of data that is collected,
but its effect on the privacy of the individual.

As explained in the Legal Analysis and Back-
ground Materials which have been prepared for the
Principles:

The Principles use the term “protected informa-
tion” to refer to information (including data) that
ought to be fully and robustly protected, even if
theinformationis not currently protected by law,
is only partially protected by law, or is accorded
lower levels of protection. The intention, how-
ever, is not to make a new category that itself
will grow stale over time, but rather to ensure
that the focus is and remains the capability of
the information, alone or when combined with
other information, to reveal private facts about a
person or her correspondents. As such, the Prin-
ciples adopt a singular and all-encompassing
definition that includes any information relating
to a person’s communications that is not readily
available to the general public.

This concern has been addressed by the latest
report of the Office of the High Commissioner for
Human Rights (OHCHR), which made clear that:

From the perspective of the right to privacy, this
distinction between [content and metadata] is
not persuasive. The aggregation of information
commonly referred to as “metadata” may give
an insight into an individual’s behaviour, social
relationships, private preferences and identity
that go beyond even that conveyed by accessing
the content of a private communication.

5 en.wikipedia.org/wiki/Clickstream

Given the revealing nature of metadata and content
alike, states should be restrained from unchecked
interference with any protected information: from
revealing a speaker’s identity if it is not public; from
wantonly vacuuming up the websites or social me-
dia one has visited; from stockpiling information
on all the people one has communicated with; and
tracking the “when”, “from where”, and “for how
long” of all our digital activities. In the pre-internet
age, the much more limited amount and kind of
“metadata” available to law enforcement was treat-
ed as less sensitive than content, but given current
communications surveillance capabilities, this can
no longer be the case.

Communication surveillance

Much of the expansive state surveillance prac-
tices confirmed during the past year depend on
confusion over whether actual “surveillance” has
occurred and thus whether human rights obliga-
tions even apply. Some have suggested that if
information is merely collected and kept but not
looked at by humans, no privacy invasion has oc-
curred. Others argue that computers analysing
all communications in real time for key words
and other selectors does not amount to “surveil-
lance” for purposes of triggering legal privacy
protections. Still others seek to reduce privacy
protections to “harmful uses” of information. Such
legal variations can mean the difference between
reasonable and carefully targeted investigations
and a surveillance state built on the continuous
mass surveillance of everyone.

In the digital age, where the most sensitive
portions of our lives are constantly communicat-
ed over digital networks, it has never been more
important to ensure the integrity of our commu-
nications. It means little whether the interference
takes the form of real-time monitoring of internet
transmission, hacking into individuals’ mobile de-
vices, or mass harvesting of stored data from third
party providers. The mere recording of internet
transactions — even if ultimately unviewed — can
have serious chilling effects on the use of our most
vital interactive medium. We have to ensure that
all acts of communications surveillance are within
the scope of human rights protections and, hence,
are “necessary and proportionate”.

On this front, the OHCHR report made clear
that:

[Alny capture of communications data is poten-
tially an interference with privacy and, further,
that the collection and retention of communi-
cations data amounts to an interference with

12 / Global Information Society Watch



privacy whether or not those data are sub-
sequently consulted or used. Even the mere
possibility of communications information being
captured creates an interference with privacy,
with a potential chilling effect on rights, includ-
ing those to free expression and association.

To remedy this issue, the Principles define “com-
munications surveillance” as encompassing the
monitoring, interception, collection, analysis, use,
preservation and retention of, interference with,
or access to information that includes, reflects or
arises from a person’s communications in the past,
present or future.

Scope of application
The Principles also address a long-standing prob-
lem arising from narrow interpretations adopted
by some states regarding the extraterritorial ap-
plication of their human rights obligations. Some
have argued that the obligation to respect privacy
and other human rights of individuals effectively
stops at their national borders. In a world of highly
integrated digital networks, where individual in-
teractions and data routes defy any semblance of
territorial correspondence, such distinctions are
meaningless. The Principles therefore apply to
surveillance conducted within a state or extrater-
ritorially, and regardless of the purpose for the
surveillance - including enforcing law, protecting
national security, gathering intelligence, or another
governmental function.

The OHCHR’s report explicitly underscores the
principle of non-discrimination:

Article 26 of the International Covenant on Civil
and Political Rights provides that “all persons
are equal before the law and are entitled with-
out any discrimination to the equal protection
of the law” and, further, that “in this respect,
the law shall prohibit any discrimination and
guarantee to all persons equal and effective
protection against discrimination on any ground
such as race, colour, sex, language, religion, po-
litical or other opinion, national or social origin,
property, birth or other status.”

In this regard, the OHCHR’s report stresses the
importance of “measures to ensure that any in-
terference with the right to privacy complies with
the principles of legality, proportionality and ne-
cessity regardless of the nationality or location of
individuals whose communications are under direct
surveillance.”

The 13 Principles

The substantive Principles are firmly rooted in
well-established human rights law. Generally, any
limits on human rights should be necessary, pro-
portionate and for a set of permissible purposes.
These limits must be set out in law, and cannot be
arbitrary.

Under international human rights law, each
right is divided in two parts. The first paragraph
sets out the core of the right, while the second
paragraph sets out the circumstances in which
that right may be restricted or limited. This second
paragraph is usually called the “permissible limita-
tions” test.

Regarding the right to privacy, the UN Special
Rapporteur on Counter-Terrorism® and the UN Spe-
cial Rapporteur on Freedom of Expression’ have
stated that the “permissible limitations” test under
Article 19 of the International Covenant on Civil and
Political Rights (ICCPR), among other articles, is
equally applicable to Article 17 of the ICCPR, which
prohibits the arbitrary or unlawful interference with
privacy rights.

The OHCHR report has neatly summarised these
obligations with respect to Article 17 of the ICCPR:

To begin with, any limitation to privacy rights
reflected in article 17 must be provided for by
law, and the law must be sufficiently accessible,
clear and precise so that an individual may look
to the law and ascertain who is authorized to
conduct data surveillance and under what cir-
cumstances. The limitation must be necessary
for reaching a legitimate aim, as well as in pro-
portion to the aim and the least intrusive option
available. Moreover, the limitation placed on the
right (an interference with privacy, for example,
for the purposes of protecting national security
or the right to life of others) must be shown to
have some chance of achieving that goal. The
onus is on the authorities seeking to limit the
right to show that the limitation is connected to
a legitimate aim. Furthermore, any limitation to
the right to privacy must not render the essence
of the right meaningless and must be consistent
with other human rights, including the prohibi-
tion of discrimination. Where the limitation does
not meet these criteria, the limitation would be
unlawful and/or the interference with the right
to privacy would be arbitrary.

6 UN Special Rapporteur on the Promotion and Protection of Human
Rights and Fundamental Freedoms While Countering Terrorism, A/
HRC/13/37.

7 UN Special Rapporteur on the Promotion and Protection of the
Right to Freedom of Opinion and Expression, A/HRC/23/4o0.
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Legality: No secret laws

The principle of legality is a fundamental aspect of
all international human rights instruments and the
rule of law. It is a basic guarantee against the state’s
arbitrary exercise of its powers. For this reason, any
restriction on human rights must be prescribed by
law. The meaning of “law” implies certain minimum
qualitative requirements of clarity, accessibility
and predictability. Laws limiting human rights can-
not be secret or vague enough to permit arbitrary
interference.
On that front, the OHCHR made clear that:

To begin with, any limitation to privacy rights
reflected in article 17 must be provided for by
law, and the law must be sufficiently accessi-
ble, clear and precise so that an individual may
look to the law and ascertain who is authorized
to conduct data surveillance and under what
circumstances.

The need to meaningfully and publicly explain
rights-infringing practices — while important in all
contexts — is key to any effective check on com-
munications surveillance, as such practices tend to
be surreptitious and difficult to uncover. Given the
highly technical and rapidly evolving nature of com-
munications surveillance, it is also incumbent that
laws are interpreted publicly and not through se-
cret processes effectively free from public scrutiny.
The state must not adopt or implement a surveil-
lance practice without public law defining its limits.
Moreover, the law must meet a standard of clarity
and precision that is sufficient to ensure that indi-
viduals have advance notice of, and can foresee, its
application. When citizens are unaware of a law, its
interpretation, or the scope of its application, it is
effectively secret. A secret law is not a legal limit on
human rights.

In her landmark report, UN High Commissioner
for Human Rights Navi Pillay made clear that:

[Slecret rules and secret interpretations — even
secret judicial interpretations — of law do not
have the necessary qualities of “law”. Nei-
ther do laws or rules that give the executive
authorities, such as security and intelligence
services, excessive discretion; the scope and
manner of exercise of authoritative discretion
granted must be indicated (in the law itself, or
in binding, published guidelines) with reason-
able clarity. A law that is accessible, but that
does not have foreseeable effects, will not be
adequate. The secret nature of specific surveil-
lance powers brings with it a greater risk of
arbitrary exercise of discretion which, in turn,

demands greater precision in the rule govern-
ing the exercise of discretion, and additional
oversight.

Legitimate aim

Laws should only permit communications surveil-
lance by specified state authorities to achieve a
legitimate aim that corresponds to a predominantly
important legal interest that is necessary in a demo-
cratic society.

Under international human rights law, any
restriction on our fundamental freedoms must gen-
erally pursue a permissible purpose or “legitimate
aim.” These purposes or aims are often enumerated
within the article itself. The Principles therefore
require that communications surveillance only be
undertaken in pursuit of a predominantly important
legal interest. Such interests have been described
by Germany’s highest court as “the life, limb and
freedom of the individual or such interests of the
public a threat to which affects the basis or con-
tinued existence of the state or the basis of human
existence.”

The OHCHR has similarly affirmed, in its 2014
report, that “any limitation to privacy rights reflect-
ed in article 17 of the ICCPR must be necessary for
reaching a legitimate aim.” The report elaborates:

Surveillance on the grounds of national security
or for the prevention of terrorism or other crime
may be a “legitimate aim” for purposes of an
assessment from the viewpoint of article 17 of
the Covenant. The degree of interference must,
however, be assessed against the necessity of
the measure to achieve that aim and the actual
benefit it yields towards such a purpose.

Finally, communications surveillance cannot be
employed in a manner that discriminates on the ba-
sis of grounds such as race, colour, sex, language,
religion or national origin, as such discrimination
constitutes an illegitimate purpose.

Necessity, adequacy and proportionality

International human rights law makes clear that
any interference with our fundamental freedoms
must be “necessary in a democratic society”. In its
General Comments No. 27, the Human Rights Com-
mittee clearly indicates that it is not sufficient that
such restrictions serve a legitimate aim, they must
also be necessary to it.® Restrictive measures must
also be adequate or appropriate to achieving their

8 Human Rights Committee, General Comment 27, Freedom of
movement (Art. 12), UN Doc CCPR/C/21/Rev.1/Add.9 (1999). www1.
umn.edu/humanrts/gencomm/hrcom27.htm
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protective function. They must also be the least
intrusive options amongst those which might be ex-
pected to achieve the desired result, and they must
be proportionate to the interest to be protected. Fi-
nally, any restrictive measure which undermines the
essence or core of a right is inherently dispropor-
tionate and a violation of that right.

Applying these foundational principles to the
context of communications surveillance, the Prin-
ciples affirm that:

Necessity: Often, a surveillance objective might
be achieved using far less intrusive mechanisms.
While it is by no means necessary to exhaust other
options, it should be recognised that communica-
tions surveillance is inherently invasive and should
not be a tool of first recourse.

Adequacy: It is not sufficient to show that a giv-
en surveillance practice is necessary for achieving
a given objective; it must also be adequate and ap-
propriate to it. As noted by the High Commissioner,
at minimum, communications surveillance which in-
terferes with privacy “must be shown to have some
chance of achieving [its] goal.”

Proportionality: Communications surveillance
should be regarded as a highly intrusive act that
interferes with human rights and poses a threat to
the foundations of a democratic society. Commu-
nications surveillance for investigative purposes,
in particular, should only occur once the state has
convinced an objective third party — a judge - that
a serious threat to a legitimate interest exists and
that the communications mechanism in question
will yield information that will assist with that seri-
ous threat.

No voluntary cooperation: Current digital net-
works and interactions entrust vast amounts of
personal and sensitive data in the hands of a wide
range of third party intermediaries, including in-
ternet service providers (ISPs), email providers,
hosting companies and others. Through their dis-
cretionary decisions to comply (or not) with state
surveillance requests, these intermediaries can dra-
matically impact on the privacy rights of all. Such
voluntary sharing bypasses due process and poses
a serious threat to the rule of law. The Necessary
and Proportionate Principles therefore prohibit any
state communications surveillance activities in the
absence of judicial authorisation.

No repurposing: Contrary to many official state-
ments, the modern reality is that state intelligence
agencies are involved in a much broader scope
of activities than simply those related to national
security or counterterrorism. The Necessary and
Proportionate Principles state that communica-
tions surveillance (including the collection of

information or any interference with access to our
data) must be proportionate to the objective they
are intended to address. And equally importantly,
even where surveillance is justified by one agency
for one purpose, the Principles prohibit the unre-
stricted reuse of this information by other agencies
for other purposes.

The OHCHR report also emphasises this point,
noting that:

The absence of effective use limitations has
been exacerbated since 11 September 2001, with
the line between criminal justice and protection
of national security blurring significantly. The
resultant sharing of data between law enforce-
ment agencies, intelligence bodies and other
State organs risks violating article 17 of the Cov-
enant [on Civil and Political Rights], because
surveillance measures that may be necessary
and proportionate for one legitimate aim may
not be so for the purposes of another.

Integrity of communications and systems

No law should impose security holes in our technol-
ogy in order to facilitate surveillance. Undermining
the security of hundreds of millions of innocent
people in order to ensure surveillance capabilities
against the very few bad guys is both overbroad and
short-sighted, not least because malicious actors
can use these exploits as readily as state agents.
The assumption underlying such provisions — that
no communication can be truly secure - is inher-
ently dangerous, akin to throwing out the baby with
the bathwater. It must be rejected.

The OHCHR report supports that conclusion,
stating that:

The enactment of statutory requirements for
companies to make their networks “wiretap-
ready” is a particular concern, not least because
it creates an environment that facilitates sweep-
ing surveillance measures.

Notification and right to an effective remedy

Notification must be the norm, not the exception.
Individuals should be notified that access to their
communications has been authorised with enough
time and information to enable them to appeal the
decision, except when doing so would endanger
the investigation at issue. Individuals should also
have access to the materials presented in support
of the application for authorisation. The notification
principle has become essential in fighting illegal or
overreaching surveillance. Any delay in notification
has to be based upon a showing to a court, and tied
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to an actual danger to the investigation at issue or
harm to a person.

Before the internet, the police would knock on a
suspect’s door, show their warrant, and provide the
individual a reason for entering the suspect’s home.
The person searched could watch the search occur
and see whether the information gathered went
beyond the scope of the warrant. Electronic surveil-
lance, however, is much more surreptitious. Data
can be intercepted or acquired directly from a third
party such as Facebook or Twitter without the indi-
vidual knowing. Therefore, it is often impossible to
know that one has been under surveillance, unless
the evidence leads to criminal charges. As a result,
the innocent are the least likely to discover that
their privacy has been invaded. Indeed, new tech-
nologies have even enabled covert remote searches
of personal computers and other devices.

The OHCHR report lays out four characteristics
that effective remedies for surveillance-related pri-
vacy violations must display:

Effective remedies for violations of privacy
through digital surveillance can thus come in a
variety of judicial, legislative or administrative
forms. Effective remedies typically share certain
characteristics. First, those remedies must be
known and accessible to anyone with an argu-
able claim that their rights have been violated.
Notice (that either a general surveillance regime
or specific surveillance measures are in place)
and standing (to challenge such measures)
thus become critical issues in determining ac-
cess to effective remedy. States take different
approaches to notification: while some require
post facto notification of surveillance targets,
once investigations have concluded, many re-
gimes do not provide for notification. Some may
also formally require such notification in crimi-
nal cases; however, in practice, this stricture
appears to be regularly ignored.

The 2014 OHCHR report continues, stressing the
importance of a “prompt, thorough and impartial
investigation”; a need for remedies to actually be
“capable of ending ongoing violations”; and noting
that “where human rights violations rise to the level
of gross violations, [...] criminal prosecution will be
required.”

Safeguards for international cooperation

Privacy protections must be consistent across bor-
ders at home and abroad. Governments should not
bypass national privacy protections by relying on
secretive informal data-sharing agreements with
foreign states or private international companies.
Individuals should not be denied privacy rights sim-
ply because they live in another country from the
one that is surveilling them. Where data is flowing
across borders, the law of the jurisdiction with the
greatest privacy protections should apply.

More to be done

The Necessary and Proportionate Principles provide
a basic framework for governments to ensure the
rule of law, oversight and safeguards. They also call
for accountability, with penalties for unlawful access
and strong and effective protections for whistle-
blowers. They are starting to serve as a model for
reform around the world and we urge governments,
companies, NGOs and activists to use them to struc-
ture necessary change.

But while the Principles are aimed at govern-
ments, government action is not the only way to
combat surveillance overreach. All of the communi-
cations companies, internet and telecommunications
alike, can help by securing their networks and limiting
the information they collect and retain. Online service
providers should collect the minimum amount of in-
formation for the minimum time that is necessary to
perform their operations, and effectively obfuscate,
aggregate and delete unneeded user information.
This helps them in their compliance burdens as well:
if they collect less data, there is less data to hand over
to the government. Strong encryption should be ad-
opted throughout the entire communications chain
and, where possible, for data in storage.

Itis clear that under the cloak of secrecy, malfunc-
tioning oversight and the limited reach of outdated
laws, the practice of digital surveillance in countries
from the far North to the far South has overrun the
bounds of human rights standards. We all hope to see
activists around the world showing exactly where a
country has crossed the line, and how its own policy
makers and the international community might rein
it back. We must call for surveillance reform to en-
sure that our national surveillance laws and practices
comply with human rights standards and to ensure
that cross-border privacy is in place and effectively
enforced. Working together, legal plus technical ef-
forts like deploying encryption, decentralisation of
services and limiting information collected, can serve
as a foundation for a new era of private and secure
digital communications.
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This report examines the properties that make
digital communication prone to surveillance and
provides a general overview of where and how this
surveillance takes place. For our purpose here, any
internet or phone-based communication is consid-
ered to be digital communication, but we exclude
from consideration other forms of surveillance such
as direct observation or photography.

The properties of digital communication

It is no easy task to pinpoint what we mean when we
say “surveillance”. As a first approximation, David
Lyon defines surveillance as “the focused, system-
atic, and routine attention to personal details for
purposes of influence, management, protection, or
direction.” This definition tries to convey the way in
which surveillance has historically functioned as a
necessary aspect of maintaining modern society,’
for example, in sorting citizens from non-citizens,
the sick from the healthy, the credit worthy from
the credit risks. He then immediately goes on to
note that surveillance is often not focused, sys-
tematic or routine at all — for example, in the case
of dragnet surveillance that captures information
from the digital communication of everyone without
any evidence of its efficacy. What are we to make of
surveillance in a digital age, where the capture and
processing of personal information by powerful ac-
tors is not just routine but ubiquitous? Increasingly,
surveillance does not seem an activity undertaken
for simple “influence, management, protection or
direction”, but instead seems to be much more,
constituting the core security strategy of many
nation-states and the core business model for the
largest internet firms, credit card companies, and
advertisers.

Most historians of surveillance likely agree with
Lyon’s assertion that “digital devices only increase
the capacities of surveillance or, sometimes, help to

1 Lyon, D. (2007). Surveillance Studies: An Overview. Cambridge:
Polity Press, p. 14.

foster particular kinds of surveillance or help to al-
ter its character.”? It is worthwhile, however, to ask
what precisely is different about “digital”, and how
this transformation of surveillance scale and char-
acter might represent something substantially new.

Perfect digital copy

A good analogy for the key difference between
analogue and digital communication is to compare
speech with the printed word. Without modern
audio equipment, it is difficult for a human to repro-
duce speech exactly, but it is very easy to reproduce
written words. Like written words, digital infor-
mation is encoded into discrete and reproducible
components. Because of this, digital information is
always copied perfectly, unlike analogue communi-
cation, where data was conveyed via imprecise and
ephemeral voltage or frequency levels. More to the
point, digital information can only be copied. You
cannot move digital information from one place to
another without making a perfect copy. The copy
operation frequently fails, but the process is always
audited for errors and repeated until the copy is
perfected.

Many points of capture

When communication is digital, surveillance lies at
its very heart. Because every possible step in the
transmission and reception of digital communica-
tion results in a perfect copy, the information at
every step is exposed for easy capture. As we tran-
sition to all communication being digital, we move
into a world with an explosion in the potential sites
of surveillance capture. At the same time, the rela-
tively centralised nature of the core backbone of the
internet makes it possible to monitor most of the
world’s traffic from a few key locations.3 Also, the

2 |bid., p. 15.

3 Although most people think of the internet as decentralised, it
is more accurate to describe the topology as polycentric. The
backbone core of the internet that carries nearly all the traffic
is owned by a handful of “Tier 1” carriers, making it possible to
capture most of all internet traffic by listening at the points of
exchange between these carriers. This is less true of traffic from
the large internet sites, such as Google, Facebook and Netflix, as
they have recently installed content delivery networks “inside” the
networks of the large internet service providers.
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rapidly falling cost of sensors to convert real-world
inputs into digital signals has resulted in a prolifer-
ation of these sensors in our environment, from our
consumer devices to agriculture to sensor networks
designed to improve urban life.

Data immortality

Although your personal device might fail, informa-
tion stored on servers in digital formats effectively
lives forever. Physical storage mediums often have
short life spans, but information is nearly always
stored in duplicate, so that when one physical de-
vice begins to fail the information is automatically
mirrored to another storage device. Error-correcting
protocols ensure that this endless copying never re-
sults in an imperfect copy. As the amount of storage
available per dollar continues to grow exponen-
tially, there is often no need to ever throw anything
away, even for very large datasets.

Automation

The capture, storage and analysis of digital informa-
tion is largely automated, unbound by the limitations
of available human labour. The former East Ger-
man secret police employed as many as two million
informants,“ but today it would require only a handful
of off-the-shelf network monitoring devices, placed in
key locations, to far surpass the Stasi’s reach. The re-
sult of this automation is that both state intelligence
services and internet businesses that monetise user
information have taken the general approach of cap-
turing everything, when practical, with the idea that
the data might be useful in the future.

To be sure, there are limits to how much infor-
mation can be captured and effectively analysed.
These limits, however, have been pushed back
faster and farther than most observers expected, as
both nation-states and private firms have invested
heavily in ways to store and process more data.

High confidentiality

In the past, when surveillance was labour intensive
and available only at a few specific sites in the com-
munication process, it was possible to establish a
legal framework that adequately sanctioned and
controlled the when, where, who and why of state
surveillance. Digital communication has destroyed
this in two ways: first, the barriers to entry for cap-
turing information for surveillance are very low;
and second, the only way to prevent nearly every-
one from doing so is to encrypt the data, but this
also prevents state-sanctioned surveillance. Data is

4  Koehler, ). (2000). Stasi: The untold story of the East German
secret police. Boulder: Westview Press.

either widely vulnerable to surveillance by a variety
of actors, many nefarious, or it is secure, encrypt-
ed, and eludes state control. In practice, of course,
this is still not entirely the case, because most se-
curity products are deeply flawed and determined
state actors and criminal organisations are able to
bypass these systems. The poor quality of existing
security products is changing rapidly, however, as
more people become aware of the level of surveil-
lance in their lives and seek out increased security.

One potential middle ground that could allow
sanctioned surveillance but prevent unsanctioned
compromise is the so-called “key escrow” technol-
ogy, such as the type promoted by the United States
(US) government in the 1990s under the Clipper Chip
programme. In practice, this technology has not
proven itself to be secure, and widespread adoption
would require making normal cryptography illegal, a
move only likely in the most repressive contexts.

So far, the mathematics behind common en-
cryption standards, such as OpenPGP or AES, have
generally held strong and those seeking to decrypt
confidential communication are fighting an uphill
battle. Typically, attacks against encrypted commu-
nication exploit other weaknesses, but are unable
to break the encryption itself.>

Low anonymity

If communication can theoretically be made highly
confidential without much effort, the opposite is
true of anonymity. It is possible, for example, to
identify a unique fingerprint of the radio signals
produced by all wireless digital devices. In general,
every electronic device emits electromagnetic ra-
diation that can be used to identify it and often to
eavesdrop remotely.® Even our web browsers adver-
tise to every web server a set of attributes that can
comprise a unique fingerprint.”

Government and private sector organisations
often argue that the certain datasets they collect
and maintain are anonymous because they do not
include the real names of people. In reality, re-

5 One of the top cryptographers in the world, Adi Shamir, has said
“cryptography is bypassed, not penetrated.” This is not to imply
that systems are generally secure. Far from it — they are usually
entirely insecure, but rarely because of a fundamental flaw in the
cryptography. Peter Gutmann’s excellent presentation “Crypto Won’t
Save You Either” covers most of the major security problems in recent
memory and details how attackers simply bypassed encryption: www.
cs.auckland.ac.nz/~pgutoo1/pubs/crypto_wont_help.pdf

6  Elliot, M. (2013). Noise Floor: Exploring the World of Unintentional
Radio Emissions. Presentation at DEF CON 21. Video:
www.youtube.com/watch?v=5N1C3WB8coo, slides:
https://docs.google.com/presentation/d/1Z_IRt6R2FL7POeY4)-
pYGLDAIAAEHprQY13f-NVIfwE

7  Eckersley, P. (2010). How Unique Is Your Web Browser?
https://panopticlick.eff.org/browser-uniqueness.pdf

20 / Global Information Society Watch



searchers have been able to de-anonymise nearly
every such dataset when given an opportunity.® For
certain types of information, like location and rela-
tionships, it often requires only a few points of data
to unmask a person’s identity by correlating with
another dataset in which real names are known.

The rise of packet-switched networks, like the
internet, has also made anonymity difficult. The
historical transition from analogue to digital was
accompanied by a similar transition in networking
from circuit switching to packet switching. Where
once a single continuous circuit was required to
make a phone call, now a phone call is digitised
and converted into millions of tiny packets, rout-
ed through equipment that handles millions of
other calls. Every packet contains a source and des-
tination headers so that each device in the network
knows where to forward the packet on to. Packet-
based routing has revolutionised communication as
much as digitisation has by allowing the massive in-
vestment in old copper cables to be re-purposed for
digital networks that can transport millions of times
more data. One consequence of packet-switched
networks is that it is extremely easy, at many points
and times in the network, to determine the flow of
who is communicating with whom.

All digital data carried over a network is con-
verted into packets, with different communication
protocols layered on top, such as phone calls,
email and financial exchanges. These higher-level
communications involve their own, and distinct, in-
formation regarding the from, to and when of the
relationship, but the general idea is the same. This
type of transactional or relationship data, recently
dubbed “metadata” in the press, is structured and
efficient to store, lending itself to various types of
powerful analysis that can reveal surprising infor-
mation from seemingly innocuous data.

Attempts to mask these associations with tricks
such as onion routing and data mixing are mostly
experimental, make communication much slower,
and are rarely used.® Because the success of these

8  One of the first examples of surprising de-anonymisation
concerned the “anonymised” dataset released by Netflix
for a competition to improve their recommendation engine.
Narayanan, A., & Shmatikov V. (2008). Robust De-anonymization
of Large Sparse Datasets. www.cs.utexas.edu/~shmat/shmat_
oako8netflix.pdf

9  Onion routing is a process where a communication stream is routed
through many computers, each one unaware of all the others except
for their immediate peers. It is used in low-latency anonymisation
networks like Tor. Data mixing is a process where many asynchronous
packets of data or messages are combined into a common flow, and
then potential routed through multiple mixing nodes. Data mixing is
used in high-latency anonymisation networks like Mixmaster. Both
processes attempt to anonymise communication by using many
servers, but each approach makes different trade-offs.

anonymising networks is dependent on their scale,
anyone seeking anonymity in their digital com-
munication is fighting an uphill battle until such
approaches become commonplace.

In brief, surveillance of digital communication is
ubiquitous, automatic, and effectively lives forever.
In the future, people will likely find it easy to en-
crypt the content of their communication, but their
pattern of communication and relationships will
likely be difficult to keep from being exposed.

A brief taxonomy of digital communication
surveillance

In examining where surveillance of digital commu-
nication takes place, we divide surveillance into two
categories: attack or capture.

Points of attack

Attacks are attempts to subvert the way a com-
puting system is supposed to work. Attacks might
be legal and ordered by a court, carried out by a
government without legal authorisation, or en-
tirely extralegal. Attacks might be carried out by
private contractors, government agents, or organ-
ised crime. Regardless of who is carrying out the
attack, and for what purpose, attacks share many
common characteristics.

Network interposition: In a man-in-the-middle
(MiTM) attack, the attacker interposes themselves
in the communication stream between two parties
in order to modify the data. Modified traffic can be
used to steal authentication information, modify
web applications, or inject Trojans into the target’s
device. Although network interposition attacks are
typically associated with powerful surveillance
agencies like the US National Security Agency
(NSA) and Government Communications Headquar-
ters (GCHQ) in the United Kingdom (UK), even small
governments with very limited resources have made
effective use of MiTM attacks against dissidents (for
example, the Tunisian government in the lead-up
to the Jasmine Revolution of 2011).* Regardless of
the physical location of the target, a MiTM attack
can be launched from nearly anywhere, even on a
modest budget, due to critical vulnerabilities in the
protocol that negotiates routes on the internet.
Mobile devices are also vulnerable to MiTM attacks

10 O’Brien, D. (2011, January 5). Tunisia invades, censors Facebook,
other accounts. Committee to Protect Journalists. https://cpj.org/
blog/2011/01/tunisia-invades-censors-facebook-other-accounts.
php

11 Pilosoy, A., & Kapela, T. (2008). Stealing The Internet: An Internet-
Scale Man in the Middle Attack. Paper presented at DEF CON 16.
https://www.defcon.org/images/defcon-16/dci6-presentations/
defcon-16-pilosov-kapela.pdf
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from cheap “IMSI catchers”, widely used by law
enforcement.®

Physical compromise: The large intelligence
agencies have top-secret product catalogues of
hundreds of high-tech equipment that can be
hidden inside a device or modify a device to al-
low eavesdropping, sometimes installed in new
equipment before it reaches the customer.* But
an attacker seeking to physically compromise a
device does not need the budget of the NSA: for
a few dollars, anyone can order online a tiny USB
dongle that snaps between a keyboard and a com-
puter and allows the attacker to record every key
stroke.”> Because physical compromise is very dif-
ficult to detect, computing devices that have been
physically in the possession of an attacker should
not be trusted.

Remote exploit: Software, in general, is full of
unknown security vulnerabilities waiting to be dis-
covered. Most of the time, these vulnerabilities are
identified by responsible researchers who notify
the software authors so that a fix can be made avail-
able or an update automatically applied. Attackers
are able to take advantage of the gap in time be-
tween when a vulnerability is fixed and when this
fix is actually applied in order to exploit the flaw and
hijack a computer or steal information. If a vulner-
ability is first discovered by an attacker it is called
a “o-day”, because there have been zero days since
the vulnerability has been known to the public or
the software developers. Various governments, as
well as some criminal organisations, spend large
amounts of money developing o-days and purchas-
ing them on the black market.*

Social engineering: Attackers often rely on
fooling humans rather than computer systems, a
process called “social engineering”. Humans can
be remarkably easy to trick. For example, when re-
searchers scattered random USB memory sticks in

12 Stein, J. (2014, June 22). New Eavesdropping Equipment Sucks
All Data Off Your Phone. Newsweek. www.newsweek.com/your-
phone-just-got-sucked-255790

13 Appelbaum, J., Horchert, )., & Stécker, C. (2013, December
29). Shopping for Spy Gear: Catalog Advertises NSA Toolbox.
Der Spiegel International. www.spiegel.de/international/
world/catalog-reveals-nsa-has-back-doors-for-numerous-
devices-a-940994.html

14 Greenwald, G. (2014, May 12). How the NSA tampers with US-
made internet routers. The Guardian. www.theguardian.com/
books/2014/may/12/glenn-greenwald-nsa-tampers-us-internet-
routers-snowden

15 As of this writing, there are dozens of key loggers available on
Amazon.com, most for less than USD 100 and many with remote
wireless access.

16 Menn, ). (2013, May 10). Special Report - U.S. cyberwar
strategy stokes fear of blocback. Reuters. in.reuters.com/
article/2013/05/10/usa-cyberweapons-idINDEE9490AX20130510

a parking lot, most of the people who found them
plugged them into their organisation’s private
network,”7 an extremely insecure practice that can
result in a MiTM attack or provide an easy entry for
a Trojan.*® One highly effective and low-cost form of
social engineering is called “spear phishing”, where
the attacker uses some bit of personal information
about the target to trick the target into opening a
hostile Trojan. Many people, for example, would
open an email attachment that appears to come
from a friend or colleague. Social engineering can
also be as simple as impersonating someone on the
phone.

Software updates: In some cases, the software
update system designed to apply security fixes to a
device can itself be the delivery pathway for a Trojan
or other malicious code. Sadly, few update systems
are very secure.” The United Arab Emirates, for ex-
ample, used the BlackBerry update mechanism in
order to install remote surveillance capabilities on
all BlackBerry customers in the country (without the
knowledge of or approval from BlackBerry).z®

Third-party compromise: With the recent rise
of cloud computing, nearly all users rely on third
parties to keep some or all of their sensitive infor-
mation safe. As consolidation has resulted in fewer
third parties holding an ever larger cache of per-
sonal data, attackers and governments have turned
their attention to these third parties as an efficient,
centralised source of surveillance data.* The daily
parade of data-breach headlines is evidence of the
grossly inadequate security practices by many of
these third parties.

Trojans: ATrojan is a type of computer virus dis-
guised as a benign programme, or it may even be
hidden inside a modified version of a common ap-
plication. In a “phishing” attack, the target installs

The fault here is not really human error, but human error only in

the context of very poorly designed operating system security.

Edwards, C., et al. (2011, June 27). Human Errors Fuel Hacking

as Test Shows Nothing Stops Idiocy. Bloomberg News. www.

bloomberg.com/news/2011-06-27/human-errors-fuel-hacking-as-

test-shows-nothing-prevents-idiocy.html

18 Greenberg, A. (2014, July 31). Why the Security of USB Is
Fundamentally Broken. Wired. www.wired.com/2014/07/usb-
security

19 Cappos, )., et al. (2008). A Look in the Mirror: Attacks on Package
Managers. https://isis.poly.edu/~jcappos/papers/cappos_
mirror_ccs_o8.pdf

20 Coker, M., & Weinberg S. (2009, July 23). RIM Warns Update Has
Spyware. Wall Street Journal. online.wsj.com/news/articles/
SB124827172417172239

21 Gellman, B., & Poitras L. (2013, June 6). U.S., British intelligence

mining data from nine U.S. Internet companies in broad secret

program. Washington Post. www.washingtonpost.com/

investigations/us-intelligence-mining-data-from-nine-us-internet-

companies-in-broad-secret-program/2013/06/06/3aocoda8-cebf-

11e2-8845-dg970ccbo4497_story.html
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the Trojan themselves, fooled into believing the ap-
plication is legitimate. When used by governments,
the Trojan is often installed manually when the
device is out of the possession of its owner or via
man-in-the-middle network attacks. Although many
Trojans are created by those sending “spam” or or-
ganised crime, Trojans are also big business: one
Trojan developed by Hacking Team, an Italian sur-
veillance company, is used by over 60 governments
and allows the operator access to nearly all aspects
of a target’s mobile device.?

Usability error: At present, most software that
allows you to communicate securely is highly sensi-
tive to mis-configuration or misuse, providing many
opportunities for attack. Many chat applications,
for example, have a default setting that will allow an
attacker to bypass secure connections between the
client and the server.? In 2008, the default setting
in Thunderbird caused thousands of German users
to silently drop transport encryption when their in-
ternet service provider (ISP) accidentally disrupted
the secure connection negotiation (since fixed).>
The very concepts required for confidential com-
munication, such as public and private key or key
fingerprints, are deeply confusing for many users.?

Points of capture

Rather than an attack that exploits a flaw, some
forms of surveillance are an incidental or core func-
tion of the system itself.

Devices: Nearly every end-user computing de-
vice that facilitates digital communication retains a
wealth of personal information as part of its normal
operation. Particularly in the case of mobile devic-
es, this information likely includes web browsing
history, location history, call records, photographs,
and a record of messages sent and received. User
devices also often store a copy of authentication
credentials that can be used to gain access to in-
formation stored by third parties. Some devices
are very small or even invisible: for example, an
“embedded system” containing a rudimentary com-
puting logic and memory capacity can be found in

22 Zetter, K. (2014, June 24). Researchers Find and Decode the Spy
Tools Governments Use to Hijack Phones. Wired. www.wired.
com/2014/06/remote-control-system-phone-surveillance

23 By specification, chat applications that support the XMPP chat
standard must use StartTLS for secure connections, but StartTLS
will downgrade to plain text and insecure connections if the TLS
negotiation fails (which is not hard for an attacker to cause).
Only if the chat application is configured to notify the user of this
downgrade, or prevent it, will the user be assured of a secure
connection. This same vulnerability exists in many email clients.

24 Heise Security. (2008). Eingriff in E-Mail-Verschliisselung durch
Mobilfunknetz von O2. heise.de/-206233

25 Whitten, A., & Tygar J.D. (1999). Why Johnny Can’ t Encrypt: A
Usability Evaluation of PGP 5.0. www.gaudior.net/alma/johnny.pdf

USB memory sticks, some RFID chips,?® and appli-
ances. Despite their simplicity, these embedded
systems can be programmed to record information
about the user, as in the case of the 2006 World Cup
where the event tickets themselves contained an
RFID chip that both reported personal information
to authorities whenever the ticket passed a scanner
and also recorded on the ticket itself a history of lo-
cations the ticket had been.?

Device emissions: As noted previously, ev-
ery device, and many applications, emit unique
signatures that can be used to track the location,
behaviour or internal workings of a device. These
unique signatures take many forms: by design, web
browsers present uniquely identifying information
to every website they visit; by design, every mobile
phone has a unique and unchangeable tracking
identifier that is logged by cell phone towers; by
accident, devices emit unique electromagnetic
radiation that can remotely reveal the screen con-
tents; by accident, central processing units (CPUs)
emit low level noise that a remote listener can use
to extract private keys;?® and so on. What counts as
a device will soon become difficult to define, as con-
sumer goods such as clothing, watches, appliances
and tickets start to include tiny embedded systems
- even food? may soon be tracked via RFID.

Networks: Surveillance can take place at every
step in a data packet’s journey from source to des-
tination. Networks may be monitored close to an
endpoint, as when an IMSI catcher is used to moni-
tor the traffic of a target mobile device, at the ISP
level, or at the level of the internet backbone where
most traffic eventually flows. Because the internet
is polycentric, relying on a handful of large carri-
ers for connections among ISPs, a small number of
strategic listening posts are able to monitor a high
percentage of all traffic. Typically, large intelligence
agencies monitor traffic near the backbone, small
governments will monitor all the traffic in and out of
their country (typically at the ISP level), and every-
one takes part in monitoring close to the endpoint
(including organised crime). The US and UK use net-
work surveillance to build very large databases of

26 RFID (radio frequency identification) is a technology that allows an
item to report a globally unique identifier when the tiny RFID chip
is passed near a scanner. Some RFID chips, however, also contain
embedded systems with a small degree of computing logic and
memory capacity.

27 Blau, ). (2006, May 26). Security Scores Big at World Cup
Tournament. PCWorld. www.pcworld.com/article/125910/article.
html

28 Genkin, D., et al. (2013). RSA Key Extraction via Low-Bandwidth
Acoustic Cryptoanalaysis. www.cs.tau.ac.il/ ~tromer/acoustic

29 Gatto, K. (2011, May 31). The NutriSmart system would put RFIDs
into your food for enhanced information. PhysOrg.com. phys.org/
news/2011-05-nutrismart-rfids-food.html
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metadata in order to build a social network graph of
everyone who communicates digitally>® as well as
the full content of some 200 million text messages
a day> (it is almost certain that other intelligence
agencies attempt similar surveillance, but it is not
yet documented publicly). Some countries have
data retention laws that require ISPs to keep re-
cords of certain metadata, such as the sites that
a user visits and their IP address, for up to seven
years.32 For a smaller country, however, it is entirely
possible for a government to retain the content of
communication as well, including all text messages
and all phone conversations, using inexpensive
commercially available equipment.

Third parties: All digital communication leaves
a record with third-party intermediaries (except in
special circumstances).33 Third parties may include
email providers, telephone carriers, ISPs, credit
card companies, online retail, computer backup or
file storage, and many mobile app developers (since
many apps will store user data on the server). Much
of the third-party tracking is carried out for the
purpose of advertising and market research, some
of which is visible, in the case of loyalty discount
cards, while some is invisible to the user, such as
ad targeting. Third-party advertising networks are
able to track a user’s internet behaviour, even when
the user switches devices, because most websites
and mobile applications use one or more of the
same advertising and tracking networks. Although
intended for commercial use, government surveil-
lance agencies are able to use tracking data sent to
advertising networks34 and application data sent to
computer servers3s as a rich source of surveillance
of personal information.

30 Greenwald, G., & Ackerman S. (2013, June 27). How the NSA is still
harvesting your online data. The Guardian. www.theguardian.com/
world/2013/jun/27/nsa-online-metadata-collection

31 Ball, ). (2014, January 16). NSA collects millions of text messages
daily in ‘untargeted’ global sweep. The Guardian. www.
theguardian.com/world/2014/jan/16/nsa-collects-millions-text-
messages-daily-untargeted-global-sweep

32 The Wikipedia page on data retention has the most up-to-date
overview of the current state of retention laws around the world.
https://en.wikipedia.org/wiki/Telecommunications_data_retention

33 It takes a very careful design to create a system that does not leak
communication records to intermediaries. Even most peer-to-peer
systems will leak relationship or timing information in the traffic.
As of this writing, probably the most effective system designed to
leave no useful information with intermediaries is a program called
“Pond”, although it is still experimental, hard to use, and has few
users. See: https://pond.imperialviolet.org

34 Soltani, A., et al. (2013, December 10). NSA uses Google
cookies to pinpoint targets for hacking. Washington Post. www.
washingtonpost.com/blogs/the-switch/wp/2013/12/10/nsa-uses-
google-cookies-to-pinpoint-targets-for-hacking

35 Ball, ). (2014, January 27). Angry Birds and ‘leaky’ phone apps
targeted by NSA and GCHQ for user data. The Guardian. www.
theguardian.com/world/2014/jan/27/nsa-gchg-smartphone-app-
angry-birds-personal-data

Digital surveillance grows up

Digital surveillance is still in its infancy. Govern-
ments collect more data than they know how to
effectively process, facial recognition is still not
accurate, and tracking databases are full of false
information. For some, this is a comfort: no mat-
ter how much the surveillance net expands, it
will be full of holes (and also false positives, with
sometimes tragic personal results for those falsely
convicted).3®

Unfortunately, we are living in an age where
the management and processing of information
has become an essential component of industry,
agriculture, public health, military, and soon educa-
tion — in other words, nearly every aspect of state
management and private business. These systems
all need information to function, and surveillance
designed to feed these systems more information is
getting better all the time. Digital surveillance may
be in its infancy, but it is working hard to grow up
fast.

Despite the rather dire picture painted by this
brief tour of digital surveillance, those who are
concerned by the rapid maturation of surveillance
and expansion into more aspects of social life have
cause for hope. The struggle for the future of digital
communication — who can control the flow of bits
and who can assign identity to those bits — is being
actively fought on the terrains of politics, law and
technology. While all these terrains are important,
new advances in the technology of encryption, us-
ability and open protocols have the potential to
offer powerful protection to the common user in the
near future.

36 Starr, G. (2014, June 26). What Your Cell Phone Can’t Tell the
Police. The New Yorker. www.newyorker.com/online/blogs/
newsdesk/2014/06/what-your-cell-phone-cant-tell-the-police.html
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Alberto ). Cerda Silva
University of Chile Law School and ONG Derechos Digitales
www.derecho.uchile.cl, https://www.derechosdigitales.org

Introduction

Since mid-2013 there have been continuing revela-
tions about the implementation by the United States
(US) government of a series of programmes that con-
stitute a system for global mass online surveillance.
The initiative involves several agencies, primarily
led by the National Security Agency (NSA), in close
cooperation with companies that provide services
through the internet. The system, which mostly tar-
gets foreigners and overseas communications, has
affected private communications everywhere, from
heads of state to ordinary web users.

These revelations about a system for global
mass online surveillance have raised human rights
concerns. Over time, these concerns have been
rejected by suggesting that human rights have no
application on the matter because they lack spe-
cific norms, have a narrow scope, or are irrelevant
to non-state actors. These arguments have built a
myth that online cross-border surveillance would
be exempted from compliance with human rights
law. This report challenges these misconceptions
by, first, restating the full application of human
rights law over global mass online surveillance and,
second, calling attention to the current limitations
of human rights law for achieving actual enforce-
ment of human rights worldwide.

Human rights law on surveillance

Throughout the 1990s, there was a belief that the
internet was a laissez-faire environment exempted
from any governmental control, regulation and
restriction. This misconception was fuelled by lib-
ertarian ideas that overstate the borderlessness,
openness and virtual anonymity of the internet.!
These features, however, rather than preventing any
regulatory approach, merely challenge the efficiency
of regulations, raising the difficulty of international

1 Barlow, ). P. (1996). A Declaration of the Independence of
Cyberspace. https://projects.eff.org/~barlow/Declaration-Final.
html

harmonisation of regulations. Through the years,
the internet has become an environment heavily
regulated in which several layers of regulation and
laws overlap, one of them being international hu-
man rights law. In fact, as some recent resolutions
by the United Nations make clear, human rights are
fully applicable to the online environment.2

Although human rights are wholly applicable to
the internet, it has been suggested that online sur-
veillance has no implications from a human rights
viewpoint, since there is no specific rule on the
matter in any international instruments on human
rights. This argument, however, rests on a short-
sighted and literal interpretation of the law. Those
instruments, rather than dealing with specific risks,
set forth general rules and principles that must be
applied in numerous concrete circumstances. In the
particular case of mass online surveillance, it raises
concerns related to several rights, such as privacy,
due process, protection of personal data, equal pro-
tection, and judicial protection, among others.

Ruling that surveillance has implications for hu-
man rights does not mean that surveillance should
be outlawed, since its practice may be allowed in
certain circumstances. On the contrary, it opens an
analysis to determine if a given measure of surveil-
lance is in compliance with human rights. In other
words, human rights are not absolute and could be
subject to certain limitations — and, some practices
of surveillance that limit certain human rights could
be permissible.

However, countries are not completely free
to limit human rights; on the contrary, they must
comply with certain rules established by interna-
tional law on the matter.? First, limitations require

2 United Nations General Assembly, Resolution on the promotion,
protection and enjoyment of human rights on the Internet, UN Doc.
A/HRC/20/L.13, 29 June 2012; United Nations Resolution adopted
by the General Assembly on 18 December 2013: The right to privacy
in the digital age, UN Doc. A/RES/68/167 (21 January 2014); and
United Nations General Assembly, The promotion, protection and
enjoyment of human rights on the Internet, UN Doc. A/HRC/26/L.24,
(20 June 2014). See also the Report of the Office of the United
Nations High Commissioner for Human Rights: The right to privacy in
the digital age, UN Doc. A/HRC/27/37, 30 June 2014.

3 Kiss, A. C. (1981). Permissible limitations on rights. In Louis Henkin
(Ed.), The International Bill of Rights: The Covenant on Civil and
Political Rights. New York: Columbia University Press, pp. 290-310.
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an enabling law, that is, an act passed by the legis-
lature. Second, limitations must have a legitimate
purpose. In fact, human rights could be subject to
limitations for several reasons, including national
security, public safety and order, as well as pub-
lic health and morals. According to the Universal
Declaration of Human Rights, limitations are
permissible “for the purpose of securing due rec-
ognition and respect for the rights and freedoms of
others.”s Third, limitations must be proportional,
thatis, there must be certain balances between the
imposed restriction and its attempted purpose.®
And fourth, when adopting limitations, countries
must establish appropriate safeguards to prevent
the misuse and abuse of restrictions regarding hu-
man rights.

While the US has authorised the NSA’s system
for global mass online surveillance in domestic law,
it fails to meet any other requirement set forth by
international human rights law. First, although it
seems justified on the grounds of legitimate pur-
pose, international law proscribes any limitation
that discriminates arbitrarily, such as those based
on distinctions of religion, political or other opin-
ion, and national or social origin, among others.”
Second, the system does not meet the test of pro-
portionality, since even if adequate for fulfilling its
purpose, it is unnecessary because there are less
severe means of achieving the intended objective,
and itis disproportional because the detrimental ef-
fects on human rights of implementing a system for
global mass online surveillance exceed its potential
benefits. And third, the evidence has shown that the
safeguards provided by law, mainly through judicial
control in implementing policies, were neither suf-
ficient nor appropriate, since they were completely
overcome by the actual implementation of the
system.

In sum, although a system for global mass
online surveillance, similar to that implemented
by the NSA, may be in compliance with a given
country’s domestic law, it certainly violates interna-
tional human rights law by arbitrarily discriminating

4 Inter-American Court of Human Rights, Advisory Opinion OC-6/86
of 9 May 1986, “Laws” in article 30 of the American Convention on
Human Rights, para. 38.

5 Universal Declaration of Human Rights, Article 29 (2).

6 Barak, A. (2012). Proportionality: Constitutional Rights and Their
Limitations. Cambridge: Cambridge University Press.

7 American Declaration of the Rights and Duties of Man, articles |
and Il; Universal Declaration of Human Rights, articles 1 and 2;
European Convention on Human Rights, article 14; International
Covenant on Civil and Political Rights, article 2; International
Covenant on Economic, Social and Cultural Rights, article 2;
American Convention on Human Rights, article 1; Charter of
Fundamental Rights of the European Union, article 21; and African
Charter on Human and Peoples’ Rights, article 2.

against its target population, by being unnecessary
and disproportional, and by lacking appropriate
safeguards.

Protection beyond citizenship and territory

Another misconception that has been used to jus-
tify mass online surveillance, especially overseas,
involves narrowing the scope of human rights law
by arguing that it does not provide protection to ei-
ther foreigners or non-resident subjects. In the case
of the NSA’s initiative, this argument states that the
US Constitution would only recognise the funda-
mental rights of citizens and, therefore, foreigners
would be excluded from protection.® As a result,
while domestic law provides for some safeguards
in favour of nationals (which have proved deficient),
they are virtually non-existent for alien citizens.
Although this conception may be consistent with
domestic law, it runs notoriously short on meeting
international human rights law.

Limiting human rights protection to citizens
also infringes human rights law. In fact, all inter-
national instruments on the matter recognise that
these rights belong to everybody, disregarding their
nationality or citizenship. As the Universal Declara-
tion of Human Rights states, they are inalienable
rights of “all members of the human family” that
“human beings shall enjoy.”® Excepting certain po-
litical rights that are attached to citizenship, such
as voting and being elected, all other human rights
belong to people without permissible exceptions
based on being a citizen of a given country. On the
contrary, international instruments on human rights
law expressly forbid distinctions of any kind, not
only based on race, colour, sex or language, but
also on religion, political or other opinions, as well
as national or social origin, among other statuses.*®

Related to the argument that attempts to ex-
empt compliance with human rights in the case of
surveillance over foreigners, it has been argued
that no government is required to guarantee rights
other than those of people under its own jurisdic-
tion and, therefore, there is no duty to respect
human rights of people overseas. This narrow con-
ception argues that one state cannot be compelled
to promote, protect and respect human rights
within other states, since this is a primary compe-
tence of the state that exercises jurisdiction over
the territory. Additionally, this conception rests on

8 Cole, D. (2003). Are Foreign Nationals Entitled to the Same
Constitutional Rights As Citizens?, Thomas Jefferson Law Review,
25,367-388.

9 Universal Declaration of Human Rights, Preamble.

10 See note 7.
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the literal interpretation of the word “territory”, as
the physical space under the exclusive control of
a given state that forces compliance with human
rights law. This argument is, however, deceptive
and anachronistic.

Human rights law was created after the Second
World War in order to develop binding interna-
tional laws that would prevent a recurrence of the
atrocities experienced. The law was not limited to
violations committed by governments against their
own nationals in their own territory, but also people
from other jurisdictions, sometimes in territories
that were not under exclusive control. It is true that
a state may not be able to promote and protect hu-
man rights in other jurisdictions than its own, but
it certainly can (and must) respect those rights by
constraining its own officials from violating them
on and off its territory. Moreover, in the case of a
system of global online surveillance, it is not clear
in which country’s territory human rights violations
take place.

However, the main problem with narrowing
the scope of human rights to a physical territorial
space is that, in a globalised world with noticeable
improvements in transport and communications,
one confronts an impermissible loophole from a
teleological perspective that looks into the pur-
pose of human rights law rather than the narrower
wording of a human rights treaty. The extraterrito-
rial application of human rights is the only one that
provides meaning to human rights in the current
state of affairs.” Even if limited, this extraterritorial
effect of international human rights law has been
upheld by international courts, as well as domes-
tic courts, such as the United Kingdom courts that
recently held liable its soldiers for human rights
violations committed against civilians in Afghani-
stan. A teleological interpretation of human rights
obligations is the only one that could make sense
in a digital age, in which a violation of those rights
could be committed remotely, between one country
and another.

11 United Nations Human Rights Committee, General Comment No.
31[80] Nature of the General Legal Obligation Imposed on States
Parties to the Covenant, 29 March 2004, UN Doc. CCPR/C/21/
Rev.1/Add.13 (26 May 2004), para. 10. See also: Moreno-Lax, V.,
& Costello, C. (2014). The Extraterritorial Application of the EU
Charter of Fundamental Rights: From Territory to Facticity, the
Effectiveness Model. In S. Peers, T. Hervey, . Kenner, & A. Ward
(Eds.), The EU Charter of Fundamental Rights: A Commentary.
Oxford: Hart Publishing, pp. 1657-1683; and Grabenwarter, C.
(2014). European Convention on Human Rights: Commentary.
Oxford: Beck/Hart.

Non-state actors’ responsibility

Another misconception about the human rights im-
plications of surveillance argues that those rights
are only enforceable against state actors, but not
against non-state actors and, therefore, private
actors spying on people are not subject to human
rights scrutiny. This belief is anchored in the fact
that international instruments on human rights set
forth obligations only on state parties, since they
have standing as legal entities before international
law. In addition, this argument points out that, al-
though human rights philosophy has been there
for a while, international instruments crystallised
them as a reaction against the experiences of totali-
tarian states that led to the horrors of the Second
World War, in which governments infringed their
own citizens’ rights. In this view, preventing viola-
tions committed by private parties is not a matter
of concern for international human rights law, but
an issue left to the discretion of each country’s do-
mestic law. This argument is, however, misleading.

Although international instruments on human
rights primarily set forth obligations on states, they
have atthevery leastindirect effects on non-state ac-
tors, such as corporations involved in surveillance.
In fact, those instruments demand that states not
only respect but also promote and protect human
rights.? Because of this, in addition to restraining
states from violating human rights, international
law imposes on states a duty to encourage and to
safeguard those rights from infringing actions of
third parties. As a matter of fact, case law by hu-
man rights courts has made explicit that the state is
not only responsible for its own actions, but also for
failing to protect those rights when violations are
committed by non-state actors, such as paramilitary
forces.s It follows, naturally, that since the state is
internationally responsible for human rights, even if
non-state actors violate them, the state has a duty
to enforce those rights against infringing non-state
actors in domestic law. Therefore, the state must
take actions in order to prevent human rights viola-
tions by both state and non-state actors.

In order to comply with the obligation of ensur-
ing that surveillance does not infringe on the right
to privacy, as well as other human rights, countries
have adopted diverse paths. Some countries have
prevented illegal surveillance by: adopting laws
that regulate in detail the processing of personal

12 United Nations Human Rights Committee, General Comment No.
31[80] Nature of the General Legal Obligation Imposed on States
Parties to the Covenant, 29 March 2004, UN Doc. CCPR/C/21/
Rev.1/Add.13 (26 May 2004), paras. 1-8.

13 Inter-American Court of Human Rights, Velasquez Rodriguez Case
(Series C) No. 4, para. 172, 29 July 1988.
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information by state and non-state actors; regulat-
ing the commercialisation of dual-use technology
(i.e. goods that can be used for both legitimate and
illegitimate purposes, such as spyware and com-
munication intercepting devices); rejecting any
evidence obtained that infracted on human rights,
such as the illegal interception of communications;
and punishing the most outrageous acts of intru-
sions on privacy. This legislative approach provides
a certain level of legal certainty, but has some
limitations, mainly the fact that it does not grant
comprehensive protection.

Countries with a modern constitutional frame-
work have adopted a different path for protecting
human rights in domestic forums. They have incor-
porated international instruments on human rights
into their domestic constitutions and made those
rights enforceable against both state and non-state
actors. This is the case in Latin American countries,
in which there are a number of court decisions
based on constitutional grounds that nullify data
retention laws, grant privacy in online communica-
tions, prevent rights-abusive processing of personal
data, and limit video surveillance to proportional
circumstances. This constitutional protection of hu-
man rights grants comprehensiveness, although
it is usually followed by legislative acts that detail
concrete implications in more complex cases.

The internet has become crucial for our lives,
and it will be even more important as more people
connect, accessing more services, and for longer
periods of time. The internet is, however, an environ-
ment essentially controlled by private actors: from
entities that assign technical sources* to those that
adopt technical standards, from those that provide

14 Such as IP addresses and domain names.

the backbones and telecommunication services, to
those that offer access and content. The fact that
the internet is under private control should not be
an excuse for preventing the realisation of human
rights in the online environment and, therefore,
states are required to promote and protect human
rights against the abuse of non-state actors. This
does not prevent the adoption of an international
instrument on corporate human rights responsi-
bility, particularly for cases in which a government
cannot or does not want to enforce this through do-
mestic remedies.’

The actual problem:
Human rights enforcement

International human rights law provides rules
applicable to a system for global mass online
surveillance. What the case of the NSA shows,
instead, is a different problem in current interna-
tional law. There is a loophole in the enforcement
of human rights with respect to those recalcitrant
countries that fail to adjust their domestic laws
and policy measures to human rights standards.*
Domestic mechanisms of enforcement may help, if
available, but they are insufficient when resolving
issues based on mere parochial law standards, or
a narrow-minded legal approach. There are certain
mechanisms available in international forums, but
they tend to be political rather than legal in nature.
Unfortunately, in the case of the NSA, the US has
not recognised the jurisdiction of any international
courts. Therefore, it seems unfeasible that any le-
gally binding decision on the matter of whether a
system for global mass online surveillance violates
international human rights law will be made.

15 United Nations General Assembly, Resolution on elaboration
of an international legally binding instrument on transnational
corporations and other business enterprises with respect to
human rights, UN Doc. A/HRC/26/L.22/Rev.1, 25 June 2014.

16 Louis Henkin, International Human Rights Standards in National
Law: The Jurisprudence of the United States, in Benedetto Conforti
and Francesco Francioni (eds.), Enforcing International Human
Rights in Domestic Courts (Martinus Nijhoff Publishers, 1997), pp.
189-205.
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The harms of surveillance to privacy,

expression and association

Jillian York
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Freedom is the freedom to say that two plus two
make four. If that is granted, all else follows.

GEORGE ORWELL, 1984

On 5 June 2013, the Washington Post and the
Guardian simultaneously published documents
that would rock the world. The documents, leaked
by ex-National Security Agency (NSA) contractor Ed-
ward Snowden, were not the first disclosures about
the United States’ vast surveillance complex, but
have arguably had the most impact.

Before last year, awareness of digital surveil-
lance in the US - and indeed, in much of the world
— was minimal. Disclosures made by WikiLeaks in
2011 can be credited for an uptick in reporting on
surveillance® — particularly in the Middle East - but
did little to inspire research on the societal impact
of it.

The knowledge, or even the perception, of be-
ing surveilled can have a chilling effect. A 2012
industry study conducted by the World Economic
Forum found that in high internet penetration coun-
tries, a majority of respondents (50.2%) believe
that “the government monitors what people do on
the Internet.” At the same time, only 50% believe
that the internet is a safe place for expressing their
opinions, while 60.7% agreed that “people who go
online put their privacy at risk.”?

A member survey conducted by writers’ or-
ganisation PEN American Center in December 2013
discovered that, since the publication of the first
NSA leaks, 28% of respondents have “curtailed or
avoided social media activities,” while another 24%
have “deliberately avoided certain topics in phone

1 CNet. (2011, December 1). Wikileaks disclosure shines light on
Big Brother. CBS News. www.cbsnews.com/news/wikileaks-
disclosure-shines-light-on-big-brother

2 Dutton, W., Law, G., Bolsover, G., & Dutta, S. (2013). The
Internet Trust Bubble: Global Values, Beliefs, and Practices.
Davos: World Economic Forum. www3.weforum.org/docs/WEF_
InternetTrustBubble_Report2_2014.pdf

or email conversations.” Perhaps even more worry-
ingly, a full 16% have avoided writing or speaking on
certain topics.?

Surveillance affects us in myriad ways. It in-
fringes on our personal freedoms, submits us to
state control, and prevents us from progressing as
a society.

The equal rights to privacy, speech
and association

When we talk about surveillance, it often follows
that we speak of the importance of privacy, of be-
ing free from observation or disturbance, from
public attention. In the US, privacy is a fundamen-
tal right, enshrined in the Fourth Amendment to the
Constitution.

Of course, this is no coincidence — under
King George Il, the American colonisers found
themselves at the mercy of writs of assistance,
court-issued orders that allowed the King’s agents
to carry out wide-ranging searches of anyone, any-
time; a precursor to the modern surveillance state.
Once issued, an individual writ would be valid for
the King’s entire reign, and even up to six months
past his death.

It was only after the death of King George Il
that a legal challenge was mounted. When a cus-
toms officer in Boston attempted to secure new
writs of assistance, a group of Boston merchants,
represented by attorney James Otis, opposed the
move. Otis argued that the writs placed “the liberty
of every man in the hands of every petty officer,”
an argument that founding father John Adams later
claimed “breathed into this nation the breath of
life.” It was from this societal shift that the Fourth
Amendment was born.

The opposition to surveillance, however, is
not borne only out of a desire for privacy. In the
United States, the First Amendment — that which

3 The FDR Group. (2013). Chilling Effects: N.S.A. Surveillance Drives
U.S. Writers to Self-Censor. New York: PEN America. www.pen.org/
sites/default/files/Chilling%2o0Effects_PEN%20American.pdf

4 Snyder, D. (n/d). The NSA’s “General Warrants”: How the Founding
Fathers Fought an 18th Century Version of the President’s lllegal
Domestic Spying. San Francisco: Electronic Frontier Foundation.
https://www.eff.org/files/filenode/att/generalwarrantsmemo.pdf
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prohibits the creation of law “respecting an estab-
lishment of religion, or prohibiting the free exercise
thereof; or abridging the freedom of speech, or of
the press; or the right of the people peaceably to
assemble, and to petition the Government for a re-
dress of grievances”s — is often debated, but rarely
restricted. It is a set of rights that is paramount in
US culture; as Supreme Court Justice Hugo L. Black
once stated:

First in the catalogue of human liberties essen-
tial to the life and growth of a government of,
for, and by the people are those liberties written
into the First Amendment of our Constitution.
They are the pillars upon which popular govern-
ment rests and without which a government of
free men cannot survive.®

Article 19 of the Universal Declaration of Human
Rights similarly provides for the right to freedom of
opinion and expression, to “seek, receive and im-
part information and ideas through any media and
regardless of frontiers.””

Documents leaked by Edward Snowden in 2013
have demonstrated the extraordinary breadth of
the US’s and other governments’ mass surveillance
programmes, programmes which constitute an in-
trusion into the private lives of individuals all over
the world.

The violation of privacy is apparent: indiscrimi-
nate, mass surveillance goes against the basic,
fundamental right to privacy that our predecessors
fought for. The negative effects of surveillance on
the fundamental freedoms of expression and asso-
ciation may be less evident in an era of ubiquitous
digital connection, but are no less important.

In a 2013 report, Frank La Rue, Special Rappor-
teur to the United Nations on the promotion and
protection of the right to freedom of opinion and
expression, discussed the ways in which mass sur-
veillance can harm expression. He wrote:

Undue interference with individuals’ privacy can
both directly and indirectly limit the free devel-
opment and exchange of ideas. Restrictions of
anonymity in communication, for example, have
an evident chilling effect on victims of all forms
of violence and abuse, who may be reluctant to
report for fear of double victimization.®

U.S. Constitution, Amendment I.

6 Ball, H. (1996). Hugo L. Black: Cold Steel Warrior. Oxford: Oxford
University Press.

7 Universal Declaration of Human Rights, article 19.

8 United Nations Human Rights Council. (2013) Report of the Special

Rapporteur on the promotion and protection of the right to

freedom of opinion and expression, Frank La Rue. A/HRC/23/40.

un.org/A/HRC/23/40
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The harmful effects of surveillance on expression
and association are undeniably linked — the right
to organise is imperative for political expression
and the advancement of ideas. In the US, although
the two rights are linked in the First Amendment,
historically, they have sometimes been treated
separately.

In a landmark 1958 case, NAACP v. Alabama,
the Supreme Court of the US held that if the state
forced the National Association for the Advance-
ment of Colored People (NAACP) to hand over its
membership lists, its members’ rights to assemble
and organise would be violated.? This case set the
precedent for the Supreme Court’s foray into the
constitutionally guaranteed right to association
after decades of government attempts to shun “dis-
loyal” individuals.

Justice John Marshall Harlan wrote for a unani-
mous court:

This Court has recognized the vital relation-
ship between freedom to associate and privacy
in one’s associations. Compelled disclosure of
membership in an organization engaged in ad-
vocacy of particular beliefs is of the same order.
Inviolability of privacy in group association may
in many circumstances be indispensable to
preservation of freedom of association, particu-
larly where a group espouses dissident beliefs.

Today, the data collected by the NSA’s various sur-
veillance programmes poses a similar threat to the
collection of membership lists. The vast majority of
what the NSA collects is metadata, an ambiguous
term that in this case describes the data surround-
ing one’s communications. That is to say, if the
content of one’s phone call is the data, the metada-
ta could include the number called, the time of the
call, and the location from which the call was made.

The danger in metadata is that it allows the sur-
veiller to map our networks and activities, making
us think twice before communicating with a certain
group or individual. In a surveillance state, this can
have profound implications: Think of Uganda, for
example, where a legal crackdown on lesbian, gay,
bisexual and transgender (LGBT) activists is cur-
rently underway. Under surveillance, a gay youth
seeking community or health care faces significant
risks just for the simple act of making a phone call
or sending an email.

In many countries, there has long been a legal
distinction between the content of a message (that
is, the message itself), and the “communications

9 N.AA.C.P.v. Alabama. 357 U.S. 449 (1958).
10 Ibid.
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data”, or metadata. This distinction is based on
the traditional model of postal mail, where infor-
mation written on the outside of an envelope is
distinguished from the content of the envelope.
This distinction is, however, rendered nearly mean-
ingless by modern surveillance methods, which can
capture far more than the destination of a commu-
nication, and en masse.*

In order to argue effectively for and reclaim the
right to associate freely without surveillance, it is
imperative that such a distinction be made. Digital
metadata is different from analogue metadata and
its wide-scale capture creates a chilling effect on
speech and association. It is time for fresh thinking
on the impact of the culture of surveillance on our
daily habits.

Changing culture, changing habits

The way that we interact on the internet is undoubt-
edly changing as a result of our knowledge of mass
surveillance. Fortunately, fear and withdrawal are
not the only reaction to this knowledge; our habits
are changing as well. A September 2013 Pew survey
found that 86% of internet users have taken steps
to “remove or mask their digital footprints” — steps
ranging from clearing cookies to encrypting their
email. A further 55% of users have taken steps to
avoid observation by specific people, organisations,
or the government.*

Corporations — lambasted for their alleged co-
operation with the NSA — are responding to the
increased public awareness of mass surveillance as
well. In early 2013, before the Snowden revelations,
encrypted traffic accounted for 2.29% of all peak
hour traffic in North America; now it spans 3.8%. In
Europe and Latin America, the increase in encrypted
traffic is starker: 1.47% to 6.10% and 1.8 to 10.37%,
respectively.s

It is also telling that journalism organisations
have stepped up in the wake of the Snowden

11 Electronic Frontier Foundation, Article 19. (2014). Necessary
& Proportionate International Principles on the Application of
Human Rights to Communications Surveillance: Background
and Supporting International Legal Analysis. https://
necessaryandproportionate.org/files/legalanalysis.pdf

12 Rainie, L., Kiesler, S., Kang, R., & Madden, M. (2013). Anonymity,
Privacy, and Security Online. Washington, D.C.: Pew Research
Center. www.pewinternet.org/files/old-media//Files/
Reports/2013/PIP_AnonymityOnline_ogo513.pdf

13 Finley, K. (2014, May 16). Encrypted Web Traffic More Than Doubles
After NSA Revelations. Wired. www.wired.com/2014/05/sandvine-
report/

revelations, putting into place systems that will
protect future whistleblowers. Jill Abramson, for-
mer executive editor of the New York Times, stated
in 2013 that “[surveillance has] put a chill on re-
ally what’s a healthy discourse between journalists
and our sources, and it’s sources who risk going to
prison.”* This realisation has led several publica-
tions — including the Guardian and the Washington
Post — to implement a whistleblower platform called
SecureDrop, which allows sources to share informa-
tion with media organisations anonymously and
securely.

Similarly, the public discussion around the use
of encryption is also growing, as is the funding and
development of privacy-enhancingtechnologies. Gov-
ernmental and quasi-governmental organisations,
such as the US State Department and Broadcasting
Board of Governors, as well as non-profits such as
the Freedom of the Press Foundation, have increased
funding toward tools that can be used to thwart sur-
veillance attempts.

The aforementioned Pew study found that 68%
of internet users believe laws are insufficient in pro-
tecting their privacy online.’> Numerous attempts
have been made globally to effect change through
legal and political channels. The 13 Principles for
the Application of Human Rights to Communications
Surveillance,* developed prior to the Snowden rev-
elations, provides a framework for policy making at
the state level. Many of the Principles’ 400-plus sig-
natories are utilising the document in their policy
advocacy.

As awareness of mass surveillance increases
among the populace, it follows that new tactics for
opposing it will arise. Given the complex nature of
digital spying and the interlinked set of rights it af-
fects, this is imperative. Ending mass surveillance
requires consideration not only of its effect on pri-
vacy, but its impact on expression and association
as well.

14 Gold, H., & Byers, D. (2013, October 18) Abramson: ‘Nobody won’
the shutdown; N.Y. Times: ‘Obama emerged the winner’. Politico.
www.politico.com/blogs/media/2013/10/abramson-nobody-won-
the-shutdown-ny-times-obama-emerged-175413.html

15 Rainie, L., Kiesler, S., Kang, R., & Madden, M. (2013). Op. cit.

16 Access, Article 19, Asociacion Civil por la Igualdad y la Justicia,
Asociacion por los Derechos Civiles, Association for Progressive
Communications, Bits of Freedom, Center for Internet &

Society India...(2013, July 10). 13 Principles for the Application
of Human Rights to Communications Surveillance. https://
en.necessaryandproportionate.org/text
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Introduction

Cyber security is increasingly important to internet
users, including stakeholders in governments, the
private sector and civil society. As internet users
increase, so does the amount of malware,? fuelled
by ubiquitous smartphones and social network-
ing applications offering new vectors for infection.
Botnets — networks of infected devices controlled
by malicious operators — are used as proxies to
commit criminal acts including fraud and identity
or data theft. According to the antivirus company
Symantec, in 2013 data breach incidents resulted
in the exposure of 552 million personal identities.
In May 2014, eBay announced that hackers had
gained access to the personal data of 145 million
customers and urged all customers to change their
passwords.* Infrastructures connected to the inter-
net, such as power grids, are also vulnerable, and
severely lacking security updates. A growing “inter-
net of things”, which includes ubiquitous devices
from sensors in homes and cars to medical technol-
ogy, presents a plethora of new vulnerabilities to
cyber security incidents.

Increasingly, states are establishing military
“cyber units” or “cyber commands”, many of which
have offensive hacking capabilities.> Michael
Hayden, a former director of both the CIA and the
National Security Agency (NSA) has stated that Stux-
net, a state-sponsored computer worm discovered
in 2011 and designed to attack and incapacitate nu-
clear reactors in the Natanz facility in Iran, marked

1 Alex Comninos is a doctoral candidate in the Department of
Geography at Justus-Liebig University Giessen; Gareth Seneque is
a Unix architect at Geist Consulting.

2 Malware is malicious software that includes viruses, Trojan horses
and spyware.

3 Symantec 2014 Internet Security Threat Report, Volume 19. www.
symantec.com/security_response/publications/threatreport.jsp

4 Perlroth, N. (2014, May 21). eBay Urges New Passwords After
Breach. New York Times. www.nytimes.com/2014/05/22/
technology/ebay-reports-attack-on-its-computer-network.html

5 Comninos, A. (2013). A cyber security agenda for civil society: What
is at stake? Johannesburg: APC. www.apc.org/en/node/17320

“the crossing of the Rubicon” (a point of no return)
for the use of state-sponsored malware.® A number
of similar worms, some of which have implemented
Stuxnet’s source code, have arisen.”

Civil society organisations and human rights
defenders are becoming victims of surveillance
software. Some of this software is sold to law en-
forcement and intelligence agencies in repressive
regimes. “Remote Access Trojans” can be bought
both legally and on the black market, as well as
downloaded for free, and are used to control mobile
devices, laptops and computers remotely, capturing
all the information input/viewed by the user. Such
software has been used to target activists in Bah-
rain and Syria.®

Edward Snowden’s disclosures of documen-
tary evidence regarding mass surveillance by the
NSA, Government Communications Headquarters
(GCHQ) in the United Kingdom, and other intelli-
gence agencies of the “Five Eyes”® countries have
shown just how vulnerable the average netizen’s
communications are to interception and surveil-
lance. The disclosures have also demonstrated how
surveillance activities can negatively affect the cy-
ber security of all internet users.

Itis tempting to think that more “cyber security”
would be a means of countering the global privacy
invasion caused by mass surveillance. However, cy-
ber security discourse is dominated by states and
corporations and focuses mainly on their security,
rather than the security of civil society and of in-
ternet users. Civil society needs a vision of cyber
security that puts the digital security of internet
users at the centre of its focus. Attaining cyber
security that protects human rights, including the

6 Healy, ). (2013, April 16). Stuxnet and the Dawn of Algorithmic
Warfare. The Huffington Post. www.huffingtonpost.com/jason-
healey/stuxnet-cyberwarfare_b_3091274.html

7 Bencsath, B. (2012). Duqu, Flame, Gauss: Followers of Stuxnet.
Presentation at the RSA Conference Europe 2012, Amsterdam,
the Netherlands, 10 October. www.rsaconference.com/writable/
presentations/file_upload/br-208_bencsath.pdf

8 McMillan, R. (2011, August 7). How the Boy Next Door

Accidentally Built a Syrian Spy Tool. Wired. www.wired.com/

wiredenterprise/2012/07/dark-comet-syrian-spy-tool

The “Five Eyes” countries are Australia, Canada, New Zealand,

the United Kingdom and the United States, which are part of a

multilateral agreement on cooperation in signals intelligence.

o
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right to privacy, while also ensuring an open and se-
cure internet, will not be possible unless dominant
discourses on cyber security radically change.

The problems with “cyber security”

The term “cyber security” often lacks clear defini-
tion. It is used as an umbrella concept covering a
range of threats and responses® involving national
infrastructure, internet infrastructure, applications
and software, and users. Sometimes it is even used
to refer to the stability of the state and political
structures. The inexact terminology of cyber secu-
rity “mixes legitimate and illegitimate concerns and
conflates different types and levels of risk.” This
“prevents genuine objective scrutiny, and inevitably
leads to responses which are wide-ranging and can
easily be misused or abused.”Cyber security not
only leads to overly broad powers being given to the
state, it also “risks generating a consensus that is
illusory” and not useful for the problems at hand.»
We need to carefully unpack the relevant issues and
develop “a clear vocabulary of cyber security threats
and responses,” so as to enable “targeted, effective,
and rights-respecting policies.”s If we do not, cyber
security can be used by governments as a justifica-
tion to censor, control or surveil internet use.
Viewing cyber security as an issue of national
security is perilous and unhelpful. We should distin-
guish between, and not conflate, on the one hand,
protecting computers, networks and information,
and on the other hand using technological tools to
achieve security objectives. Using “cyberspace as
a tool for national security, both in the dimension
of war fighting and the dimension of mass surveil-
lance, has detrimental effects on the level of cyber
security globally.”** When cyber security is framed as
a national security issue, issues regarding technol-
ogy and the internet are securitised — brought onto
the security agendas of states. This may be counter-
productive. The state, law enforcement, military and
intelligence agencies may not have the best skills or
knowledge for the job. State actors may have a con-

10 Center for Democracy and Technology. (2013). Unpacking
“Cybersecurity”: Threats, Responses, and Human Rights
Considerations. https://cdt.org/insight/unpacking-cybersecurity-
threats-responses-and-human-rights-considerations

11 Kovacs, A., & Hawtin, D. (2014). Cyber Security, Surveillance and
Online Human Rights. Discussion paper written for the Stockholm
Internet Forum, 27-28 May. www.gp-digital.org/publication/
second-pub

12 OECD. (2012). Non-governmental Perspectives on a New
Generation of National Cyber security Strategies, p 6. dx.doi.
org/10.1787/5k8zq92sx138-en

13 Center for Democracy and Technology. (2013). Op. cit.

14 Dunn Cavelty, M. (2014). Breaking the Cyber-Security Dilemma:
Aligning Security Needs and Removing Vulnerabilities. Science and
Engineering Ethics, April.

flict of interest in securing information: militaries, for
example, may want to develop offensive weapons,
while intelligence agencies may rely on breaking or
circumventing information insecurity in order to sur-
veil better. Cyber security may also be used to protect
state secrets, and criminalise whistleblowers as cy-
ber security threats. Focusing on the state and “its”
security, “crowds out consideration for the security of
the individual citizen, with detrimental effects on the
security of the whole system.”*

Cyber security often disproportionately focuses
on the protection of information, databases, devices,
assets and infrastructures connected to the internet,
rather than on the protection of connected users.
Technological infrastructures and the assets of cor-
porations are put at the centre of analysis, rather than
human beings. Human beings are seen as a threat in
the form of bad “hackers” or as a weak link in infor-
mation systems, making mistakes and responding
to phishing or “social engineering” attacks.* Putting
humans at the centre of cyber security is important.
A definition of cyber security as purely protecting in-
formation avoids ethical challenges. Cyber security
should not protect some people’s information at the
expense of others. It should also not protect infor-
mation about state secrets in order to enable mass
surveillance and privacy invasion of individual users.

Cyber security and vulnerability

Cyber security discourse should focus more on in-
formation security vulnerabilities, rather than on
threats and responses. This focus would help to
delineate what constitutes a cyber security issue,
avoid cyber security escalating to a counter-produc-
tive national security issue, and place a practical
focus on the protection of all internet users.

A security vulnerability, also called a “bug”, is
a piece of software code that contains an error or
weakness that could allow a hacker to compromise
the integrity, availability or confidentiality of infor-
mation contained, managed or accessed by that
software.”” When a vulnerability is discovered, a
malicious hacker may make an “exploit”*® in order

15 Ibid.

16 Dunn Cavelty, M. (2014). Op cit. Wikipedia defines social
engineering as “psychological manipulation of people into
performing actions or divulging confidential information.” https://
en.wikipedia.org/wiki/Social_engineering_(security) Acommon
example is phishing.

17 For a definition upon which this is based, see Microsoft, Definition
of a Security Vulnerability: technet.microsoft.com/en-us/library/
cc751383.aspx

18 An exploit is a “is a piece of software, a chunk of data, or a
sequence of commands that takes advantage of a bug, glitch
or vulnerability in order to cause unintended or unanticipated
behavior,” and does not require advanced technical skills to use.
https://en.wikipedia.org/wiki/Exploit_(computer_security)
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to compromise data or access to a computer. Mal-
ware — viruses and Trojan horses — require exploits
(or collections of exploits) that take advantage of
vulnerabilities. Expertise in fixing vulnerabilities
is improving but not keeping up with the pace of
the growth. Compared to 15 years ago, all popu-
lar and contemporary desktop operating systems
(Windows, Linux and Mac) offer regular automated
security updates which fix or “patch” known vulner-
abilities. While we are finding more vulnerabilities
in code and viruses than ever before, we are also
getting better at finding them. At the same time we
keep producing more software code, meaning that
the net number of vulnerabilities is increasing.”

Viruses and botnets, including Stuxnet and
other state-sponsored malware, require vulner-
abilities to work. Finding and fixing vulnerabilities
contributes to a safer and secure internet, counters
surveillance and can even save lives. For example, a
vulnerability in Adobe’s Flash software was recently
used against dissidents in Syria.?°

There are two categories of vulnerabilities, each
requiring different user and policy responses: zero-
days and forever-days. Zero-days are vulnerabilities
for which there is no available fix yet, and may be
unknown to developers. Forever-days are vulner-
abilities which are known of, and either do not have
a fix, or do have a fix in the form of a patch or an
update, but they are for the most part not applied
by users.

Zero-day vulnerabilities

When a zero-day is found, the original software devel-
oper should be notified so that they may find a fix for
the vulnerability and package it as a patch or update
sent out to users. Furthermore, at some stage, users
of the affected software that are rendered vulnerable
should also be informed, so they can understand if
they are or have been vulnerable and take measures
to recover and mitigate for the vulnerability.
Throughout the history of computers, “hackers”*
have sought to use technology in ways that were not
originally intended. This has been a large source
of technological innovation. Hackers have applied
this logic to computer systems and have bypassed

19 McGraw, G. (2012). Cyber War, Cyber Peace, Stones, and
GlassHouses. Presentation at the Institute for Security, Technology,
and Society (ISTS), Dartmouth College, Hanover NH, USA, 26 April.
www.ists.dartmouth.edu/events/abstract-mcgraw.html , www.
youtube.com/watch?v=LCULzMa7iqs

20 Fisher, D. (2014, April 28). Flash zero day used to target victims in
Syria. Threat Post. threatpost.com/flash-zero-day-used-to-target-
victims-in-syria

21 “Hacker” is used here in its original usage to refer to people who
playfully use technological systems, rather than in its current
pejorative and widely used usage.

security and found vulnerabilities for fun, fame,
money, or in the interests of a more secure internet.
It is because of people that break security by find-
ing vulnerabilities that we can become more secure.
A problem for cyber security is that “good” (or “white
hat”) hackers or “security researchers” may not be
incentivised to find zero-days and use this knowl-
edge for good. Rather than inform the software
vendor, the project involved, or the general public of
a vulnerability, hackers may decide not to disclose it
and instead to sell information about a vulnerability,
or package it as an exploit and sell it.

These exploits have a dual use: “They can be
used as part of research efforts to help strengthen
computers against intrusion. But they can also be
weaponised and deployed aggressively for everything
from government spying and corporate espionage to
flat-out fraud.”>* There is a growing market for zero-
days that operates in a grey and unregulated manner.
Companies sell exploits to governments and law en-
forcement agencies around the world; however, there
are concerns that these companies are also supplying
the same software to repressive regimes and to intel-
ligence agencies. There is also a growing black market
where these exploits are sold for criminal purposes.?

Forever-day vulnerabilities

Forever-days (or “i-days”/“infinite-days”) are also a
serious cyber security problem. Forever-day vulner-
abilities either take a long time to get fixed, or never
get fixed, or are fixed but users do not update or
patch the relevant software. While they can affect
internet users, they can also affect industrial con-
trol systems (ICSs), which control infrastructures
such as power grids and power plants, as well as
machinery in factories, for example, in pharma-
ceutical plants. ICSs require large investments in
equipment that is supposed to last for many years.
Operators of ICSs usually cannot afford to update
their systems regularly. In addition to zero-days,
well-documented forever-day vulnerabilities in Sie-
mens controllers allowed the Stuxnet virus to infect
the Natanz nuclear reactors in Iran.? Forever-days

22 Gallagher, R. (2013, January 16). Cyberwar’s gray market. Slate.
www.slate.com/articles/technology/future_tense/2013/01/zero_
day_exploits_should_the_hacker_gray_market_be_regulated.
html; Grossman, L. (2014, July 21). World War Zero: How Hackers
Fight to Steal Your Secrets. Time. time.com/2972317/world-war-
zero-how-hackers-fight-to-steal-your-secrets

23 Gallagher, R. (2013, January 16). Op. cit.

24 Zetter, K. (2011, August 4). Serious security holes found in Siemens
control systems targeted by Stuxnet. Ars Technica. arstechnica.
com/security/2011/08/serious-security-holes-found-in-siemens-
control-systems-targeted-by-stuxnet Stuxnet also made use of four
zero-days; see Kushner, D. (2013, February 26). The Real Story of
Stuxnet. I[EEE Spectrum. spectrum.ieee.org/telecom/security/the-
real-story-of-stuxnet
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in ICSs raise the spectre of “cyber war”, in which, for
example, “terrorists” could attack and cripple pow-
er lines. The solution however requires software
updates, rather than military involvement.

Windows XP is perhaps one of the most impor-
tant cyber security threats this year for government,
civil society and critical national infrastructures
connected to the internet. Many industrial control
systems are running on Windows XP. The security
updates for Windows XP expired this year, meaning
that computers running XP will be exposed to thou-
sands of vulnerabilities.? It is hard for governments
and civil society to say goodbye to Windows XP, es-
pecially in the developing world, and in low-budget
environments. The software is easy to use, runs on
old computers, can be customised, runs modern web
browsers, and allows its users to fully participate in
the information society using a 13-year old operating
system. In April 2014, XP use still accounted for over
18% of desktop PC use.?® The UK and Dutch govern-
ments and some corporations have recognised the
severity of the problem, and are actually paying Mi-
crosoft for private updates.?”

The Heartbleed vulnerability

April 2014 marked an important watershed for
awareness of vulnerabilities, with what has been
described as one of the most catastrophic security
vulnerabilities ever discovered: Heartbleed.
Heartbleed was a vulnerability in an open source
software project called OpenSSL, which is used
to establish encrypted connections between web-
sites and browsers. According to Forbes magazine,
“Some might argue that it is the worst vulnerability
found (at least in terms of its potential impact) since
commercial traffic began to flow on the Internet.”2®
The vulnerability allowed a potential hacker to steal
private encryption keys from a web server, and by
doing so, to hijack login credentials or decrypt sen-
sitive information, leaving two-thirds of the web

25 Windows XP Embedded (XPe), which should be the preferred
operating system for ICSs, should receive updates till 2016. There
is a suggested but unofficial workaround to make XP receive
XPe updates, which may be useful for those with no other option
(see: arstechnica.com/information-technology/2014/05/update-
enabling-windows-xp-registry-hack-is-great-news-for-xp-die-hards).

26 Newman, . (2014, May 1). Windows XP refuses to go down without
a fight. PC World. www.pcworld.com/article/2150446 /windows-xp-
usage-wont-go-down-without-a-fight.html

27 Gallagher, S. (2014, April 6). Not dead yet: Dutch, British
governments pay to keep Windows XP alive. Ars Technica.
arstechnica.com/information-technology/2014/04/not-dead-yet-
dutch-british-governments-pay-to-keep-windows-xp-alive

28 Steinberg, ). (2014, April 10). Massive Internet Security
Vulnerability - Here’s What You Need To Do. Forbes. www.forbes.
com/sites/josephsteinberg/2014/04/10/massive-internet-
security-vulnerability-you-are-at-risk-what-you-need-to-do

open to eavesdropping.? The vulnerability existed
for over two years, making a large proportion of the
internet vulnerable. Heartbleed has not just had
negative effects. It is the first vulnerability with its
own logo,3° and coverage of it extended far beyond
technical audiences, engendering understanding
of vulnerabilities among people who would usually
not be aware of them. It has also resulted in more
human and financial investment into OpenSSL de-
velopment and alternatives.3

Open source software promises, in theory, to
make software less vulnerable, as the code is open
for anyone to review and to look for vulnerabilities.
Open source software, however, will not provide
security unless there are enough eyes on the code.
Heartbleed was an open source project, and anyone
could review the code, but it was underfunded and
understaffed, and there were not enough reviewers
of the code from outside the project. Symptomatic
of this, the update that would introduce Heartbleed
was finalised an hour before midnight on New Year’s
Eve 2011, and would go unnoticed for two years.

The relevance of Snowden’s disclosures
to cyber security

The scope and reach of the NSA’s surveillance is im-
portant. The NSA’s surveillance posture is — as has
been repeated by General Keith Alexander, and is
reflected in the NSA slide in Figure 1 — to “collect
it all”:32 from undersea cable taps, to Yahoo video
chats, to in-flight Wi-Fi, to virtual worlds and on-
line multiplayer games like Second Life and World
of Warcraft. The NSA has at least three different
programmes to get Yahoo and Google user data.
This shows that they try to get the same data from
multiple mechanisms.33 With the GCHQ under the
MUSCULAR programme it hacked into the internal
data links of Google and Yahoo3“ for information

29 Goodin, D. (2014, April 8). Critical crypto bug in OpenSSL
opens two-thirds of the Web to eavesdropping. ARS Technica.
arstechnica.com/security/2014/04/critical-crypto-bug-in-openssl-
opens-two-thirds-of-the-web-to-eavesdropping

30 heartbleed.com/heartbleed.svg

31 There are two new “forks” or versions of OpenSSL that promise to be
more secure. One is called BoringSSL and is developed by Google,
and one is called LibreSSL and is developed by the OpenBSD
Project.

32 Greenwald, G. (2014). No Place to Hide: Edward Snowden, the NSA,
and the U.S. Surveillance State. New York, Metropolitan Books, p. 97.

33 Schneier, B. (2014). NSA Surveillance and What To Do About It.
Presentation at the Stanford Center for Internet and Society, Stanford
CA, USA, 22 April. https://youtube.com/watch?v=3vot_loOgyl

34 Gellman, B., & Soltani, A. (2013, October 30). NSA infiltrates links
to Yahoo, Google data centers worldwide, Snowden documents
say. The Washington Post. 30 www.washingtonpost.com/world/
national-security/nsa-infiltrates-links-to-yahoo-google-data-
centers-worldwide-snowden-documents-say/2013/10/30/
e51d661e-4166-11€3-8b74-d89d714cas4dd_story.html
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that it could mostly have gotten through the PRISM
programme. In addition to highlighting the NSA’s
massive institutional overreach and global privacy
invasion, Snowden’s disclosures also highlight the
many points at which our data is insecure, and the
vast numbers of vulnerabilities to surveillance that
exist throughout our digital world. However, while
the NSA is the largest threat in the surveillance
game, it is not the only threat. Governments all
around the world are using the internet to surveil
their citizens. Considering the rate of technological
change, it is not unforeseeable that the methods,
tools and vulnerabilities used by the NSA will be
the tools of states, cyber criminals and low-skilled
hackers of the future. Regardless of who the per-
ceived attacker or surveillance operative may be,
and whether it is the NSA or not, large-scale, mass
surveillance is a growing cyber security threat.

It has also been disclosed that the NSA and
GCHQ have actively worked to make internet and
technology users around the world less secure. The
NSA has placed backdoors in routers running vital

internet infrastructures.? The GCHQ has imperson-
ated social networking websites like LinkedIn in
order to target system administrators of internet
service providers.3® The NSA has been working with
the GCHQ to hack into Google and Yahoo data cen-
tres.3” The NSA also works to undermine encryption
technologies, by covertly influencing the use of
weak algorithms and random number generators
in encryption products and standards.3® The NSA
in its own words is working under the BULLRUN
programme to “insert vulnerabilities into commer-

35 Gallagher, S. (2014, May 14). Photos of an NSA “upgrade” factory
show Cisco router getting implant. Ars Technica. arstechnica.com/
tech-policy/2014/05/photos-of-an-nsa-upgrade-factory-show-
cisco-router-getting-implant

36 Faviar, C. (2013, September 20). Snowden docs now show Britain,
not NSA, targeted Belgian telco. Ars Technica. arstechnica.com/
tech-policy/2013/09/snowden-docs-now-show-britain-targeted-
belgian-telco-not-nsa

37 Gellman, B., & Soltani, A. (2013, October 30). Op. cit.

38 Guess, M. (2013, September 11). New York Times provides
new details about NSA backdoor in crypto spec. Ars Technica.
arstechnica.com/security/2013/09/new-york-times-provides-new-
details-about-nsa-backdoor-in-crypto-spec
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cial encryption systems, IT systems, networks, and
endpoint communications devices used by targets”
and to “influence policies, standards and specifica-
tions for commercial [encryption] technologies.”3?
The NSA is also believed to hoard knowledge about
vulnerabilities rather than sharing them with de-
velopers, vendors and the general public,* as well
as even maintaining a catalogue of these vulner-
abilities for use in surveillance and cyber attacks.#
None of these activities serve to make the internet
more secure. In fact, they do the very opposite.

39 New York Times. (2013, September 5). Secret Documents Reveal
N.S.A. Campaign Against Encryption. New York Times. www.
nytimes.com/interactive/2013/09/05/us/documents-reveal-nsa-
campaign-against-encryption.html

40 Electronic Frontier Foundation. (2014, July 1). EFF Sues NSA,
Director of National Intelligence for Zero Day Disclosure Process.
EFF. https://www.eff.org/press/releases/eff-sues-nsa-director-
national-intelligence-zero-day-disclosure-process

41 Appelbaum, J., Horchert, )., & and Stocker, C. (2013, September
29). Shopping for Spy Gear: Catalog Advertises NSA Toolbox. www.
spiegel.de/international/world/catalog-reveals-nsa-has-back-
doors-for-numerous-devices-a-940994.html

As US Congresswoman Zoe Lofgren commented:
“When any industry or organisation builds a back-
door to assist with electronic surveillance into their
product, they put all of our data security at risk. If a
backdoor is created for law enforcement purposes,
it’s only a matter of time before a hacker exploits it,
in fact we have already seen it happen.”+

The fact that the NSAis actively working to make
the internet insecure points to the contradictions
in its dual mandate: simultaneously securing and
breaking cyber security. On the one hand it is tasked
with securing information and communications
networks (falling under its “Information Assur-
ance” mandate), and on the other hand it is tasked
with surveilling information and communications
networks (its “Signals Intelligence” mandate).s
Similar tensions exist within the US military, which

42 National Insecurity Agency: How the NSA’s Surveillance
Programs Undermine Internet Security. Panel discussion at the
New America Foundation, 8 July 2014. https://youtube.com/
watch?v=Kioxsvwn)ZA

43 lbid.
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is tasked with both defending national networks
from hacking attacks as well as with conducting of-
fensive hacking attacks. The US “cyber command”,
the military command for the “cyber domain”, is
under the stewardship of the NSA commander.
This conflict of interest in the NSA’s dual role has
not been addressed in current NSA reform. Tasked
with “national security”, intelligence agencies like
the NSA have a conflicting mandate that cannot en-
able them to actually provide US citizens with cyber
security, in the same way that states are for exam-
ple able to provide us with physical security. It will
always be against the interests of intelligence agen-
cies to assure the provision of secure technologies
that cannot be eavesdropped on. This is exacer-
bated by a cyber security-surveillance industrial
complex of government agencies and private con-
tractors selling hacking and surveillance products,
with revolving doors between the two. We need to
be very wary of intelligence agencies being given
roles as stewards of cyber security.

Similarly, we cannot look to corporations for
protection. Through mechanisms of intermediary li-
ability, corporations are pressured by governments
into cooperating with governments in surveillance
programmes like PRISM, or the “Snoopers Charter”
in the United Kingdom.44 It would also not be within
the interests of many tech companies to protect
privacy and security to the extent that data is fully
encrypted, not just during transit, but also in stor-
age. Google’s “Chief Internet Evangelist” Vint Cerf
stated at the Internet Governance Forum in 2011
that this would not be in Google’s interest, as “we
couldn’t run our system if everything in it were en-
crypted because then we wouldn’t know which ads
to show you.”4

Recommendations

Civil society needs to articulate an agenda for cyber
security that puts the security of human beings at
the centre of the debate.

Making cyber security a national security issue
can be counterproductive due to its potential for
abuse. Cyber security also may be better dealt with
by the technical community, the private sector and
civil society. The state and military may not always
be best suited to dealing with cyber security, and

44 Grice, A. (2014, July 11). Emergency data law: David Cameron
plots to bring back snoopers’ charter. The Independent. www.
independent.co.uk/news/uk/politics/emergency-data-law-
government-railroading-through-legislation-on-internet-and-
phone-records-9596695.html

45 Soghoian, C. (2011, November 2). Two honest Google employees:
our products don’t protect your privacy. Slight Paranoia. paranoia.
dubfire.net/2011/11/two-honest-google-employees-our.html

intelligence agencies may have a conflict of interest
in ensuring cyber security.

Civil society needs to be wary of putting too
much trust in either governments or corporations
for assuring cyber security. Responsibility for cyber
security should be distributed and not concentrate
power too much in one particular place.4

Cyber security starts at home. Security is a
collective effort that comes with collective respon-
sibilities. If we are insecure, if we do not encrypt our
communications, then those who we communicate
with are also insecure. We therefore have a respon-
sibility towards ourselves, but also towards others
to secure our communications. All users should run
modern operating systems and software that re-
ceive security updates, run an antivirus, and try to
encrypt as much communications as possible.

Widespread use of encryption and privacy tools.
Encryption protects communications from a multi-
tude of cyber threats, including surveillance, theft
and hacking. Encryption cannot fully protect us
from surveillance, as it does not hide the metadata
(for example, who the sender and recipient of the
email are). Through metadata, a picture of our asso-
ciations may be drawn, and anonymity tools provide
another measure of protection from this. Edward
Snowden’s revelations have taught us that there are
some tools that do work. PGP encryption is effective
at encrypting email communications. The anonymi-
ty tool TOR, if used correctly, will work to anonymise
communications and provide an extra layer of pri-
vacy on top of encryption. The lengths to which the
NSA and GCHQ have gone (mostly unsuccessfully)
to crack TOR is evidence of this. These tools can be
complicated to use, but with a little training they are
within the reach of many internet users.+

Encryption as resistance against mass sur-
veillance. Encryption may not always work in the
future, as quantum computers may decrypt our
stored communications.“® Snowden’s revelations
have also shown us how easy it is for intelligence
agencies (like the NSA) to influence encryption

46 Ron Deibert has made this argument in: Deibert, R. (2012).
Distributed Security as a Cyber Strategy: Outlining a
Comprehensive Approach for Canada in Cyberspace. Calgary:
Canadian Defence and Foreign Affairs Institute. www.cdfai.org/
PDF/Distributed%20Security%20as%20Cyber%z2o0Strategy.pdf

47 Guidelines on securing oneself online are available at
securityinabox.org, cryptoparty.org, or en.flossmanuals.net/basic-
internet-security

48 There are concerns around how encrypted information, captured
and stored, could in the future be decrypted as quantum
computing advances (ushering in an age of “post-quantum
cryptography”); however, this is a long-term consideration. See:
Arcieri, T. (2013, July 9). Imperfect Forward Secrecy: The Coming
Cryptocalypse. Tony Arcieri. tonyarcieri.com/imperfect-forward-
secrecy-the-coming-cryptocalypse
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standards and implementation. Vulnerabilities in
software will always allow cryptography and ano-
nymisation tools to be bypassed,* and it is always
easier to hack someone than to crack encryption.
Widespread use of encryption, however, increases
the cost of mass surveillance. It can be an effective
way of containing and restricting mass surveillance,
as it increases the cost to whomever is doing the
spying, through the need for increased process-
ing, capture and storage of data. Widespread use
of encryption could force intelligence agencies like
the NSA or GCHQ to focus on targeted interception,
rather than bulk collection.5® Encryption is becom-
ing increasingly more widespread after Snowden’s
revelations. Yahoo, late to encryption, has finally
turned on encryption as default for connections to
its mail client. Both Google and Yahoo have begun
encrypting internal links in their network. Wide-
spread use of encryption and privacy tools does not
just protect us from the NSA; they also help to miti-
gate a whole range of cyber security threats, from
espionage to fraud to cyber attacks on activists and
dissidents.

The wider use of up-to-date free/libre and open
source software. The use of free/libre and open
source software (FLOSS or FOSS) is another way
in which we can increase our cyber security. FLOSS
software is open source, which means that the
source code is available for anyone to read. Vulner-
abilities can be found more easily in open source
code than they can in proprietary software. It is
harder for malicious actors to purposively insert
vulnerabilities (“backdoors”) in FLOSS software.
The example of Heartbleed has taught us that there
are not always enough eyes reviewing security-crit-
ical software code, and that human investment in
security-critical open source software and in open
source code review is needed.

We have also identified a common use case
which highlights the potential benefits of a shift to
open source software: Windows XP. As Microsoft
no longer provides security updates, XP users will
be open to thousands of vulnerabilities, the quan-
tity of which will only grow over time. The push to
migrate users off this platform will continue, with
governments/business (particularly in develop-
ing countries) increasingly adopting FLOSS as an

49 At the time of writing, researchers have revealed that there are
serious vulnerabilities in the TOR, 12P and TAILS anonymisation
tools, but have not revealed the details. Regarding TOR, this
is because of legal concerns, and regarding 12P and TAILS, the
researcher has not fully disclosed the details.

50 Schneier, B. (2014, February 10). NSA Surveillance and What To Do
About It. Presentation at MIT, Cambridge MA, USA, 10 February.
bigdata.csail.mit.edu/node/154

alternative.s* GNU/Linux, a FLOSS operating sys-
tem, can run on old computers and still receive
security updates, which are free of charge and
shared between new and old systems. GNU/Linux
allows for security updates that are mainly software
based, and can mitigate the need for buying new
hardware.

More explicit focus needs to be placed on vul-
nerabilities in cyber security discourse. Security
researchers need to be incentivised to disclose vul-
nerabilities in software and hardware to the vendors
involved or the users infected, rather than selling
this information to intelligence agencies, cyber
criminals and other malicious actors. An example
of positive incentivisation may be “bug bounty”
programmes, which reward security researchers
with fame, recognition and money for finding and
disclosing vulnerabilities to the software vendors
involved. Microsoft, Google, Twitter and many other
big-tech companies are starting to employ such
programmes. As malicious actors may always offer
more money for vulnerabilities, it may be necessary
to investigate regulating the market in zero-days.5?
This should be done carefully, however, without
criminalising security researchers and putting them
at risk for doing beneficial work.

It is also essential for governments and civil
society to also be concerned with forever-day vulner-
abilities. The use of Windows XP should immediately
cease, and industrial control systems controlling na-
tional infrastructures like power grids should be
immediately migrated to systems receiving modern
security updates, or firewalled or air-gapped from
the internet.

Cyber security is augmented by strong data
protection rules. These rules should include require-
ments that companies or organisations encrypt and
secure data, should regulate the sharing of data with
third parties, and should have requirements that
companies inform clients and customers when there
are data breaches that have affected their security.

Information sharing. The proposed Cybersecuri-
ty Information Sharing Act (CISA) in the US requires
private sector companies to hand over information
about cyber threats to the Department of Homeland
Security: According to The Guardian:

51 See en.wikipedia.org/wiki/List_of_Linux_adopters for a list of
organisations who have moved over to Linux, an open source
operating system.

52 A proposal for such regulation is outlined in Gaycken, S., &
Lindner, F. (2012). Zero-Day Governance: an (inexpensive) solution
to the cyber security problem. Paper submitted to Cyber Dialogue
2012: What Is Stewardship in Cyberspace?, Toronto, Canada,
18-19 March. www.cyberdialogue.citizenlab.org/wp-content/
uploads/2012/2012papers/CyberDialogue2012_ga-ycken-lindner.
pdf
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It is written so broadly it would allow companies
to hand over huge swaths of your data — includ-
ing emails and other communications records
—to the government with no legal process what-
soever. It would hand intelligence agencies
another legal authority to potentially secretly
re-interpret and exploit in private to carry out
even more surveillance on the American public
and citizens around the world. And even if you
find out a company violated your privacy by
handing over personal information it shouldn’t
have, it would have immunity from lawsuits — as
long as it acted in “good faith”. It could amount
to what many are calling a “backdoor wiretap”,
where your personal information could end up
being used for all sorts of purposes that have
nothing to do with cybersecurity.

Information sharing, while infringing our privacy, is
also a threat to cyber security: as more information
is shared with third parties, it becomes harder to
secure. Furthermore, surveillance is not a solution
to the problems of cyber security, as this report has
shown. If we want to meaningfully talk about inter-
ventions in information sharing and cyber security,
then we should talk about vulnerabilities. Rather
than information about “threats” or about the
personal lives of internet users being shared, infor-
mation about vulnerabilities that affect our security
need to be shared with all stakeholders — govern-
ments, developers, vendors and internet users —in
a responsible manner, so that this information can-
not be hoarded and used to weaken all of our cyber
security.
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From digital threat to digital emergency

Fieke Jansen
Hivos, the Digital Defenders Partnership
www.digitaldefenders.org

Introduction

In recent years there has been a crackdown on
internet freedom and increased targeting of the
communication of journalists, bloggers, activists
and citizens. During times of social or political cri-
sis, communication lines have been shut down and
critical forms of expression are met with censorship,
harassment and arrests. Our communication is un-
der surveillance, intercepted and collected without
our knowledge or active consent, and is used for the
profiling of people and spying on networks by gov-
ernments and commercial companies. These acts
of censorship and targeted surveillance are under-
mining our freedom of speech and our basic human
rights, and lead to digital emergencies for those
who are targeted. In this fast-changing political
and technological environment there is an urgent
need to understand the risks, protect those critical
internet users who are being targeted, and expose
surveillance practices.

Challenges, threats and digital emergency

The first time people started uttering the term
“digital emergency” was when former Egyptian
president Hosni Mubarak pulled the internet kill
switch during the protests in 2011, leaving Egypt
without internet communication.* However, digital
emergencies are not only related to an internet kill
switch: for the Digital Defenders Partnership? a
digital emergency is an urgent need for assistance
arising from digital threats to the security of an in-
dividual or organisation. A digital threat can include
cyber attacks, vulnerabilities to communication
infrastructure, unsafe data use, compromising of
devices, stealing of equipment, legal proceedings

1 Aljazeera. (2011, January 28). When Egypt turned off
the internet. AlJazeera. www.aljazeera.com/news/
middleeast/2011/01/2011128796164380.html

2 Digital Defenders Partnership, a programme that aims to mitigate
digital threats to human rights defenders, bloggers, journalists
and activists in internet repressive and transitional environments.
https://digitaldefenders.org

or weak digital security practices. There are three
levels at which to distinguish digital attacks and
communication surveillance that can lead to a dig-
ital emergency: infrastructure, censoring of content
and profiling of people.

Infrastructure

Communicationis often referred to as the interaction
that happens between people, a stream of words
whether they take place on- or offline. Yet very few
of us realise that all digital communication runs on
a physical communications infrastructure that con-
sists of several “layers” made, owned or operated
by different commercial and state entities. The Open
systems interconnection model distinguishes seven
different layers in the internet architecture that
range from the physical layer (e.g. copper and fibre
optical cables) up to the application layer (e.g. https
and email protocol).> Depending on a state’s techni-
cal capabilities, access to the infrastructure, as well
as to service providers, surveillance and censorship
methods may differ. In some cases a government
can engage in sea-cable tapping, which requires
direct access to the physical infrastructure layer,
or use an application layer exploit, where internet
or mobile traffic is monitored through exploiting a
vulnerability in the transport layer encryption (ht-
tps), as in the case of Heartbleed.* Partial network
interference, called throttling, is also possible.

The fact that infrastructure is made, owned or
operated by different entities makes our communi-
cation vulnerable to censorship and surveillance.
Since Mubarak pulled the internet kill switch in
2011, other mobile and internet blackouts in Pa-
kistan, Syria and other places have become more
visible. These usually take place in times of military,
political or social unrest.>®

3 https://en.wikipedia.org/wiki/0SI_model
The Heartbleed bug. heartbleed.com

5 Article 19 (2012). Pakistan: Government must stop ‘kill switch’
tactics. Statement by Article 19. www.article1g.org/resources.
php/resource/3422/en/pakistan:-government-must-stop-%27Kkill-
switch%z27-tactics

6 Franceschi-Bicchierai, L. (2013, August 29). Does Syria Have an
Internet Kill Switch? Mashable. www.mashable.com/2013/08/29/
syria-internet-kill-switch
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In April 2014 the Heartbleed vulnerability, a criti-
cal flaw in OpenSSL, was discovered. As one analyst
put it: “[OpenSSL] is a software which is used to
secure hundreds of thousands of websites, includ-
ing major sites like Instagram, Yahoo, and Google.
This security exploit can give attackers access to
sensitive information like logins and passwords,
as well as session cookies and possibly SSL keys
that encrypt all traffic to a site.”” Other than the
security hole there were two major problems with
Heartbleed. The first was that the National Secu-
rity Agency (NSA) in the United States knew about
this vulnerability for at least two years and used it
to intercept communication traffic instead of fixing
this global security problem.® Secondly, after the
vulnerability was discovered, the bigger internet
companies fixed the problem quickly while inter-
net companies with less security expertise lagged
behind, leaving their clients vulnerable for a longer
period of time.

It is important to realise that Heartbleed is only
one example of a vulnerability used for monitoring
of communication. At the end of 2013 the German
newspaper Der Spiegel reported on the NSA’s Tai-
lored Access Operations unit (TAO). Der Spiegel
uncovered that TAO has multiple methods to in-
tercept communications between people, which
required them to install backdoors on, among oth-
ers, internet exchange points (IXPs), internet service
providers (ISPs), modems, computers and mobile
phones. To increase the ability to intercept commu-
nication traffic the NSA chose to compromise the
security of the entire internet and mobile infrastruc-
ture for intelligence purposes.” ** Both Heartbleed
and Tailored Access Operations are examples of the
government using infrastructural vulnerabilities for
surveillance instead of fixing the problem, leaving
us all more exposed to exploitation.

Censoring of content

States have different ways to censor content; tech-
nical blocking, search result removal, take-down

7 Zhu,Y. (2014, April 8). Why the web needs perfect forward secrecy
more than ever. Electronic Frontier Foundation. https://www.eff.
org/deeplinks/2014/04/why-web-needs-perfect-forward-secrecy

8 Riley, M. (2014). NSA said to have used Heartbleed bug for
intelligence for years. Bloomberg. www.bloomberg.com/
news/2014-04-11/nsa-said-to-have-used-heartbleed-bug-
exposing-consumers.html

9 Appelbaum, J., Horchert, J., & Stocker, C. (2013, December 29).
Shopping for Spy Gear: Catalog Advertises NSA Toolbox. Der
Spiegel. www.spiegel.de/international/world/catalog-reveals-nsa-
has-back-doors-for-numerous-devices-a-940994.html

10 Appelbaum, ). (2013). To Protect and Infect: The militarization of
the internet. Presentation given at the 30C3, Hamburg, Germany,
29 December. https://www.youtube.com/watch?v=vILAlhwUgIU

of content and induced self-censorship.* Technical
blocking can target specific websites, domains or
IP addresses, or use keyword blocking which auto-
matically looks for specific words and blocks access
to websites where these keywords are found. Gov-
ernment can also request the blocking of specific
search results. Google’s transparency report states:
“Governments ask companies to remove or review
content for many different reasons. For example,
some content removals are requested due to al-
legations of defamation, while others are due to
allegations that the content violates local laws pro-
hibiting hate speech or adult content.”*2 Take-down
of content is used when states, companies and oth-
ers can demand the removal of websites or content
through the court.

However, in the last two years we have seen
other ways in which non-state groups use the terms
and conditions of social media platforms to take
down content. Syria activists believe that the Syrian
Cyber Army, a collection of computer hackers who
support the government of Syrian President Bashar
al-Assad,” is using Facebook’s terms and condi-
tions to take down content published by the Syrian
opposition. Facebook’s community standards are
guidelines to protect the community and do not
allow content that can be described as graphic con-
tent, nudity, bullying and more.*If a user believes
that a post on Facebook violates these terms they
can report it as abuse, which is called flagging. The
Syrian Cyber Army is allegedly using this complaint
procedure to flag content which shows human
rights violations by the Syrian regime as inappro-
priate and graphic content, after which it can be
taken down.” This is particularly problematic since
the Syrian opposition moved to social media after a
crackdown on the traditional media — and the coun-
try’s citizens.

There are also cases where a state does not need
to have legal jurisdiction over social media sites
to request the take-down of content. In May 2014
Twitter censored tweets in Russia and Pakistan. In
the case of Pakistan, Twitter caved in to pressure
from the government to censor specific tweets that
were deemed blasphemous or unethical. In Rus-
sia, Twitter took down the content of a Ukrainian

11 https://opennet.net/about-filtering

12 Google. (2014). Transparency report: Requests to remove
content. https://www.google.com/transparencyreport/removals/
government/

13 https://en.wikipedia.org/wiki/Syrian_Electronic_Army

14 https://www.facebook.com/communitystandards

15 Pizzi, M. (2014, February 4). The Syrian Opposition is Disappearing
From Facebook. The Atlantic. www.theatlantic.com/international/
archive/2014/02/the-syrian-opposition-is-disappearing-from-
facebook/283562
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Twitter account which, according to Eva Galperin of
the Electronic Frontier Foundation (EFF), is “plainly
political... These actions are highly problematic as
independent media in Ukraine is increasingly under
attack.”® In both countries, Twitter does not have
formal representation and there is no legal jurisdic-
tion over the service, yet still the service providers
complied with government requests.

Profiling of people

Much of our behaviour is already leaving digital
traces — even actions that seem as harmless as
walking down the street. Traffic and surveillance
cameras are monitoring us, our mobile phones are
registering our whereabouts every moment of the
day and we voluntarily post our private lives on pub-
lic proprietary platforms. This might seem innocent
at first, but there have been numerous instances
where a mobile phone has been used to locate
someone, and online behaviour and information are
used for profiling.

During the protests in Ukraine in the beginning
of 2014 a collective message was sent to mobile
phone users near the scene of violent clashes in
Kiev: “Dear subscriber, you are registered as a
participant in a mass riot,” it said.”” In the end the
protestors toppled the regime of ex-president Viktor
Yanukovych, yet the records of who was near the
square still remain. Mobile phone companies have
the capabilities to track and collect the following in-
formation on you through your phone: phone calls,
text messages, data services you use, and your ap-
proximate location, and may share that information
with the government. A mobile is a goldmine of in-
formation: your phone book with all your contacts
in it, call history, text messages, locations and pre-
vious locations, data from any application you are
using, and photos and videos. In addition, govern-
ments and phone companies can see which phones
are close to yours, which other “people” or phones
are in the room.

Regimes have also used malignant viruses to
profile political actors and their networks. The most
well known cases are of the commercial malware

16 Galperin, E. (2014, May 21). Twitter steps down from the free
speech party. Electronic Frontier Foundation. https://www.eff.org/
deeplinks/2014/05/twitter-steps-down-free-speech-party

17 Walker, S., & Grytsenko, O. (2014, January 21). Text messages warn
Ukraine protesters they are ‘participants in mass riot’; Mobile
phone-users near scene of violent clashes in Kiev receive texts in
apparent attempt by authorities to quell protests. The Guardian.

www.theguardian.com/world/2014/jan/21/ukraine-unrest-text-
messages-protesters-mass-riot

Hacking Team®* and FinFisher that were — and
might still be — deployed in countries like Ethiopia,
Bahrain, Mexico and Turkmenistan. Privacy Interna-
tional published one of FinFisher’s brochures, which
states: “The product is known as FinFisher and is
delivered onto computers, it then harvests informa-
tion from the computer, from passwords and web
browsing sessions, to Skype conversations. It can
even switch on a computer’s webcam and micro-
phone remotely.”?°

Challenges

In mitigating these different threats there are a num-
ber of challenges we have encountered, specifically
when you approach censorship and communica-
tions surveillance from a human rights defenders or
journalist perspective.

The majority of digital threats are invisible and
abstract. While a virus on your computer or phone
can grant someone access to your physical sur-
roundings by turning on the camera or microphone,
we do not see it and therefore the threat remains
abstract. The second challenge is that secure com-
munication is always a trade-off between security
and convenience. Security measures are seen as
cumbersome and a distraction from the priorities
of the day. When in the trenches, short-term wins
and threats are more pressing then the intangible
nature of communications surveillance and long-
term exposure — especially when installing and
using certain tools can be more inconvenient and
time consuming than using unsecure communica-
tion methods.

When a digital emergency happens, it is diffi-
cult to know where to turn, who to ask for help and
how to solve the problem. Very few organisations
have done work on the prevention of digital emer-
gencies. If we live in an earthquake-affected area,
we have flashlights, water and emergency plans
ready; but even with all the knowledge of different
digital threats and communication surveillance,
similar contingency plans to mitigate digital
threats are few and far between. If NGOs, human
rights defenders or media organisations recognise

18 Marczak, B., Guarnieri, C., Marquis-Boire, M., & Scott-Railton, J.
(2014). Hacking Team and the Targeting of Ethiopian Journalists.
Toronto: The Citizen Lab. https://citizenlab.org/2014/02/hacking-
team-targeting-ethiopian-journalists

19 Marquis-Boire, M., Marczak, B., Guarnieri, C. & Scott-Railton,

). (2013). For Their Eyes Only: The Commercialization of Digital
Spying. Toronto: The Citizen Lab. https://citizenlab.org/2013/04/
for-their-eyes-only-2

20 https://www.privacyinternational.org/sii/gamma_group
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the problem and want to increase their security,
they have few funds to spend on prevention or do
not know where to start. There is a lack of techni-
cal knowledge and skills in the human rights and
media community.

How can you mitigate the threats
and where do you find support?

There are a number of ways to be more prepared
for a digital emergency as an individual or organi-
sation. Prevention is key: try to increase the overall
digital security awareness and practices of your
organisations, establish a relationship with a
technical person you trust and can turn to for im-
mediate advice, make a thorough threat analysis,

21 Tactical Tech Collective and Front Line Defenders, Security in a Box
https://securityinabox.org/ and Electronic Frontier Foundation,
Surveillance Self-Defense https://ssd.eff.org/risk

and establish some protocols and procedures
in case you are targeted. If you think you are suf-
fering a digital attack, turn to a trusted technical
expert or international organisation or make a
self-assessment.2?

Conclusion

The field of digital emergency support for human
rights defenders, journalists and bloggers around
the world is still emergent. The intangible nature
and rapidly changing technical environment makes
it difficult to mitigate digital threats. It is crucial to
understand what the different threats are and work
on prevention. If you are in the midst of a digital
attack, turn to a trusted technical expert or interna-
tional organisation for support.

22 Digital First Aid Kit digitaldefenders.org/wordpress/launch-of-
the-digital-first-aid-kit or on GitHub https://github.com/RaReNet/
DFAK
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Intermediary liability and state surveillance

Elonnai Hickok
Centre for Internet and Society (CIS) India
www.cis-india.org

Introduction

On 30 June 2014, The Right to Privacy in the Digi-
tal Age: Report of the Office of the United Nations
High Commissioner for Human Rights (OHCHR) was
published.* The Report recognises the relationship
between service providers and surveillance and the
increasing trend of privatised surveillance, noting:

There is strong evidence of a growing reliance
by Governments on the private sector to con-
duct and facilitate digital surveillance. On every
continent, Governments have used both formal
legal mechanisms and covert methods to gain
access to content, as well as to metadata. This
process is increasingly formalized: as telecom-
munications service provision shifts from the
public sector to the private sector, there has
been a “delegation of law enforcement and
quasi-judicial responsibilities to Internet inter-
mediaries under the guise of ‘self-regulation’ or
‘cooperation’.?

This report will explore how legal requirements,
practices and policies pertaining to intermediary li-
ability are feeding into this growing trend through
the incorporation of requirements for intermedi-
aries that facilitate surveillance. In doing so, this
report will explore aspects of intermediary liability
policies and practices, and how these pertain to and
enable state surveillance. Lastly, the report will look
at gaps that exist in policies pertaining to privacy,
surveillance and intermediary liability.

Intermediaries and privacy

Online communications, interactions and transac-
tions are an integral component of our everyday
lives. As such, intermediaries — including, though
not limited to, search engines, social networks,

1 www.ohchr.org/EN/HRBodies/HRC/RegularSessions/Session27/
Documents/A.HRC.27.37_en.pdf
2 Ibid.

cyber cafés, and internet and telecommunication
service providers — play a critical role with respect
to user privacy. As individuals utilise intermediary
platforms on a daily and routine basis, from search-
ing for information on the internet, to posting
updates to a social media account, to using voice-
over-internet-protocol (VolP) services to connect
with friends and colleagues, or using the services
of a cyber café, intermediaries host, retain and have
access to vast amounts of personal data of their
users across the world, irrespective of jurisdiction.
In this context, company practices and a country’s
legal regulations have a far-reaching impact on the
rights — specifically privacy and freedom of expres-
sion — of both national and foreign users.

Intermediaries, governments
and surveillance

The Right to Privacy in the Digital Age also notes
that the internet and associated technologies al-
low governments to conduct surveillance on an
unprecedented scale. This was highlighted by the
revelations by Edward Snowden, which demon-
strated the scope of access that the United States
(US) government had to the data held by internet
companies headquartered in the US. The revela-
tions also underscore the precarious position that
companies offering these services and technolo-
gies are placed in. Though the scope and quantity
of data collected and held by an intermediary vary
depending on the type of intermediary, the services
offered and the location of its infrastructure, gov-
ernments have recognised the important role of
intermediaries — particularly in their ability to assist
with state surveillance efforts by providing efficient
access to vast amounts of user data and identifying
potentially harmful or threatening content. Within
this, there is a shift from reactive government sur-
veillance that is based on a request and authorised
order, to partially privatised surveillance, with com-
panies identifying and reporting potential threats,
retaining information, and facilitating access to
law enforcement. Indeed, the OHCHR in the Right
to Privacy in the Digital Age notes that the surveil-
lance revealed by Snowden was facilitated in part
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by “strategic relationships between Governments,
regulatory control of privacy companies, and com-
mercial contracts.”s

Intermediary liability and state surveillance

As described by the US-based Center for Democ-
racy and Technology,* intermediary liability relates
to the legal accountability and responsibility that
is placed on intermediaries with respect to the
content that is hosted and transmitted via their
networks and platforms. Specifically, intermediary
liability addresses the responsibility of companies
with respect to content that is deemed by the gov-
ernment and/or private parties to be objectionable,
unlawful or harmful. The Center for Democracy and
Technology points out that, depending on the ju-
risdiction, intermediary liability requirements and
provisions can be used to control illegal content
online, but also can be misused to control legal con-
tent as well. As described by UK-based Article 19,
provisions relating to intermediary liability can be
broken down into three basic models: strict liability,
where intermediaries are fully liable for third-party
content; safe harbour, where intermediaries can be
provided immunity from liability by meeting defined
requirements; and broad immunity, where interme-
diaries are given immunity for third party content.
As pointed out by Frank La Rue in the Report of the
Special Rapporteur on the promotion and protection
of the right to freedom of opinion and expression,
legal frameworks that hold intermediaries (rather
than the individual) liable for content, transfer the
role of monitoring the internet to the intermediary.®
Some jurisdictions do not have specific legal provi-
sions addressing intermediary liability, but do issue
court or executive orders to intermediaries for the
restriction of content, as well as placing obligations
— including technical obligations — on service pro-
viders via operating licences.

Legal provisions and orders pertaining to in-
termediary liability are not always limited to
removing or disabling pre-defined or specified
content. Requests for the removal of content can
be accompanied with requests for user informa-
tion — including IP address and basic subscriber
information. Some jurisdictions, such as India, have

3 Ibid.

4 https://cdt.org

5 Article 19. (2013). Internet Intermediaries: Dilemma of liability.
London: Article 19. www.article19.org/data/files/Intermediaries_
ENGLISH.pdf

6 Frank La Rue, Report of the Special Rapporteur on the promotion
and protection of the right to freedom of opinion and expression,
United Nations General Assembly, 17 April 2013. www.ohchr.org/
Documents/HRBodies/HRCouncil/RegularSession/Session23/A.
HRC.23.40_EN.pdf

incorporated retention mandates for removed con-
tent and associated information in legal provisions
addressing intermediary liability.” Other jurisdic-
tions, like China, require service providers to have
tracking software installed on their networks, col-
lect and retain user identification details, monitor
and store user activity, report illegal activity to law
enforcement, and have in place filtering software to
restrict access to banned websites.?

Some jurisdictions are also recognising that
the traditional means of seeking information from
intermediaries are inefficient and often slow — par-
ticularly if the intermediary is foreign, and accessing
information requires the government to follow a
Mutual Legal Assistance Treaty (MLAT) process.’
Perhaps in response to challenges posed by
jurisdiction, some governments have sought “col-
laborations” with intermediaries to restrict illegal
and offensive speech as well as identify perpetra-
tors of the same. For example, in 2007 in India, the
Mumbai Police negotiated with Google to establish
a “direct line of contact” with the company, which,
according to news items, would allow access to IP
addresses of users posting “objectionable” content
on Google’s social networking site, Orkut.”* Such
collaborations combine elements of intermediary li-
ability and surveillance, and can be prone to misuse
if they lack apparent oversight, legislative ground-
ing or accountability. In this context, intermediary
liability is not only about content online, but also
encompasses the collection and disclosure of data
associated with that content and of users producing
and viewing such content.

7 The Information Technology (Intermediaries Guidelines) Rules,
2011, Rule 3(4). deity.gov.in/sites/upload_files/dit/files/
GSR314E_10511(1).pdf

8 Frydnamm, B., Hennebel, L., & Lewkowicz, G. (2007). Public
Strategies for Internet Co-Regulation in the United States, Europe,
and China. Brussels: Université Libre de Bruxelles. www.philodroit.
be/IMG/pdf/BF-LH-GL-WP2007-6.pdf

9 Mutual Legal Assistance Treaties are formal agreements reached
between governments to facilitate cooperation in solving and
responding to crimes. A critique of the MLAT process has been
that it is slow and inefficient, making it a sub-optimal choice for
governments when faced with crimes that demand immediate
response. For more information see: Kindle, B. (2012, February 14).
MLATS are powerful weapons in financial crime combat, even for
private sector. Association of Certified Financial Crime Specialists.
www.acfcs.org/mlats-are-powerful-weapons-in-counter-financial-
crime-combat-even-for-private-sector Some intermediaries, such
as Facebook, have specified that foreign governments seeking user
account data must do so through the MLAT process or letters of
rogatory. For more information see: https://en-gh.facebook.com/
safety/groups/law/guidelines

10 Pahwa, N. (2007, March 14). Updated: Orkut to Share Offender
Data With Mumbai Police; Google’s Clarification. Gigaom. gigaom.
com/2007/03/14/419-updated-orkut-to-share-offender-data-with-
mumbai-police-googles-clarifi

11 Chowdhury, S. (2014, July 30). Mumbai Police tie up with Orkut to
nail offenders. The Indian Express. archive.indianexpress.com/
news/mumbai-police-tie-up-with-orkut-to-nail-offenders /25427
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Types of content and surveillance measures

Certain types of content — namely child pornogra-
phy/adult content, national/cyber security and
copyright — can attract greater obligations on the in-
termediary to proactively facilitate surveillance and
in some cases take on the role of law enforcement or
the judiciary. The degree to which such obligations
are backed by legal provisions varies and can range
from statutory requirements, to policy initiatives,
to forms of collaboration between governments, in-
termediaries, and self-regulatory organisation. The
types of obligations and measures also vary.

Reporting of illegal content: Some of these
measures are focused on the reporting of illegal
or prohibited content. For example, in the US, by
law, service providers must report to law enforce-
ment any and all information with regards to child
pornography. This is mandated by the Protection of
Children from Sexual Predators Act, 1998.*> Simi-
larly, in India, under the rules defining procedural
safeguards for intermediary liability, intermediar-
ies must report cyber security incidents and share
related information with the Indian Computer Emer-
gency Response Team.”

Voluntary disclosure of illegal content and
activity: Other measures support the voluntary dis-
closure of identified illegal content and activity and
associated information to law enforcement. For ex-
ample, under the 2002 Cyber Security Enhancement
Act in the US, law enforcement can encourage ser-
vice providers to reveal information pertaining to an
“emergency matter”. The Act further provides the
service provider immunity from legal action if the dis-
closure was made in good faith with the belief that
it was a matter of death or serious physical injury.*

Databases of repeat offenders: Requirements
that governments are seeking to impose on ser-
vice providers may also directly conflict with their
obligations under national data protection stan-
dards. For example, in the context of proposed
legal requirements for identifying and preventing
copyright offenders under the UK Digital Economy
Act, in a public statement, the service provider Talk-
Talk noted that the company would be required to
maintain a database of repeat offenders —an action
that might be illegal under the UK Data Protection
Act.s As of July 2014, service providers, rights hold-

12 Frydnamm, B., Hennebel, L., & Lewkowicz, G. (2007). Op. cit.

13 Information Technology (Intermediaries Guidelines) Rules 2011, Rule
9. deity.gov.in/sites/upload_files/dit/files/GSR314E_10511(1).pdf

14 Frydnamm, B., Hennebel, L., & Lewkowicz, G. (2007). Op. cit.

15 Jackson, M. (2014, July 19). Update: UK ISPs Agree Voluntary
Internet Piracy Warning Letters Scheme. ISPreview. www.ispreview.
co.uk/index.php/2014/07/big-uk-isps-agree-voluntary-internet-
piracy-warning-letters-scheme.html

ers and the government have developed a form of
collaboration where rights holders will “track” the
IP addresses of suspected offenders. The addresses
will be shared with the applicable UK service pro-
vider, who will then send a series of warning notices
to the user.® This system is potentially dangerous
as it allows for proactive monitoring of individuals’
IP addresses by private parties (the rights hold-
ers) and then subsequent action by another private
entity (the service provider). At no point does this
system define or envision safeguards, accountabil-
ity or oversight mechanisms.”

Measures that facilitate surveillance: Other
requirements do not directly impose surveillance
obligations on service providers, but can facilitate
surveillance. For example, in the UK, service pro-
viders must now offer broadband filters for “adult
content” automatically switched on. Users who do
not wish to have the filter on are required to “opt
out” of the filter.®* These measures can make it easy
to track and identify which user is potentially view-
ing “adult content”.

Types of intermediaries
and surveillance measures

Depending on services offered and jurisdiction, in-
termediaries can be subject to differing types and
scopes of surveillance requirements. For example:

Cyber cafés: In jurisdictions like India,* cyber
cafés are faced with legal requirements that can
facilitate surveillance — such as the collection and
retention of government-issued user identification,
retention of user’s browser history, and provision of
assistance to law enforcement and other authorities
when required. Cyber cafés are also strictly subject
to the laws of the jurisdiction of operation.

Service providers: Similarly, service providers,
even when multinational, must abide by the laws
where they are operating. Unlike intermediaries
such as multinational social networks or search
engines, service providers are subject to the require-
ments found in operating licences that pertain to
intermediary liability and surveillance. For example,
in India, internet and telecommunication service
providers are required to take “necessary measures
to prevent objectionable, obscene, unauthorised,

16 Ibid.

17 Jackson, M. (2013, August 9). UK Government to Finally Repeal
ISP Website Blocking Powers. ISPreview. www.ispreview.co.uk/
index.php/2013/08/uk-government-to-finally-repeal-isp-website-
blocking-powers.html

18 Miller, ). (2014, July 23). New broadband users shun UK porn filters,
Ofcom finds. BBC. www.bbc.com/news/technology-28440067

19 Information Technology (Guidelines for Cyber Cafe) Rules 2011,
Rule 4, Rule 5, Rule 7. ddpolice.gov.in/downloads/miscelleneous/
cyber-cafe-rules.pdf
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or any other content, messages, or communications
infringing copyright, intellectual property etc. in
any form, from being carried on [their] network, con-
sistent with the established laws of the country.”
Furthermore, if specific instances of infringement
are reported by enforcement agencies, the service
provider must disable the content immediately.?° In
the case of India, requirements for the provision of
technical assistance in surveillance and retention of
call detail records® and subscriber information are
also included in the operating licences for service
providers.?

Social networks: Social networks such as
LinkedIn, Facebook and Twitter — which are often
multinational companies — are not necessarily sub-
ject to the legal intermediary liability requirements
of multiple jurisdictions, but they are frequently
faced with requests and orders for user information
and removal of content requests. To address these
pressures, some companies filter content on a coun-
try basis. In June 2014 LinkedIn was criticised in the
media for complying with orders from the Chinese
government and filtering content in the region.=
Similarly, Twitter was criticised by civil society for
withholding content in Russia and Pakistan in May
2014, though in June 2014 the company reversed
its decision and reinstated the withheld content.?
Social media platforms are also frequently and in-
creasingly used by law enforcement and the state
for collecting “open source intelligence”.?

20 Licence Agreement for Provision of Unified Access Services After
Migration from CMTS, Section 40.3. www.auspi.in/policies/UASL.
pdf

21 Call record details consist of information about a subscriber’s
use of mobile and broadband networks and can include: called
numbers, subscriber name and address, date and time of the start
and end of a communication, type of service used (SMS, etc.),
international mobile subscriber identity, international mobile
equipment identity, location details. For more information see:
Afentis Forensics, “Telephone Evidence: Mobile telephone forensic
examinations, Billing Records, Cell Site Analysis”. afentis.com/
telephone-evidence

22 Licence Agreement for Provision of Unified Access Services After
Migration from CMTS, Section 41.10. www.auspi.in/policies/UASL.
pdf

23 Mozur, P. (2014, June 4). LinkedIn Said it Would Censor in China.
Now That It Is, Some Users are Unhappy. The Wall Street Journal.
blogs.wsj.com/chinarealtime/2014/06/04/linkedin-said-it-would-
censor-in-china-now-it-is-and-some-users-are-unhappy

24 Galperin, E., & York, J. (2014, June 23). Twitter Reverses Decision
to Censor Content in Pakistan. Electronic Frontier Foundation.
https://www.eff.org/deeplinks/2014/06 /twitter-reverses-
decision-censor-content-pakistan

25 Open source intelligence has been widely recognised as an
essential tool for law enforcement and security agencies. Open
source intelligence is derived from information that is publicly
available from sources such as the internet, traditional media,
journals, photos, and geospatial information. For more information
see: Central Intelligence Agency. (2010, July 23). INTellingence:
Open Source Intelligence. Central Intelligence Agency. https://
www.cia.gov/news-information/featured-story-archive/2010-
featured-story-archive/open-source-intelligence.html

Technology, intermediary liability
and state surveillance

When intermediaries implement legal requirements
for the blocking or filtering of content, they do so by
employing different techniques and technologies
such as key word filtering software, firewalls, image
scanning, URL databases, technologies that enable
deep packet inspection, etc.?¢ Similarly, complying
with legal mandates for interception or monitoring
of communications also requires intermediaries to
install and use technology on their networks. As
pointed out by La Rue, technologies used for filter-
ing also facilitate monitoring and surveillance as
they have the ability to identify and track words,
images, websites and types of content, as well as
identify individuals using, producing or associated
with the same.? For example, YouTube offers copy-
right holders the option of YouTube’s “Content ID”
system to manage and identify their content on the
platform. Actions that copyright owners can choose
from include muting audio that matches the music
of copyrighted material, blocking a video from being
viewed, running ads against a video, and tracking
the viewer statistics of the video. These options can
be implemented at a country-specific level.?®

Removing the service provider
from surveillance

While some governments are placing obligations
on intermediaries to assist with surveillance, other
governments are removing such obligations from
service providers through surveillance measures
that seek to bypass service providers and allow
governments and security agencies to directly in-
tercept and access information on communication
networks, or measures that require service pro-
viders to allow security agencies a direct line into
their networks. For example, India is in the process
of implementing the Central Monitoring System,
which is envisioned to allow security agencies to
directly intercept communications without the as-
sistance of service providers. Though this system
removes obligations on service providers to assist
and be involved in specific instances of surveil-
lance, it also removes a potential safeguard —where

26 Bloxx. (n/d). Whitepaper: Understanding Web Filtering
Technologies. www.bloxx.com/downloads/US/bloxx_whitepaper_
webfilter_us.pdf

27 Frank La Rue, Report of the Special Rapporteur on the promotion
and protection of the right to freedom of opinion and expression,
United Nations General Assembly, 17 April 2013. www.ohchr.org/
Documents/HRBodies/HRCouncil/RegularSession/Session23/A.
HRC.23.40_EN.pdf

28 YouTube, “How Content ID Works”. https://support.google.com/
youtube/answer/2797370?hl=en
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service providers can challenge or question extra-
legal or informal requests for surveillance. In the
2014 Vodafone Law Enforcement Disclosure Re-
port, the company notes that in select countries,
law enforcement and authorities have direct ac-
cess to communications stored on networks.?

The question of jurisdiction

Jurisdiction and the applicability of local law is a
tension that arises in the context of intermediary
liability and surveillance. Some facets of this ten-
sion include: to what extent do legal restrictions
on content apply to multinational platforms oper-
atingin a country? To what extent can states access
the communications passing or being stored in its
territory? And to what extent do domestic protec-
tions of fundamental rights — including freedom
of expression and privacy — apply to foreigners as
well as nationals? The OHCHR in The Right to Pri-
vacy in the Digital Age shed some light on these
questions, drawing upon a number of international
instruments and firmly asserting that any interfer-
ence with the right to privacy must comply with the
principles of legality, proportionality and necessi-
ty, regardless of the nationality or location of the
individual.>° Tensions around mass surveillance of
foreign citizens and political leaders, and a lack of
legal constructs domestically and internationally
to address these tensions, have led to questions
of direction and the future of internet governance
— discussed at forums like NETmundial, where
principles relating to surveillance and interme-
diary liability were raised.3* Similarly, in March
2014, the US announced plans to relinquish the
responsibility of overseeing the body tasked with
regulating internet codes and numbering systems.
This move has raised concerns about a backlash
that could result in the division and separation
of the internet, facilitating mass surveillance and
content control.3

29 www.vodafone.com/content/sustainabilityreport/2014/index/
operating_responsibly/privacy_and_security/law_enforcement.
html

30 Report of the Office of the United Nations High Commissioner for
Human Rights: The Right to Privacy in the Digital Age, 30 June
2014. www.ohchr.org/EN/HRBodies/HRC/RegularSessions/
Session27/Documents/A.HRC.27.37_en.pdf

31 Powles, ). (2014, April 28). Big Business was the winner
at NETmundial. wired.co.uk. www.wired.co.uk/news/
archive/2014-04/28/internet-diplomacy-netmundial

32 Kelion, L. (2014, April 23). Future of the Internet Debated
at NetMundial in Brazil. BBC. www.bbc.com/news/
technology-27108869

State surveillance and intermediary
liability: The impact on the user and the role
of the company

Government-initiated content restrictions and sur-
veillance of individuals’ online communications,
transactions and interactions have widely been rec-
ognised as having a negative impact on users’ right
to privacy and a chilling effect on freedom of speech.
Depending on the target and reasons, such actions
by governments can have deeper human rights
implications - if, for example, dissenting voices, ac-
tivists and journalists are targeted. The gravity and
clear human rights implications of actions related
to intermediary liability and surveillance highlight
the complexity of these issues. Numerous cases ex-
ist of individuals being identified and persecuted
for speech shared or communicated online, and the
identification of these individuals being facilitated
by internet companies. For example, Yahoo! has
been heavily criticised in the international media
for providing the Chinese government in 2006 with
user account details and the content of communi-
cations of political dissident and journalist Shi Tao
—allowing police to identify and locate Shi and sub-
sequently imprison him for ten years.?® Instances
such as the Shi Tao case demonstrate the complex-
ity of issues related to intermediary liability and
surveillance and raise questions about reasonable
expectations regarding internet company practices
and responses (particularly multinational compa-
nies), adequate national legislation, international
guidelines, and appropriate public response. As not-
ed in The Right to Privacy in the Digital Age, “the
Guiding Principles on Business and Human Rights,
endorsed by the Human Rights Council in 2011,
provide a global standard for preventing and ad-
dressing adverse effects on human rights linked to
business activity. The responsibility to respect hu-
man rights applies throughout a company’s global
operations regardless of where its users are locat-
ed, and exists independently of whether the State
meets its own human rights obligations.” This is a
high standard that intermediaries must adhere to.
Some companies such as Google,>* Facebook,3*

33 MacKinnon, R. (2007). Shi Tao, Yahoo!, and the lessons for
corporate social responsibility. rconversation.blogs.com/
YahooShiTaolLessons.pdf

34 Google Transparency Report. www.google.com/transparencyreport

35 Facebook Global Government Requests Report. https://www.
facebook.com/about/government_requests
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Twitter,3¢ Vodafone,3” Microsoft,3® Yahoo3® and Ve-
rizon“ have begun to shed light on the amount of
surveillance and content requests that they are sub-
ject to through transparency reports. Companies
like Vodafone,* Facebook# and Twitter4 also have
policies in place for addressing requests from law
enforcement.

Conclusions

As demonstrated above, there is significant overlap
between intermediary liability, privacy and surveil-
lance. Yet jurisdictions have addressed these issues
separately — often having independent legislation
for data protection/privacy, intermediary liability
and surveillance. The result is that the present le-
gal frameworks for intermediary liability, privacy
and surveillance are governed by models that
do not necessarily “speak to each other”. When

36 Twitter Transparency Report. https://transparency.twitter.com

37 Vodafone Disclosure to Law Enforcement Report. www.vodafone.
com/content/sustainabilityreport/2014/index/operating_
responsibly/privacy_and_security/law_enforcement.html

38 Microsoft’s Law Enforcement Request Report. www.microsoft.com/
about/corporatecitizenship/en-us/reporting/transparency

39 Yahoo Transparency Report. https://transparency.yahoo.com

40 Verizon’s Transparency Report for the first half of 2014.
transparency.verizon.com

41 Vodafone, Human Rights and Law Enforcement: An Overview of
Vodafone’s policy on privacy, human rights, and law enforcement
assistance. www.vodafone.com/content/index/about/about-us/
privacy/human_rights.html

42 Facebook, Information for Law Enforcement. https://www.
facebook.com/safety/groups/law/guidelines/

43 Twitter Guidelines for Law Enforcement. https://support.twitter.
com/articles/41949-guidelines-for-law-enforcement

requirements that facilitate surveillance are em-
bedded in provisions and practices pertaining to
intermediary liability, there is a risk that these re-
quirements can omit key safeguards to surveillance
that have been recognised as critical at the inter-
national level, including necessity, proportionality,
legality and legitimate aim. As La Rue stressed, and
as emphasised in other international reports and
forums, there is a need for governments to review,
update and strengthen laws and legal standards
addressing state surveillance. Ideally such a review
would also include legal standards for intermediary
liability.

Where multi-stakeholder4 and multilaterals
dialogues are resulting in incremental and slow
progress, some decisions by the Court of Justice of
the European Union and European Parliament are
calling attention and efforts to the issue.4

44 Powles, J. (2014, April 28). Op. cit.

45 RT. (2013, October 26). Germany, Brazil enlist 19 more countries
for anti-NSA UN resolution. RT. rt.com/news/nsa-un-resolution-
talks-788

46 Powles, ). (2014, April 28). Op. cit.
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Unmasking the Five Eyes’ global surveillance practices®

Carly Nyst and Anna Crowe
Privacy International
carly@privacy.org, annac@privacyinternational.org

The revelations of the last year — made possible by
NSA-whistleblower Edward Snowden - on the reach
and scope of global surveillance practices have
prompted a fundamental re-examination of the role
of intelligence services in conducting coordinated
cross-border surveillance. The Five Eyes alliance —
comprised of the United States National Security
Agency (NSA), the United Kingdom’s Government
Communications Headquarters (GCHQ), Canada’s
Communications Security Establishment Canada
(CSEQ), the Australian Signals Directorate (ASD),
and New Zealand’s Government Communications
Security Bureau (GCSB) - is the continuation of an
intelligence partnership formed in the aftermath
of the Second World War. The patchwork of secret
spying programmes and intelligence-sharing agree-
ments implemented by parties to the Five Eyes
arrangement constitutes an integrated global sur-
veillance arrangement that now covers the majority
of the world’s communications. Operating in the
shadows and misleading the public, the Five Eyes
agencies boast in secret how they “have adapted in
innovative and creative ways that have led some to
describe the current day as ‘the golden age of SI-
GINT [signals intelligence].”?

This report summarises the state of under-
standing about the Five Eyes global domination of
communications networks, and explains the most
concerning surveillance capabilities developed by
the intelligence agencies. It also explores the im-
plications of expanded surveillance powers for the
rights to privacy and free expression, and the free
flow of information and ideas throughout global
communications networks. Finally, it canvasses
some of the ways that Privacy International is seek-

1 This paper is based substantially on “Eyes Wide Open”, a report
published by Privacy International in November 2013, available at:
https://www.privacyinternational.org/reports/eyes-wide-open

2 NSASIGINT Strategy, 23 February 2012, available at: www.nytimes.
com/interactive/2013/11/23/us/politics/23nsa-sigint-strategy-
document.htm?ref=politics&gwh=5E154810A5FB56B3E9AF98DF6
67AE3C8

ing to unpick the Five Eyes alliance and argues for
the restoration of privacy and security in digital
communications.

The Five Eyes

Beginning in 1946, an alliance of five countries
(the US, the UK, Australia, Canada and New Zea-
land) developed a series of bilateral agreements
over more than a decade that became known as
the UKUSA (pronounced yew-kew-zah) agreement.
This established the “Five Eyes” alliance for the
purpose of sharing intelligence, but primarily sig-
nals intelligence (hereafter “SIGINT”). The close
relationship between the five states is evidenced by
documents recently released by Snowden. Almost
all of the documents include the classification “TOP
SECRET//COMINT//REL TO USA, AUS, CAN, GBR,
NZL” or “TOP SECRET//COMINT//REL TO USA,
FVEY”. These classification markings indicate the
material is top-secret communications intelligence
(aka SIGINT) material that can be released to the
US, Australia, Canada, UK and New Zealand. Nota-
bly while other alliances and coalitions exist, such
as the North Atlantic Treaty Organization, none of
the documents that have thus far been made public
refer to any of these arrangements, suggesting the
Five Eyes alliance is the preeminent SIGINT collec-
tion alliance.

The Five Eyes agencies are playing a dirty game.
They have found ways to infiltrate all aspects of
modern communications networks: forcing compa-
nies to hand over their customers’ data under secret
orders, and secretly tapping fibre optic cables be-
tween the same companies’ data centres anyway;
accessing sensitive financial data through SWIFT,
the world’s financial messaging system; spending
years negotiating an international agreement to
regulate access to the data through a democratic
and accountable process, and then hacking the net-
works to get direct access; threatening politicians
with trumped-up threats of impending cyber war
while conducting intrusion operations that weaken
the security of networks globally; and sabotaging
encryption standards and standards bodies, there-
by undermining the ability of internet users to
secure information.
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The Five Eyes is a close-knit group. The level
of cooperation under the UKUSA agreement is
so complete that “the national product is often
indistinguishable.”> This has resulted in former
intelligence officials explaining that the close-knit
cooperation that exists under the UKUSA agree-
ment means “that SIGINT customers in both capitals
seldom know which country generated either the
access or the product itself.”+ In addition to fluidly
sharing collected SIGINT, it is understood that many
intelligence facilities run by the respective Five Eyes
countries are jointly operated, even jointly staffed,
by members of the intelligence agencies of Five
Eyes countries. Each facility collects SIGINT, which
can then be shared with the other Five Eyes states.

Code-named programmes that have been re-
vealed to the public over the last decade go some
way to illustrating how the Five Eyes alliance col-
laborates on specific programmes of activity and
how information is shared. One important example
is the TEMPORA programme, revealed by Snowden.
By placing taps at key undersea fibre-optic cable
landing stations, the programme is able to intercept
asignificant portion of the communications that tra-
verse the UK. The Guardian has reported that 300
analysts from GCHQ and 250 from the NSA were
directly assigned to examine material collected.
TEMPORA stores content for three days and meta-
data for 30 days.

Once content and data are collected, they can
be filtered. The precise nature of GCHQ’s filters
remains secret. Filters could be applied based on
type of traffic (e.g. Skype, Facebook, email), origin/
destination of traffic, or to conduct basic keyword
searches, among many other purposes. Reportedly,
approximately 40,000 search terms have been cho-
senand applied by GCHQ, and another 31,000 by the
NSA to information collected via TEMPORA. GCHQ
have had staff examining collected material since
the project’s inception in 2008, with NSA analysts
brought to trial runs of the technology in summer
2011. Full access was provided to NSA by autumn
2011. An additional 850,000 NSA employees and
US private contractors with top-secret clearance

3 Aldrich, R. (2004). Transatlantic intelligence and security
cooperation. International Affairs, 80(4), 731-753. www2.warwick.
ac.uk/fac/soc/pais/people/aldrich/publications/inta8o_4_08_
aldrich.pdf

4 Lander, S. (2007). International intelligence cooperation: An inside
perspective. Cambridge Review of International Affairs, 17(3), p.
487.

5 The Guardian quotes an internal GCHQ report that claims
“GCHQ and NSA avoid processing the same data twice and
proactively seek to converge technical solutions and processing
architectures.” It was additionally reported that the NSA provided
GCHQ with the technology necessary to sift through the material
collected.

reportedly also have access to GCHQ databases.
GCHQreceived £100 million (USD 160 million) in se-
cret NSA funding over the last three years to assist
in the running of this project.®

A core programme that provides filtering ca-
pability is known as XKEYSCORE. It has been
described by internal NSA presentations as an
“analytic framework” which enables a single search
to query a “3-day rolling buffer” of “all unfiltered
data” stored at 150 global sites on 700 database
servers.” The NSA XKEYSCORE system has sites that
appear in Five Eyes countries.® The system indexes
email addresses, file names, IP addresses and port
numbers, cookies, webmail and chat usernames
and buddylists, phone numbers, and metadata from
web browsing sessions including searches queried,
among many other types of data that flow through
their collection points.

While UKUSA is often reported as having cre-
ated a “no spy pact” between Five Eyes states,
there is little in the original declassified documents
from the 1940s and 1950s to support such a notion.
Crucially, first and foremost, no clause exists that
attempts in any form to create such an obligation.
As best as can be ascertained, it seems there is no
prohibition on intelligence gathering by Five Eyes
states with respect to the citizens or residents of
other Five Eyes states. There is instead, it seems,
a general understanding that citizens will not be
directly targeted, and where communications are
incidentally intercepted, there will be an effort to
minimise the use and analysis thereof by the inter-
cepting state. Outside the Five Eyes, everyone else
is fair game, even if they have a separate intelli-
gence-sharing agreement with one or several Five
Eyes members.®

The rights implications

The world has changed dramatically since the
1940s; then, private documents were stored in filing
cabinets under lock and key, and months could pass
without one having the need or luxury of making an
international phone call. Now, private documents
are stored in unknown data centres around the

6  MacAskill, E. (2013, November 2). Portrait of the NSA: no detail
too small in quest for total surveillance. The Guardian. www.
theguardian.com/world/2013/nov/02/nsa-portrait-total-
surveillance

7 The Guardian (2013, July 31). XKeyscore presentation from 2008.
www.theguardian.com/world/interactive/2013/jul/31/nsa-
xkeyscore-program-full-presentation
Ibid., p. 5.

9 Poitras, L. et al. (2013, July 1). How the NSA targets German
and Europe. Spiegel Online. www.spiegel.de/international/
world/secret-documents-nsa-targeted-germany-and-eu-
buildings-a-908609.html

52 / Global Information Society Watch



world, international communications are conducted
daily, and our lives are lived — ideas exchanged, fi-
nancial transactions conducted, intimate moments
shared - online.

With the advent of the internet and new digital
forms of communication, now most digital com-
munications take the fastest and cheapest route
to their destination, rather than the most direct.
This infrastructure means that the sender has no
ability to choose, nor immediate knowledge of, the
route that their communication will take. This shift
in communications infrastructure means that com-
munications travel through many more countries,
are stored in a variety of countries (particularly
through the growing popularity of cloud computing)
and are thus vulnerable to interception by multiple
intelligence agencies. From their bases within the
territory of each country, each Five Eyes intelligence
agency collects and analyses communications that
traverse their territory and beyond.

An analysis of the legal provisions in each of the
Five Eyes countries reveals that they fall far short
of describing the fluid and integrated intelligence-
sharing activities that take place under the ambit of
the Five Eyes arrangement with sufficient clarity and
detail to ensure that individuals can foresee their
application.*® None of the domestic legal regimes
set out the circumstances in which intelligence
authorities can obtain, store and transfer nation-
als’ or residents’ private communication and other
information that are intercepted by another Five
Eyes agency, nor the circumstances in which any of
the Five Eyes states can request the interception of
communications by another party to the alliance.
The same applies to obtaining private information
such as emails, web histories, etc., held by internet
and other telecommunication companies. Care-
fully constructed legal frameworks provide differing
levels of protections for internal versus external
communications, or those relating to nationals ver-
sus non-nationals.

The Five Eyes agencies are seeking not only to
defeat the spirit and purpose of international human
rights instruments, they are in direct violation of
their obligations under such instruments. The right
to privacy is an internationally recognised right.»
The way the global communications infrastructure
is built requires that the right to privacy of commu-

10 Privacy International. (2013). Eyes Wide Open. https:/ /www.
privacyinternational.org/reports/eyes-wide-open

11 Article 17 (1) of the International Covenant on Civil and Political
Rights provides: “No one shall be subjected to arbitrary
or unlawful interference with his privacy, family, home or
correspondence, nor to unlawful attacks on his honour and
reputation.”

nications be exercised globally, as communications
can be monitored in a place far from the location
of the individual to whom they belong. When an
individual sends a letter, email or text message, or
makes a phone call, that communication leaves their
physical proximity, and travels to its destination.
In the course of its transmission the communica-
tion may pass through multiple other states and,
therefore, multiple jurisdictions. The right to pri-
vacy of the communication remains intact, subject
only to the permissible limitations set out under
human rights law. Accordingly, whenever Five Eyes
countries interfere with the communication of an
individual, thus infringing upon their privacy, they
invoke jurisdiction over that individual, and have to
comply with human rights obligations accordingly.

The practice of mass surveillance detailed in the
Snowden documents is contrary to international
law. The Special Rapporteur on the promotion and
protection of the right to freedom of expression
and opinion, for example, has described the inva-
siveness of mass interception of fibre-optic cables:
“By placing taps on the fibre optic cables, through
which the majority of digital communication infor-
mation flows, and applying word, voice and speech
recognition, States can achieve almost complete
control of tele- and online communications.”*

The Special Rapporteur reasons that “[m]ass
interception technology eradicates any consider-
ations of proportionality, enabling indiscriminate
surveillance. It enables the State to copy and moni-
tor every single act of communication in a particular
country or area, without gaining authorization for
each individual case of interception.”*

Taking action

The intelligence agencies of the Five Eyes coun-
tries conduct some of the most important, complex
and far-reaching activities of any state agency, and
they do so behind the justification of a thicket of
convoluted and obfuscated legal and regulatory
frameworks. The laws and agreements that make up
the Five Eyes arrangement and apply it to domestic
contexts lack any semblance of the clarity or ac-
cessibility necessary to ensure that the individuals
whose rights and interests are affected by them are
able to understand their application. Their actions
have been justified in secret, on the basis of secret
interpretations of international law and classified

12 Report of the Special Rapporteur on the promotion and protection
of the right to freedom of expression and opinion, Frank La Rue, 17
April 2013, A/HRC/23/40, para. 38. www.ohchr.org/Documents/
HRBodies/HRCouncil/RegularSession/Session23/A.HRC.23.40_
EN.pdf

13 |bid., para. 62.
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agreements. By remaining in the shadows, our intel-
ligence agencies —and the governments who control
them — have removed our ability to challenge their
actions and their impact upon our human rights. We
cannot hold our governments accountable when
their actions are obfuscated through secret deals
and covert legal frameworks. Secret, convoluted or
obfuscated law can never be considered law within
a democratic society governed by the rule of law.

We must move towards an understanding of
global surveillance practices as fundamentally op-
posed to the rule of law and to the well-established
international human right to privacy. In doing so, we
must break down legal frameworks that obscure the
activities of the intelligence agencies or that prefer-
ence the citizens or residents of Five Eyes countries
over the global internet population. Trust must be
restored, and our intelligence agencies must be
brought under the rule of law. Transparency around
and accountability for secret agreements is a crucial
first step.

Privacy International has spent the last year try-
ing to unpick the Five Eyes alliance. We have sent

freedom of information requests to intelligence
agencies in each of the five countries, seeking ac-
cess to the secret agreements that govern the Five
Eyes. We have brought legal cases against Britain’s
GCHQ for mass surveillance and hacking activities,
and have sought avenues to take similar complaints
in other jurisdictions. We filed a complaint under
the OECD Guidelines for Multinational Enterprises
against the seven telecommunications companies
facilitating UK interception of fibre-optic cables. We
have written to the Australian Inspector-General of
Intelligence and Security asking her to commence
an investigation into the ASD, and to the US Trea-
sury Department and to every data protection
authority in Europe seeking an investigation into
the SWIFT hacking.

Now we are calling for the UN to appoint a Spe-
cial Rapporteur on the right to privacy, to ensure
that privacy and surveillance issues stay high on the
agenda in the Human Rights Council. Support our
work here: www.privacyinternational.org.
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Slaying the monster

The country reports gathered here have been writ-
ten at a critical time: new threats of terrorism in
countries such as Kenya, the intensification of re-
gional conflicts and wars, the economic isolation
of Russia, and a drift towards authoritarianism in
many states. Alarming parallels in Japan are made
between the rise of totalitarianism ahead of World
War Il and what is happening now in that country;
and there is a sense many have that regional con-
flicts might spin even more out of control.

At the centre of this is the need for governments
to control their futures, and to maintain power over
situations that threaten to become ungovernable.
One way they do this is through surveillance. This
makes these country reports — and the thematic re-
ports that you have just read - highly political. They
come in the wake of WikiLeaks revelations, and Ed-
ward Snowden’s public exposure of United States
(US) spying and the so-called “Five Eyes network”,
linking some of the most powerful countries in a
global surveillance programme. They reinforce the
idea that human rights are under threat globally.

Common to most of the country reports pub-
lished here is that states — frequently with the
cooperation of business — are acting illegally:
their actions are neither in line with national con-
stitutional requirements, nor with a progressive
interpretation of global human rights standards.
While many profess to be standard bearers of de-
mocracy, they are in fact acting illegitimately — they
no longer carry the mantle of public good or oper-
ate in the best interests of their citizens that have
voted them into power. For instance, in South Korea,
“Communications surveillance, in particular, which
has insufficient legal control given the rapid devel-
opment of the internet and mobile technologies,
has largely extended the power of the police and
the intelligence agency beyond the law.”

Despite the media attention that Snowden’s rev-
elations received, the public at large remains numb
to the problems of surveillance, through ignorance,
or, in some instances, complicity. In Turkey, “If you
do nothing wrong, if you have no illegal business,
don’t be afraid of wiretapping,” a government min-
ister said there.

This attitude of “only bad people should worry”
completely misses the point of mass surveillance: it
is ubiquitous, widespread, and involves everyone,
whether or not you are a “threat to the state”, or
engaged in criminal activities. This includes legisla-
tion allowing authorities to bug an entire room, and
capture the conversations of innocent bystanders,
or to monitor the public en masse if there is a po-
tential that a suspect happens to be amongst that
public.

Moreover, as numerous reports point out, de-
fining who is or is not a “threat to the state” is
obviously a slippery concept, and depends on the
regime in power, democratically elected or not. To-
day’s friend is tomorrow’s enemy. In Pakistan, in the
words of the chairperson of Aware Girls:

| was shocked when | was told that | and my
social media communications had been under
surveillance for last three years... In my commu-
nication with the agencies it was clear that my
work for peace and human rights was seen as
“anti-state”, and | was seen as an enemy rather
than an activist.

And for those who imagine a benign government
only interested in their welfare, Syria shows how,
during a national strike, even the children and fami-
lies of striking union members were surveilled:

Firstly, the police acquired all the mobile com-
munication records of union members and their
families, including schoolchildren, and tracked
the real-time location of their mobile phones
— the mobile service providers had offered to
provide this at ten-minute intervals for several
months.

In fact surveillance can put the security of the aver-
age citizen constantly under threat — and can often
have even more dire implications for the vulnerable.
Without public awareness of this, and transparency
in surveillance programmes, a real erosion of hu-
man rights occurs.

Sometimes surveillance legislation is rushed
through without proper parliamentary discussion,
process or media attention. Legislation shifts and
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changes, frequently to suit the new needs of the
surveillance regime, and only sometimes are there
victories for privacy rights, and for transparency
— perhaps the most notable being the European
Union (EU) cancelling its data retention directive,
with a mixed knock-down effect on national legisla-
tion amongst EU members.

Argentina shows that even if governments
are open about their new programmes to capture
and centralise data - in this case biometric data
- and emphasise the positive aspects of these pro-
grammes, the potential for this to be used in the
future in ways that violate the rights of ordinary
citizens is extraordinary. Without citizen-driven
legislation, and public oversight, democracies are
under threat (the story of Frankenstein’s monster
comes to mind here).

Syria points out that less-democratic states
have little impetus to not surveil their citizens. If
so-called democracies like the US and the United
Kingdom with all their rights and privileges and
sturdy legal systems can get away with it, how can
we expect struggling democracies not to do the
same? Those in totalitarian regimes, the country
report argues, suffer a kind of double surveillance,
and are subject to the spying by world powers and
their own governments: “It is not unrealistic to
imagine this to turn into a global overlapping ‘spa-
ghetti’ of surveillance programmes where everyone
is spying on everyone else.”

The complicity of business in all of this needs to
be directly addressed by civil society. While some
service providers seem to be making attempts at
transparency by releasing statistics of government
requests for information, many — or most — are not.
Ostensibly, they feel no obligation to, with human
rights not a primary concern. For instance, MTN’s in-
volvement in Cameroon requires attention. Beyond
service providers and intermediaries — who appear
to prefer “business as usual” rather than to rock the
boat — the technology companies that make surveil-
lance tools in the first place are a big part of the
problem. Obscenely, in Nigeria, there is the allega-
tion that the systems employed there were “tested”
on Palestinians.

Marketing data — tracked and acquired without
permission from the public — is also a form of sur-
veillance, and one that now involves our children.
That this is often done with a smile and a wink by
companies who, if they wish, can on-sell data about
our daily habits and behaviours as cheaply as mo-
bile phone numbers to whomever —including states,
and other business — shows how far business has
slipped from anything resembling an interest in

consumer rights. Stronger advocacy is needed in
this regard, both from consumer rights and human
rights groups.

As Senegal points out, it is not only states that
do the surveillance. There are numerous cases of
companies illegally spying on their employees,
whether through monitoring correspondence or
even telephonic communications. Surveillance hap-
pens in restaurants, nightclubs, outside shops, in
cameras mounted on the neighbour’s wall - little
attention is given to the right to privacy in these in-
stances, or the need to alert the public to the fact
that they are being watched.

Secrecy is at the core of surveillance — wheth-
er by states or businesses. It is why it works, and
why it is a direct threat to our fundamental rights.
It is no use to states or to businesses if those be-
ing surveilled know about it. To achieve this, new
technology needs to be continually developed and
sold to governments (and others). Australia argues
that Snowden’s revelations have resulted in an in-
creased drive towards surveillance, not less: “Since
the Snowden leaks, public reporting suggests the
level of encryption on the internet has increased
substantially. In direct response to these leaks, the
technology industry is driving the development of
new internet standards.”

So how do we slay Frankenstein’s monster?

The country reports make several suggestions
in this regard. A citizen-driven, balanced approach
to legislating surveillance is necessary, with the
recognition that some measure of surveillance is in
the interests of public safety (against violence and
crime, including the protection of children against
pornography and child trafficking). Lebanon puts
this clearly: “Many argue that online privacy is a hu-
man right, while others insist that it is a negotiated
contract between the state and its citizens — a con-
tract in which citizens exchange some of their data
in return for national security.” (Secrecy is, in other
words, different to the need for state secrets). Costa
Rica argues that citizen oversight in the implemen-
tation of national databases and of surveillance
programmes is also necessary. Users of the internet
can practice safer communications using encryp-
tion technology, and other behaviour changes when
going online — such as paying more attention to the
kind of information they share with businesses or
individuals.

The idea of the internet as a free, open space
that promotes democracy needs to be revisited.
“In mainland China the internet and everything in
it can reasonably be viewed as public space - that
is, ultimately belonging to the state,” the author
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contends. In the UK, the Government Communica-
tions Headquarters (GCHQ) — the counterpart of the
National Security Agency (NSA) in the US — has said:
“[W]e are starting to ‘master’ the Internet... And our
current capability is quite impressive... We are in a
Golden Age.” In this context, as in Switzerland, pri-
vacy becomes a “privilege”, not a right.

Elsewhere, activists are going “offline” out of
necessity and safety. In Indonesia, Papuan activists

say: “Now | only trust face-to-face communication.
| rarely use the telephone to talk about sensitive
issues.”

Privacy, transparency and accountability are key
words. They are also old struggles. In this sense the
terrain has not changed. But these country reports
suggest the terrain might just have got rockier, and
the path much more perilous.
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“Your software is my biology”:*The mass surveillance system in Argentina

Nodo TAU
Flavia Fascendini and Maria Florencia Roveri
www.tau.org.ar

Introduction

In 2011 Argentine President Cristina Fernandez de
Kirchner created, through an executive decree,? a
federal biometric system for the identification of
citizens, named SIBIOS (Sistema Federal de Iden-
tificacion Biométrica para la Seguridad). It was
developed, according to the decree, to provide a
centralised system of information regarding indi-
vidual biometrics registers. This would be used for
appropriate testing when identifying people and
faces, optimising the investigation of crimes and
supporting national security.

The adoption of this measure involved very little
—almost no - public discussion, except for a few civ-
il society organisations that warned the government
about the risks involved in these kinds of surveil-
lance methods, and their implications for people’s
right to privacy.

Two strong arguments emerged:

e Thereis arisk involved in this information being
in the hands of a government in a democratic re-
gime. In Argentina this argument is made within
the context of the dictatorial governments the
country experienced following military coups,
the last of them extending from 1976 until 1983.

e The low level of public awareness regarding the
possible violation of human rights related to the
implementation of the system revealed the ab-
sence of social debate around the violation of
human rights related to information and com-
munications technologies (ICTs).

Policy and political background

Argentina is recognised worldwide for being one
of the first countries to adopt biometric technolo-
gies as a form of recognition of individuals’ legal

1 Cippolini, R. (2010, November 29). Tu software es mi biologia.
Cippodromo. http://cippodromo.blogspot.com/2010/11/tu-
software-es-mi-biologia.html

2 Decreto 1766/2011. www.infoleg.gob.ar/infolegInternet/
anexos/185000-189999/189382/norma.htm

identity. In the late 1800s, an Argentine police of-
ficer named Juan Vucetich established the first
system of fingerprint identification3 and started the
use of fingerprint evidence in police investigations.4

In Argentina, the national identification docu-
ment (DNI is its acronym in Spanish) is the only
personal identification document individuals are
obliged to have. Its format and use have been
regulated since 1968 by Law No. 176715 for the Iden-
tification, Registration and Classification of National
Human Potential, which also created the National
Registry of Persons. It is issued to all people born
in the country, and to foreigners who apply for a
residence permit, once the National Directorate
of Immigration considers that the applicant meets
the necessary requirements to that end. Since No-
vember 2009, and as part of the digitalisation of
national documents, a new national identification
document was issued as a plastic card.

In Argentina, data protection has both constitu-
tional and legislative protection. The constitution
states in Article 43 that any person can file an ac-
tion of habeas data “to obtain information on the
data about himself, and its purpose, registered in
public records or databases, or in private records
or databases intended to supply information; and
in case of false data or discrimination, this action
may be filed to request the suppression, rectifica-
tion, confidentiality or updating of said data. The
secret nature of the sources of journalistic informa-
tion shall not be impaired.”¢

At the same time, Law 25.3267 on the Protection
of Personal Data (2000) deals with the administra-
tion of public and private databases that include
personal information. The legislation prevents
any entity from handing over personal data un-
less it is justified by legitimate public interest. The

3 Biography of Juan Vucetich, Visible Proofs. www.nlm.nih.gov/
visibleproofs/galleries/biographies/vucetich.html

4 Pirlot, A. (2013, December 10). Ignoring repeated warnings,
Argentina biometrics database leaks personal data. Privacy
International. www.privacyinternational.org/blog/ignoring-
repeated-warnings-argentina-biometrics-database-leaks-personal-
data

5 Act N2 17.671. infoleg.mecon.gov.ar/infoleglnternet/
anexos/25000-29999/28130/texact.htm

6 en.wikipedia.org/wiki/Habeas_data

7 www.infoleg.gov.ar/infolegInternet/anexos/60000-64999/64790/
texact.htm
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law created the National Directorate for Personal
Data Protection. Legal experts consider this law
an advanced one, because its regulation was prior
even to some technologies being used in practice.
The Argentine version of habeas data is considered
one of the most complete to date.

However, as mentioned by the Association
for Civil Rights, Argentina “also suffers from a
chronic lack of control over its intelligence agen-
cies. Every now and then, the accounts of public
officials, politicians and journalists are hacked and
scandal erupts. These abuses are the result of an
Intelligence Law for which parliamentary oversight
mechanisms simply don’t work.”®

Also relevant to the analysis is the Anti-Terrorist
Act No. 26.268,° driven through in 2007 without
parliamentary debate, which aims to punish crimes
of terrorism. The Act defined a duplication of penal-
ties for any offence contained in the Criminal Code
if committed by an organisation or individual who
seeks to create terror among the population or
“compel a government to take action or refrain from
taking it.” This definition could be applied to cer-
tain labour or social-related demands. That is why
human rights organisations fear that the Act serves
to criminalise social protest. In addition to this le-
gal framework that could allow the criminalisation
of social protest, the biometric system could offer
a tool that aggravates the risk. After the pressure
and debate generated around the treatment of the
Act, the executive agreed to include a point that
establishes that “the aggravating circumstances
provided do not apply where the act or acts in ques-
tion take place in the performance of human and/
or social rights or any other constitutional right.”*

A biometric system for the identification
of citizens

SIBIOS, which was developed with the techno-
logical cooperation of the government of Cuba,
is a centralised database that is fed by informa-
tion collected by the National Registry of Persons
(RENAPER - Registro Nacional de las Personas). RE-
NAPER is responsible for issuing national identity
documents and passports, a task which used to be
the responsibility of the Federal Police. It collects
the fingerprints, a photograph and the signature of

8 Alvarez Ugarte, R. (2013, October 30). Argentina’s new biometric
1D system ignores right to privacy. IFEX. www.ifex.org/
argentina/2013/10/30/new_surveillance

9 infoleg.mecon.gov.ar/infoleginternet/
anexos/125000-129999/129803/norma.htm

10 Act 26.734. infoleg.mecon.gov.ar/infoleginternet/
anexos/190000-194999/192137/norma.htm

11 vimeo.com/77142306

every citizen who is obtaining an identity document
or passport.

After that, RENAPER provides the biometric in-
formation necessary for the Automated Fingerprint
Identification System (AFIS) as well as the faces
used by the Federal Police to satisfy the require-
ment of identification made by users of SIBIOS.
The AFIS started with a database of eight million
biometric records collected when the police used to
issue identity cards and passports.

The Ministry of Security has the authority over
the application of the system, which can be used by
these organs of the state: the Federal Police, the Ar-
gentine National Gendarmerie, the National Coast
Guard, the Airport Security Police, the National Di-
rectorate of Immigration and the National Registry
of Persons. The national government also encourag-
es provincial entities to use the system, through the
Federal Programme of Partnership and Assistance
for Security.*?

The National Office of Information Technology
(ONTI), under the direction of the Chief of the Cabi-
net of Ministers, provides advice related to required
standards, equipment compatibility and software
and hardware platforms. Since 2011, the team im-
plementing the SIBIOS system has been working
closely with the National Institute of Standards and
Technology (NIST) in the United States, in order
to keep the Argentine software in line with NIST’s
standards.

The main governmental argument to justify the
use of this system is that it is supposed to provide
“a major qualitative leap in security in the fight
against crime,”s a very sensitive issue for citizens
these days and clearly the main issue on the public
agenda.

A promotional video* of SIBIOS - launched
by the government — highlights the importance of
identity databases in a positive way. “If we know
more about who we are, we can take better care of
ourselves,” states the introduction to the video. It
argues that faces, fingerprints and signatures are
three essential elements of identity and they should
be managed by a very efficient system. It also men-
tions that in the future the system could integrate
other data such as voice, iris scans and DNA.

The video describes the AFIS as a technology
used to identify physical characteristics and human
behaviour. It also mentions the importance of SIBI-
0S for the identification of people without identity

12 infoleg.mecon.gov.ar/infoleginternet/
anexos/215000-219999/218789/norma.htm

13 Official presentation of SIBIOS. https://www.youtube.com/
watch?v=9goN2MR1TR4

14 vimeo.com/77142306
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documents in accidents, economic crimes includ-
ing phishing, or human and - specifically - child
trafficking. It also mentions that the physiognomic
recognition of individual’s faces that this system
uses allows for the projection of how people’s faces
will change over time.

The government maintains that the implemen-
tation of this system also strengthens migratory
controls in order to ensure that every person that
enters the country is the same person that leaves it.
Besides this, the system increases the chances of
clarification of solving crimes, providing greater sci-
entific support in the resolution of criminal cases.

Even though the system is considered a step
forward as a government resolution to act on these
sensitive matters, implementing it could entail
some dangers, depending on how it is used in the
future:

e SIBIOS collects information from all Argentine
natural citizens, as well as foreign residents
in the country, by means of the first article of
Decree 1501/09.% Some of the data collection
standards also apply to foreign individuals who
do not have a national ID such as tourists or
travellers in transit who arrive in the country.
This actually means that the scope of the data
collection exceeds even the 41.09 million inhab-
itants of Argentina.

e SIBIOS will be fully “integrated” with existing
ID card databases, which aside from biometric
identifiers include the digital image, civil status,
blood type and key background information col-
lected since the person’s birth. Apparently there
is an intention to increase the amount of data
collected. Recently a legislator presented a bill
that proposes including palm prints among the
registries for the system.

e The main criticism of the system is that it con-
tradicts privacy norms and also has implications
in terms of the citizens’ security, since there are
no clearly established mechanisms of control
for the system. In this sense, the local organi-
sation Fundacion Via Libre, with the support of
the Electronic Frontier Foundation (EFF), raised
the alarm about the implementation of SIBIOS
and the risk it implies for people’s privacy. The
EFF has been warning for a long time about how
damaging it is for a free and democratic society
to aspire to having “perfect surveillance”. Along
the same lines, the founder of WikiLeaks, Julian

15 infoleg.mecon.gov.ar/infoleginternet/
anexos/155000-159999/159070/norma.htm
16 www.diputados.gov.ar/proyectos/proyecto.jsp?id=159974

Assange, said that Argentina — although not on
the scale of China and the United States — has
“the most aggressive surveillance regime in all
of Latin America.””

As mentioned before, the concerns in terms of SIBI-
OS relate not only to the power created through data
centralisation, but also to different issues regarding
its implementation and use. The decree that allows
the implementation of SIBIOS does not include ad-
equate mechanisms of control and protection of
sensitive personal data. The functions assigned to
the coordination unit created to manage the system
are not clear and it is not an autonomous body.

There has also been no public discussion about
the conditions under which public officials will have
access to the data. Yet this type of mass surveil-
lance can have serious repercussions for those who
are willing to voice political dissent. The risk is even
worse considering other public policies and private
initiatives related to monitoring public spaces -
such as monitoring streets using video cameras® in
the most important cities of the country® or imple-
menting a biometric system for the identification of
people at football games when there is violence.?°

According to Eduardo Bertoni, an Argentine law-
yer specialised in freedom of expression and ICT
issues, the deficiencies in the institutional design
when it comes to implementing SIBIOS could in-
crease the dangers already predicted by the critics
of the system’s implementation.? Another aspect
highlighted by Bertoni?? is the so-called “right to
anonymity”, considered as one of the basic guaran-
tees of democracy, because it allows the expression
of opinion without fear of reprisal. Consequently,
this right also enables freedom of expression.

Conclusions

If we consider SIBIOS a tool implemented for the
investigation of crimes, the system is a good re-
source. However, the issue of the sensitivity of the

17 Interview with Julian Assange by Infobae. www.youtube.com/
watch?v=If7MbOvuEbg

18 Ramallo, F. (2013, August 29). Portefios bajo el foco de
las camaras de vigilancia. Infotechnology.com. www.
infotechnology.com/comunidad/Porteos-bajo-el-foco-de-
las-camaras-de-vigilancia-como-funciona-el-sistema-de-
monitoreo-20130826-0004.html

19 CEMAC (Centro de Monitoreo y Atencién Ciudadana) www.
rosario.gov.ar/sitio/lugaresVisual/verOpcionMenuHoriz.
do?id=8726&idLugar=3988

20 AFA Plus. www.afaplus.com.ar/afaplus

21 Bertoni, E. (2013, December 15). Una herramienta peligrosa. La
Nacion. www.lanacion.com.ar/1647828-una-herramienta-peligrosa

22 Interview with Eduardo Bertoni by Infobae, 24 April 2014. www.
palermo.edu/derecho/up-en-los-medios/gobernanza-global-de-
internet.html
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data, and the ways it is used in the investigation of
crimes, should be decided in a participatory way in
a democratic society. The lack of legislative debate
due to the fact that the creation of SIBIOS was de-
cided by a presidential decree leaves the issue out
of the reach of public opinion.

There was little consultation before the imple-
mentation of SIBIOS with non-governmental and
independent entities — which is usually a positive
feature of the current government when it comes
to shaping policies and legislation that impact on
basic human rights. Because of this, there are ex-
tremely low levels of awareness of the risks entailed
in the collection of such an amount of private data
that remains in the hands of the state and within the
reach of public security bodies.

Even though the rights to privacy and data pro-
tection are enshrined in international law and in
the Argentine constitution, national IDs and similar
methods of data centralisation increase state ca-
pacity for intrusive surveillance. In this sense, the
rationalisation for the collection of biometric data
in a nationwide 1D scheme should be examined to
avoid the unnecessary collection, processing, re-
tention and sharing of this very sensitive data.

Regarding transparency in the implementa-
tion of the system in Argentina, the measure was
officially announced in the media at the time it

was launched, described as being a technological
improvement to help fight crime and as an action
framed within the overall modernisation of the
state. Since both arguments strike the general pub-
lic as advancements, this might have negatively
affected open, intensive and thought-provoking de-
bate around the real implications of the measure.

Action steps

e Inthis context, the following action steps can be
recommended in Argentina:

e Demand more transparency and accountability
from the government in terms of the use of the
biometric information, including who has ac-
cess toit.

e Develop campaigns targeting legislators in or-
der to inform them of the controversial aspects
the issue raises in relation to human rights.

e C(Create awareness campaigns for citizens so
they are informed of the risks this initiative pos-
es when it comes to personal data, privacy and
surveillance.

e Conduct comparative research on the success
and failures of similar systems in other coun-
tries where they have been implemented.
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AUSTRALIA

Internet the panopticon: Exhibition and surveillance

Andrew Garton
www.agarton.org

Introduction

The story of the internet is imbued with our desire
to tell each other stories — the campfire of our times
as artist/musician Laurie Anderson® harvested from
her iconic imagination. It is from such like minds —
exploratory, free-thinking and socially conscious
— that the earliest of computer networks rebuilt
themselves upon and throughout the emergent in-
ternet, an internet of like minds that would inform,
inspire and challenge the power structures that
threatened the well-being of people, their culture
and the flora and fauna on the precipice of extinc-
tion. That is the ideal many of us held onto as we
travelled the world bringing modems to where they
were needed, to where they were wanted. Things
did not work out as we had envisaged, but we held
our ground.

This report discusses the privacy and online se-
curity concerns of 13 Australians, two Malaysians
and an ex-pat living in the United States (US), all
of whom have journeyed the internet in unique
ways, some since its inception and others in more
recent times. They are all colleagues of mine, most
of whom | have worked with or met through online
media projects over the past 25 years. | wanted to
know how we were doing as an online community,
given both our aspirations at the outset and the rev-
elations that continue to haunt our presence online,
and that of the global internet community.

As early as 1986 a panel at the annual confer-
ence for computer graphics, SIGGRAPH,? predicted
that creative and social uses of computing would
overtake scientific and technological uses within
ten years. Not a bad piece of crystal-ball gazing.
We thought, or at least | thought, this would be a

1 McCorduck, P. (1994). America’s Multi-Mediatrix. Wired, March.
archive.wired.com/wired/archive/2.03/anderson.html

2 SIGGRAPH, founded in 1974, is an international community of
researchers, artists, developers, filmmakers, scientists and
business professionals who share an interest in computer graphics
and interactive techniques. www.siggraph.org/about/about-acm-
siggraph

good thing. In 1989 lan Peter, co-founder of Aus-
tralia’s Pegasus Networks, sought affordable global
communications for everyone. | liked the sound of
that and hopped on board. Online activist Mysta
Squiggle was keen to connect “activists and peo-
ple with odd interests, including whistleblowing.”
Seemed to fit with our work at Pegasus Networks.
We sought to make this happen.

Dr. June Lennie, convenor of a Queensland ru-
ral women’s network, “saw the internet and email
as potential means of supporting and empowering
women and reducing the isolation of women in rural
and remote Queensland.” Her critique of networks,
“that computers were linked to masculine discours-
es of technology which tended to exclude women
and created barriers to the effective use of comput-
ers by women,” was taken up with vigour through
the Association for Progressive Communications’
Women’s Networking Support Programme (APC
WNSP), which in the early 1990s Pegasus Networks
had also contributed to.

NGO worker Sandra Davey saw the early internet
informing, empowering and connecting us, while
others, such as musician Andrew Sargeant, aspired
to “play Doom online with four players via BBS® on
28.8k dial-up connection.” Andrew’s BBS networks
would often dovetail with ours. Those kids playing
Doom, some of whom | would meet, would aspire
to be informed and empowered and stimulate con-
nected communities, just as Sandra foresaw.

It was sounding pretty good. However, whether
it be game play, whistleblowing or affordable com-
munications for everyone, the promise was no
match for the threat that lay ahead. | myself humbly
predicted that repression — or power structures for
that matter —would be no match for an informed cit-
izenry.4 In fact, the backlash to our efforts has been
so all consuming, so pervasive, that 25 years later
Squiggle considers the only remaining level playing
field is an internet with no privacy whatsoever!

3 Bulletin Board Services (BBS) were computers reachable by way
of a direct phone call via a modem. BBS software provided the
user, once a call was successfully made, with access to publicly
accessible files and real-time text-based chat.

4 Garton, A. (1993) The Net: Promise or Threat? 21-C, 12, Autumn
1994.
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Who cares about online privacy?

Apart from Squiggle, who proposes an internet
bereft of privacy, my colleagues care deeply about
their privacy. Closer to home, do Australians care
about theirs?

A survey conducted by the Office of the Austra-
lian Information Commissioner (OAIC), with results
published in October 2013, unreservedly clarified
that Australians of all ages do care about their
privacy, specifically around improper information
sharing, collection and processing by businesses
and government agencies.>

Bruce Baer Arnold, assistant professor at the
School of Law at the University of Canberra, sum-
marised these findings by describing that some
Australians “aren’t engaging with businesses they
consider untrustworthy. Some are complaining
about privacy abuses... some young people claim
their privacy is important but still engage in ‘too
much sharing’ on social networks such as Face-
book.” In general, consumers “have a perception
that governments actually don’t care much about
the privacy of ordinary people.”® So what does the
government care about?

What does the government care about?

Well, surprise surprise. The Australian government
wants to know what its citizens are doing. All of its
law enforcement bodies are keen to support a man-
datory data-retention scheme. And they are using
Edward Snowden’s revelatory leaks as an excuse
to increase privacy encroachments in Australia. An
extract from the Australian Security Intelligence Or-
ganisation’s (ASIO) response to the Senate Inquiry
into the Telecommunications (Interception and Ac-
cess) Act 1979 reads:

These changes are becoming far more sig-
nificant in the security environment following
the leaks of former NSA contractor Edward
Snowden. Since the Snowden leaks, public re-
porting suggests the level of encryption on the
internet has increased substantially. In direct
response to these leaks, the technology indus-
try is driving the development of new internet
standards with the goal of having all Web activ-
ity encrypted, which will make the challenges of
traditional telecommunications interception for

5 OAIC. (2013). Community Attitudes to Privacy survey Research
Report 2013. www.oaic.gov.au/privacy/privacy-resources/privacy-
reports/oaic-community-attitudes-to-privacy-survey-research-
report-2013

6 Baer Arnold, B. (2013, October 9). The Australian public cares
about privacy: do politicians? The Conversation. theconversation.
com/the-australian-public-cares-about-privacy-do-
politicians-19033

necessary national security purposes far more
complex.”

This is the first time in Australia that the alleged
uptake of encryption software as a consequence of
a whistleblower’s leaks is used as an argument to
push for legislation that would effectively see ASIO
spy on most, if not all Australian citizens. Chris Berg,
director of policy at the Institute of Public Affairs,
says “the Snowden angle is a new one, demonstrat-
ing the rhetorical leaps that agencies such as ASIO
are willing to make to grab new powers.”®

The internet, and offspring technologies, have
become the one-stop-shop for knowing all things
about everyone. It forgets little to nothing. There
was a time when the Australian government could
not care less about the internet. In the early 1990s
the government and many NGOs were still coming
to grips with fax machines. Faxes presented their
own challenges at a time when many of us were
encouraging Australian progressives and commu-
nity organisations online, as well as critical human
rights observers and indigenous community sup-
port advocates across Southeast Asia and the
Pacific Islands. We were seen as odd and idiosyn-
cratic. At that time the early internet was about as
complex to most people as a VHS® remote control.

However, in spite of the internet, the Australian
government has kept a close watch on its citizens
for some years. In fact, a “multilateral agreement
for cooperation in signals intelligence between the
United Kingdom, the United States, Canada, Aus-
tralia, and New Zealand”, otherwise known as the
Five Eyes, originated in 1941. Originally referred to
as the UKUSA Agreement, it was allegedly a secret
treaty hidden from parliamentarians until 1973,
when it became known to the prime minister of the
day, Gough Whitlam. Whitlam went on to discover
that a secret surveillance station known as Pine
Gap, located in the Northern Territory, was alleg-
edly operated by the US Central Intelligence Agency
(CIA). Strongly opposing the use of Pine Gap by the
CIA, Whitlam fired the then head of ASIO before
he himself was controversially dismissed as prime
minister by order of the Governor-General Sir John
Kerr in 1975.

7 ASIO submission to the Senate inquiry into a comprehensive
revision of the Telecommunications (Interception and Access) Act
1979, February 2014. goo.gl/6wbcgh

8 Berg, C. (2014, March 18). ASIO: Fixing one massive privacy
breach with a second massive privacy breach. Freedom Watch.
freedomwatch.ipa.org.au/asio-massive-privacy-breach-second-
massive-privacy-breach

9 The video home system (VHS) is a consumer-level analogue
recording videotape-based cassette standard developed by Victor
Company of Japan. en.wikipedia.org/wiki/VHS
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In subsequent years both funding to and the
powers of ASIO have increased at an unprecedent-
ed pace,” including amendments to the ASIO act,
giving it the wherewithal to spy on anyone involved
in WikiLeaks.™ Moves to impose judicial oversight
on ASIO, based on the recommendations of two
reports — one by the Council of Australian Gov-
ernments — were presented to the government in
December 2013. This has all but been shelved by
the present government, which has substantially in-
creased resources to both ASIO and the Australian
Secret Intelligence Service (ASIS).:> Additionally,
ASIO’s relationship with US agencies has deep-
ened. Documents from the US National Security
Agency (NSA),s dated February 2011, describe the
ever-widening scope of the relationship Australia
has with them, in particular assistance with the in-
creased surveillance of Australian citizens.* It has
also been revealed that a secret 2008 document
states Australia’s Defence Signals Directorate of-
fered to share with its major intelligence partners,
namely those that make up the Five Eyes, informa-
tion collected about ordinary Australians.®

Did we get the internet we wanted?

Many of us sought a means to inform the largest
number of people about local and international
events that were overlooked by mainstream me-
dia. Self-professed “geek” and businesswoman
Juliette Edwards put her efforts into a vision of a
“more open-minded global community with less
fear and more tolerance of others’ differences.”
Sandra Davey experienced an internet that did
connect “like-minded peeps throughout the world
and it was all about action. The internet informed

10 Keane, B. (2011, July 5). ASIO gets its new powers — and no one will
tell us why. Crikey. www.crikey.com.au/2011/07/05/asio-gets-its-
new-powers-and-no-one-will-tell-us-why

11 Intelligence Services Amendment - “Wikileaks Amendment”,
speech by Senator Scott Ludlam, 4 July 2011. greensmps.org.au/
content/speeches/intelligence-services-amendment-wikileaks-
amendment

12 Garnaut, ). (2014, July 10). ASIS and ASIO to get injection of funds
to fight threat from Middle East. The Sydney Morning Herald www.
smh.com.au/federal-politics/political-news/asis-and-asio-to-get-
injection-of-funds-to-fight-threat-from-middle-east-20140710-
zt3dm.html

13 Greenwald, G. (2014). No Place to Hide: Edward Snowden, the
NSA, and the U.S. Surveillance State. New York, Metropolitan
Books.

14 Farrell, P. (2014, May 13). Australia asked Americans for more help
to spy on Australian citizens. The Guardian. www.theguardian.
com/world/2014/may/13/australia-americans-help-spy-terror-
suspects

15 MacAskill, E., Ball, )., & Murphy, K. (2013, December 2). Revealed:
Australian spy agency offered to share data about ordinary
citizens. The Guardian. www.theguardian.com/world/2013/
dec/o02/revealed-australian-spy-agency-offered-to-share-data-
about-ordinary-citizens

us, empowered us, connected us,” while founder of
the Australian Centre for the Moving Image and now
painter John Smithies foresaw the opportunities
that “graphics and audio standards” afforded the
imminent development of technologies that would
see an internet populated by video.

Like many who sought to change the way we
govern, feed and sustain ourselves, through eg-
uitable means that would feed a population more
tolerant of each other, more conscious of the world
we inhabit and eat from, we seem to have created
the ultimate in panopticons.

John’s vision of video everywhere is one of the
miracles of the internet, while the altruistic expecta-
tions are being fought over day in day out. In some
respects we seem to have also found a world in-
creasingly less tolerant of each other.

With everyone online serving up individual
opinions, the notion of an informed public making
informed decisions is increasingly questionable.
But as tragedies, such as the 2009 Black Saturday
Bush Fires in Australia, bring people of all persua-
sions together to find a common bond and common
ground, international events are no doubt driving
the like-minded together in ways we have yet to
truly know.

We are the exhibitors in a surveillance society, a
virtual panopticon that documents our movements
from street corner cameras to MAC!® address read-
ers, from ATMs!" to border controls, modulating
our personality profiles with billions of “likes” and
“tweets” and the content that billions more share
willingly on cloud servers that may as well be as po-
rous as polymeric foams! The internet is young and
naive. Perhaps so are we... and many are suffering
for it. May it not be so for much longer.

Do we need to be watched?

We all want to reach in and across the net to inform
ourselves, to share in confidence intimate moments
between friends and family, whether it be in an
email or photos and videos within social networks.
Some of us would like to find new audiences for
our personal endeavours, whether it be research,
poetry, knitting or stamp collecting... and we find
inspiration in others we might meet in those spaces
and the ones we find in between. This is the kind of
internet | had sought to contribute to; not one that

16 A media access control address (MAC address) is a unique
identifier assigned to network interfaces, such as the networking
components of a smartphone, by the manufacturer of a
network interface controller (NIC), and is stored in its hardware.
en.wikipedia.org/wiki/MAC_address

17 An automatic or automated teller machine (ATM) is an electronic
interface common to banking services.
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finds one self-censoring within known commons,
whether it be public or privately owned.

Self-censorship can be a great tool when
wanting to find common cause with people of wide-
ranging interests. However, within the context of
mass surveillance, self-censorship is, as lan Peter
describes, “an affront to human dignity.” lan goes
on to suggest that “humans have worked togeth-
er before to limit excesses in the common good.
Clearly we have excesses here and we need neces-
sary and proportionate principles to be applied to
surveillance.”

Only those who are committing serious inter-
nationally recognised crimes ought to be fearful of
surveillance. The rights of the rest of us need to be
respected. Confidentiality, as Peter puts it, is “im-
portant to social discourse and as a part of freedom
of expression.” Anonymity protects the outspoken
in politically volatile countries; however, June Len-
nie agrees with the idea that “not allowing people
to post messages anonymously could reduce the
amount of abuse that happens online these days.”

Whether we continue to abuse each other or find
common cause to rail against those who would sti-
fle free expression and inquiry remains to be seen.
As | write, the present Liberal/National coalition
government in Australia has cancelled the contract
of the Australia Network, the public broadcast unit
that served the Asia-Pacific region, resulting in 8o
job losses in both the Asia Pacific News Centre
and Australian Broadcasting Corporation (ABC)
International.’® Constraints to independent media
in Australia are being gruffly imposed, with the
Australia Network being the first to be axed, and
further cuts to the national broadcaster, the ABC,?
expected. It is no secret that Rupert Murdoch has
had a hand in these changes,? furthering the notion
that Australia is following the US in whatever means
necessary to undermine the egalitarian principles
of democracy, replacing it with an oligarchy.

Turning the panopticon back in on itself

Vested interests in the internet and its ever-in-
creasing outreach through devices that we use
every day are no doubt watching and recording our

18 Australian Associated Press. (2014, July 14). ABC to lose 80 staff
in Melbourne due to budget cuts, union confirms. The Guardian.
www.theguardian.com/media/2014/jul/14/abc-to-lose-8o-staff-in-
melbourne-due-to-budget-cuts-union-confirms

19 Dempster, Q. (2014, June 4). What we will lose if we destroy the
public broadcaster. Crikey. www.crikey.com.au/2014/06/04/what-
we-will-lose-if-we-destroy-the-public-broadcaster

20 Dyer, G., & Keane, B. (2013, December 3). The ABC v the
Murdochs: your guide to the battlefields. Crikey. www.crikey.
com.au/2013/12/03/the-abc-v-the-murdochs-your-guide-to-the-
battlefields

every movement. Photographer Werner Hammer-
stingl describes the internet as “a place where it’s
not always easy to escape the data harvesting and
profiling that’s now omnipresent.” Sandra Davey
“can’t stand the idea of bots and humans compiling
data” about her — behind-the-scenes features that
she has not given any permission for. “It irks me, it
upsets me,” she says. “l do the best | can to prevent
that, but | fear for how much is already known about
me out there somewhere.”

Can we turn the panopticon in on itself? Does
the internet still give us the means to create the
world we would like to live in? Can we do so in
a world where, as Sandra describes, the next
generation that hops online after us “has little
understanding of what they’ve given away, barely
without a thought”? As a woman, Davey is “deeply
fearful and concerned about what has happened to
thousands of young girls who have traded their ut-
most privacy for instantaneous gratitude, fun, play
or recognition.”

Broadcaster and writer Nyck Jeans suggests
that we can turn the panopticon back in on itself.
There is always “the potential that those who chal-
lenge the system CAN gain access, educate us,
subvert and shift world opinions through the very
same methods the ‘powers’ use to peek into lives
and seek control via knowledge of private habits
and political affiliations.”

Governments are behaving badly, but we need
governance structures to deal with the inequities,
to tackle the oligarchs and hold security services
accountable. The internet has proved to be so pow-
erful a means to make such a thing possible that it
has been turned against us. But for those of us who
helped to create it, we know that we have the means,
and those in the coming generations who have the
technical means and political willpower can and will
use the promise of an internet commons.

“Governments,” Matt Abud says, “often can,
and will, use their tools for anti-democratic state
agendas, and they’ll manipulate the crime rhetoric
to advance towards other, unconnected goals.”

Even so, Matt continues, we still need gov-
ernments to tackle organised crime. “It needs
transparent oversight of accountable regimes, rath-
er than only taking power away from regimes. That’s
the conundrum.”

Our voices, our intentions, our loves and pas-
sions may be heard and recorded, but do we remain
silent, do we contest the commons the internet
promised?
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Media theorist and writer Paul Brown reminded
me of this poem by Martin Nieméller:*

First they came for the Socialists, and | did not
speak out —
Because | was not a Socialist.

Then they came for the Trade Unionists, and |
did not speak out —

Because | was not a Trade Unionist.

Then they came for the Jews, and | did not speak
out —

Because | was not a Jew.

Then they came for me — and there was no one
left to speak for me.

21 en.wikipedia.org/wiki/First_they_came_

It is not uncommon....

It is not uncommon that | hear the sound of children
crying in my sleep. The world has become, Juliette
Edwards says, our prison. We are reading daily of
the poor behaviour of governments and their se-
curity services the world over, in particular the
Orwellian NSA and their contempt for any public
oversight or scrutiny.

Every day we are seeing footage from war
zones and outright, brazen atrocities perpetrated
by powerful governments and their elites on civil-
ian populations increasingly marginalised by inept
international response; and the castration of inde-
pendent media and the victimisation of journalists.
A year since Snowden’s infamous revelations, one
wonders if anything has changed. The screws are
tightening and | still hear the sound of children cry-
ing as | sleep.

“If there is anything important in all the masses
of noise,” suggests Andrew Sargeant, “it would be
like finding a haystack, inside a needle, inside a
haystack.”
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BAHRAIN

The struggle of online activists against surveillance technology

Ali Abdulemam

Introduction

Bahrain is a tiny island in the Persian Gulf, ruled by
the Al-Khalifa family since 1783. The population of
Bahrain stands at 1,314,089:* 46% are Bahraini and
the rest are foreigners, mainly workers.

The illiteracy rate stands at 1.13% of the popu-
lation (2013).2 At 87%, Bahrain has the highest
internet penetration rate amongst Arab countries?
and also has the highest Twitter usage.“ Information
and communications technologies (ICTs) are very
important both to foreigners and the Bahrain econ-
omy, which is dependent on financial services and
offshore banks. The internet became available in
the country in 1994, making Bahrain one of the ear-
liest Arab countries in the region to have internet.

Since the start, civil society activists have used
the internet for their activities and communications
— leading to the first arrest of an online activist in
1998, the censoring of sites and, recently, spying on
activists through advanced surveillance technology.

Civil society organisations depend on the inter-
net for advocacy, as the traditional media is either
owned by the regime, or is controlled through pub-
lishing law.> Publishing stories or media releases
on the internet is a way for activists to go viral in
Bahrain.

Policy and political background

BahrainOnline.org® (BOL) was the first site to be cre-
ated and funded by online activists. It was started
in 1998 during the implementation of the State
Security Law? (from 1975 to 2001), which allowed
the government to arrest anyone for three years
without proper investigation or trial. This was also
during the Dignity Uprising in Bahrain® (1994-2000),

1 https://www.cia.gov/library/publications/the-world-factbook/
geos/ba.html
www.alwasatnews.com/3654/news/read/699870/1.html
www.alwasatnews.com/4070/news/read/823318/1.html
www.alwasatnews.com/3825/news/read/742134/1.html
iaa.bh/ar/arpolicyRules.aspx
en.wikipedia.org/wiki/Bahrain_Online
www.legalaffairs.gov.bh/LegislationSearchDetails.aspx?id=5682#.
U9EIU4BdUZE

8 en.wikipedia.org/wiki/1990s_uprising_in_Bahrain
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which led to dozens of deaths and thousands of po-
litical prisoners. For more than 100 years Bahrain
has been known to experience uprisings every 10
years. The regime is also widely known for its hu-
man rights violations, torture, discrimination and
totalitarianism.

BOL was the main source for opposition opin-
ions and in 2001 during the National Action Charter?
(NAQ), a reform project launched by the new emir,
BOL hosted an online debate to discuss it — and
similar online discussions have continued since its
launch. This has caused a shift from BOL just report-
ing on stories, to acting as a public opinion maker,
often critical of the government.

Campaigns have been launched on the website,
and videos and photos of protest activities or hu-
man rights violations posted online. The fact that
the regime could no longer control the flow of infor-
mation and news led to the arrest of activists who
ran the site in February 2005.° The site was blocked
in 2002, although massive public interest in the site
remained.

Online resistance

In March 1999 the previous emir of Bahrain died
suddenly and his son succeeded him to the throne.
At that time the Dignity Uprising was struggling,
after most of its activists on the ground had been
arrested. There was also no political will to move
forward with reform, the state security law and its
men were controlling the island, and the economy
was in difficulties.

At that time BOL started to become popular and
received more attention from people trying to find
news from different, credible sources.

When the new emir came to power, he promised
real reform, allowing people to have their full rights,
including freedom of expression, and shifting the
power to the people. Basically, he promised to mod-
ernise the country. People believed him, and started
to debate the NAC. Many started to share their opin-
ions on BOL, using anonymous names which gave
them some privacy and security.

9 en.wikipedia.org/wiki/National_Action_Charter_of_Bahrain

10 Committee to Protect Journalists. (2005, March 14). Attacks on the
Press 2014: Bahrain. Committee to Protect Journalists. www.cpj.
org/2005/03/attacks-on-the-press-2004-bahrain.php#more
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BOL’s credibility grew, even though it was run
by an unknown group. The government started to
pay attention to it in order to get a sense of how
citizens felt about the reform project. However,
when differences arose between the government
and the opposition regarding the new constitution
that had been issued by the king without refer-
ence to the opposition, BOL played a huge role in
revealing the difference between a constitutional
monarchy and what the king was offering with his
new constitution. Articles were printed from the site
and distributed. This again helped BOL to become
a credible resource, especially when the opposition
depended on it to post messages.

In 2002, during the first election and the oppo-
sition’s call for a boycott, BOL was the only media
outlet supporting the boycott. This led to the arrest
of three activists who used to run the site. They were
imprisoned for a period of two weeks on the charge
of insulting the king, broadcasting hate speech and
posting false news.

During this time BOL moved from being an on-
line platform to playing a role “on the ground”,
arranging protests, visiting hospitals and even is-
suing media releases when important things were
happening. BOL was covering the protests live, and
posting pictures of events that may not have ap-
peared in the traditional media. At times it wrote
investigative stories about corruption. This led to
the site being blocked in 2002.

Blocking BOL showed how loyal people in Bah-
rain were to the site. They shared proxies between
them and members wrote a script to open the site.
They used Dynamic DNS to create redirected links.
When the links were censored, members shared a
document on how to create your own link with read-
ers. This kept BOL up and running, and, with 80,000
hits a day, it became the most read site in Bahrain.

This was the first hint of how people could
train themselves to use new technology to avoid
censorship in Bahrain. During the arrest of the ad-
ministrators of BOL, the members organised several
protests themselves, asking for the release of the
administrators, and the dropping of charges against
them. This led to widespread coverage in the media,
and the release of the administrators without trial.»

During the arrest of the BOL administrators, the
government discovered that they lagged behind in
technical knowledge, and that they had failed to
understand the nature of the internet. They started
to use new tools to censor the opposition websites.
But, again, people learned how to bypass the new
censorship technology.

11 https://www.youtube.com/watch?v=-GrlfNiz4zhw

In February 2009, a member of BOL using the
nickname “4COR CaaaCARE™=2 posted the full list
of the names of the employees of the National Se-
curity Apparatus (NSA). Two months later,”> on 14
May, Hasan Salman was arrested and charged with
“publishing secret information over the internet”.*
In September 2009 Hasan was sentenced to three
years by the High Criminal Court.> He was recently
released.

After this incident, and the same vyear, the
Telecommunications Regulatory Authority (TRA)
issued new regulations for internet service provid-
ers (ISPs)* saying that all ISPs should retain their
communications logs for three years, as well as
providing technical access for the NSA to monitor or
block online communications in Bahrain. This regu-
lation was greeted with huge opposition from the
media, NGOs and members of parliament. However,
it seems it will be implemented soon.

In 2010, when the government arrested human
rights activists, public figures and bloggers (includ-
ing a BOL administrator for the second time), the
NSA confronted them with printouts of SMS text
messages and emails, even though their devices
had not been confiscated by the authorities.*®

The only explanation for this is that the govern-
ment had bought new surveillance technology, and
installed it at all the ISPs. This includes the Bahrain
Internet Exchange (BIE), as stated by Mai Al Khalifa®
in her first resolution in 2009 as minister of culture
and media. This forced all ISPs to provide access to
the government to block websites by installing the
necessary equipment. This resolution was received
negatively by NGOs and online activists.

When the Arab Spring started, the youth tried
to organise themselves in a movement to push for-
ward with reform. BOL was the platform used to talk
about the idea,* plan it,* organise it, and cover it,
second by second. They called this push the Day of
Rage and issued media releases stating their de-
mands.? Because people started to learn online

12 bahrainonline.org/showthread.php?t=229316

13 freehasan.wordpress.com/2009/05/15/arrest

14 freehasan.wordpress.com/calendar

15 freehasan.com/?p=310

16 www.tra.org.bh/media/document/
PublishedLawfulAccessRegulation-1.pdf

17 www.alwasatnews.com/2393/news/read/44106/1.html

18 Silver, V., & Elgin, B. (2011, August 22). Torture in Bahrain
becomes routine with help from Nokia Siemens. Bloomberg. www.
bloomberg.com/news/2011-08-22/torture-in-bahrain-becomes-
routine-with-help-from-nokia-siemens-networking.html

19 www.alwasatnews.com/2323/news/read/33266/1.html

20 bahrainonline.org/showthread.php?t=258985

21 bahrainonline.org/showthread.php?t=259468

22 bahrainonline.org/showthread.php?t=259370
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security tactics the government could not recognise
or arrest the people behind the uprising.

When the crackdown started in Bahrain, the
international media turned its back on what was
going on in the country. Only the internet and the
youth who believed they could bring about change
kept the uprising alive, and now after three and a
half years the movement in Bahrain is still alive be-
cause of them.

In 2012, Alaa Alshehabi,?> among other activists,
received suspicious emails from someone claiming
to be from Al Jazeera. The attachment was infected
with the FinFisher virus, sold by a UK-based com-
pany. An investigation by BahrainWatch.org led to
the discovery of others infected by the same spy
tool and raised awareness in Bahrain about the new
technology that the government was using to attack
activists.

BahrainWatch.org found that after the release
of their IP Spy24 report, no new activists were target-
ed. The investigation also found that the awareness
of online security by activists is high, and that even
non-activists have started to download encryption
tools and more secure instant messaging.

Conclusions

In February 2014, the king ratified a law that severe-
ly punished those who insulted him, with from three
to seven years imprisonment and a fine of up to USD
1,000. The problem is not with insulting the king as
much as with the way the government is using the
laws to take revenge on the opposition. Recently
more than 15 people are either in prison or await-
ing trial for using the internet. Some of them are
accused of insulting religious symbols or figures,
and some of them for insulting the king or the prime
minister.

We also came across stories that people had
been fired from their work because they had “liked”
an article on Facebook, while others had their tele-
phones stolen because pictures or a chat had been
found on them.

Freedom of expression is defined as a universal
human right which is needed by all human beings,
and it should be protected by governments. Bahrain
has ratified laws which should protect freedom of
expression, but in reality the opposite happens:
those laws are used as “political revenge”, as the
UN spokesperson said at the Human Rights Council
in Geneva. Bahrain failed to obey 176 recommenda-
tions by the Human Rights Council in May 2012.

23 Doward, J. (2013, May 12). UK company's spyware 'used against
Bahrain activist', court papers claim. The Guardian.
24 https://bahrainwatch.org/ipspy

Internationally respected NGOs are keeping
pressure on the Bahraini government to free blog-
gers, photographers, and human rights and political
prisoners, as well as to stop human rights viola-
tions, but nothing is changing. Bahraini activists are
simultaneously receiving international awards even
though they are still in jail under fake charges, like
Ahmed Humaidan, who has been imprisoned for 10
years.

If the international community cannot put
pressure on the regime to start reform to meet
the demands of the people in Bahrain, at least we
should put pressure on companies to stop selling
surveillance technology to Bahrain that is used to
violate human rights. When spy tools are sold to
the government, human rights defenders will have
to work harder, they will not be able to move freely,
they will not be able to communicate and document
stories, and they will always feel as if their ICT de-
vices are a weapon being used against them.

We should not accept the argument that compa-
nies are not responsible for the way their products
are used; they know that some countries have a bad
human rights record and a long history of attacking
activists. This technology will definitely be used to
violate human rights.

Action steps

The state of Bahrain is using laws to repress remain-
ing freedoms as a method of “political revenge”.
Selling it technology that allows it to do this is not
making the world a better place. With more than
20 online activists and photographers in jail right
now, and more than 15 journalists and bloggers liv-
ing in exile, we should launch a global campaign
against selling surveillance technology to Bahrain.
We should also argue that the companies that sell
this technology to governments should uninstall it
remotely. By sharing information with the public on
the kind of technology used, and through offering
training, citizens can learn how to protect them-
selves online.

Over the past 16 years the people of Bahrain
have managed to teach themselves how to avoid
censorship or use secure routes for their online ac-
tivities. But we should not rely on them continuing
to understand the new surveillance technology en-
tering the market, and being able to fight it.
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BANGLADESH

Online spaces, privacy and surveillance in Bangladesh

Bytes for All Bangladesh
Partha Sarker and Munir Hasan
www.bytesforall.org

Introduction

“In enabling the creation of various opportunities
for communication and information-sharing, the In-
ternet has also facilitated the development of large
amounts of transactional data by and about individ-
uals. This information, known as communications
data or metadata, includes personal information on
individuals, their location and online activities, and
logs and related information about the e-mails and
messages they send or receive.” This communica-
tions data is “storable, accessible and searchable,”
and when it is combined and aggregated and used
by the state, it can be “both highly revelatory and
invasive.”

Ever since electronic media were opened to
private sector involvement in the early 1990s, suc-
cessive Bangladeshi governments have encouraged
the development of an open internet access and
communication regime in the country. Bangladesh
currently has 33 million internet users, representing
almost 20% of the total population, and ranks 138th
out of 190 countries in the Household Download In-
dex compiled by Net Index.? The World Economic
Forum’s 2013 Global Information Technology Re-
port3 ranked Bangladesh 114th out of 144 countries
worldwide, with poor scores for its infrastructure
and regulatory environment, even though an af-
fordable and competitive communication service
is generating exponential growth for users. In ad-
dition, localisation and the availability of phonetic
Bangla software have contributed to the develop-
ment of local blog and content hosting services.*

1 Frank La Rue, the United Nations Special Rapporteur on the
promotion and protection of the right to freedom of expression and
opinion, in his landmark report on state surveillance and freedom of
expression during the 23rd session of the UN Human Rights Council
in Geneva in April 2003. www.ohchr.org/Documents/HRBodies/
HRCouncil/RegularSession/Session23/A.HRC.23.40_EN.pdf

2 www.netindex.com/download/allcountries

3 www.weforum.org/reports/global-information-technology-
report-2013

4 Freedom House. (2013). Freedom on the Net 2013: Bangladesh.
www.freedomhouse.org/report/freedom-net/2013/bangladesh#.
U4aWAfldXsF

The current government in Bangladesh has a plan
to establish what it calls a “Digital Bangladesh by
2021”, with the aim of integrating internet access
with development efforts in various sectors.

But with widespread digital communication
comes a greater threat to security and privacy, and
uncertainty on how state and other institutions will
address those issues while protecting the rights of
individuals.

Globally there are two models available to pro-
tect citizens. One is the authoritarian model, where
the problem is addressed through the develop-
ment of a surveillance regime with filtering at the
control points or on the backbone of the internet,
and monitoring of the use of computers. A more lib-
eral approach, on the other hand, is to make people
aware of the risks, to develop their capacities and
to set down punitive measures that require proper
evidence and respect individual rights.5 Bangladesh
is often swinging between these two models, and
there is a sense in which it is addressing the situa-
tion on an ad hoc basis.

Policy and political background

Communication content can reveal a range of sen-
sitive information about an individual, including a
person’s identity, behaviour, associations, physical
and medical data, race, colour, sexual orientation,
national origins and viewpoints. Or it can show
trends in a person’s location, movements, interac-
tion or behaviour patterns over a period of time
through metadata or other forms of data associated
with the original content. Therefore, this requires
significant protection in law.

Internationally, regulations concerning gov-
ernment surveillance of communications vary in
approach and effectiveness, often with very weak
or non-existent legal safeguards.® The Constitu-
tion of Bangladesh touches on the issues of privacy
and individual security in several places. Article 11

5 Hassan, M. (2012, June 30). Cybercrime: Implementation must
to achieve Vision 2021. The Daily Star. archive.thedailystar.net/
law/2012/06/05/analysis.htm

6 Rodriguez, K. (2013, February 13). Surveillance Camp IV:
Disproportionate State Surveillance - A Violation of Privacy.
Electronic Frontier Foundation. https://www.eff.org/
deeplinks/2013/02/disproportionate-state-surveillance-violation-
privacy
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says that the republic shall be a democracy in which
fundamental human rights and freedoms and re-
spect for the dignity and worth of humans shall be
guaranteed. Article 43 states that every citizen has
the right to be secured in his or her home against
entry, search and seizure, and the right to the pri-
vacy of his or her correspondence and other means
of communication, unless there are any reasonable
restrictions imposed by law in the interests of the
security of the state.

In Bangladesh cyber crime is addressed with
reference to several laws, including the Information
and Communication Technology Act, 2006; the Pe-
nal Code, 1860; the Pornography Act, 2012; and the
Bangladesh Telecommunication Act, 2001.

The Bangladesh Telecommunication (Amend-
ment) Act, 2006, allows agencies to monitor the
private communications of people with the permis-
sion of the chief executive of the Ministry of Home
Affairs, under a special provision for the security of
state and public order. This act was again amended
in 2010, enabling officials to intercept the electronic
communications of any individual or institution in
order to ensure the security of the state or public
order.’

The act was further amended in 2013 by grant-
ing law enforcers the right to arrest any person
without warrant, and by making the crimes non-
bailable. Section 57 of the ordinance states that if
any electronically published material causes any
deterioration of law and order, tarnishes the image
of a person or the state, or hurts the religious senti-
ment of people, then the offender will be punished
for a maximum of 14 years imprisonment.?

The Bangladesh Telecom Regulatory Commis-
sion (BTRC) also has the authority to tap and monitor
phone calls if deemed necessary. The commission’s
International Long Distance Telecommunications
System Policy® has enabled the country to set up
three private international gateways, six intercon-
nection exchanges and one international internet
gateway. This policy says the operators of these will
arrange the connection, equipment and software
needed for online and offline monitoring, and will
provide access for “lawful interception” by law en-
forcement agencies. All operators are also required
to provide the records of call details (voice and

7 Privacy International. (2012). Bangladesh: Legal framework.
https://www.privacyinternational.org/reports/bangladesh/ii-
legal-framework

8 Daily Star. (2013, October 9). ICT (Amendment) Act, 2013: Right to
Information and Freedom of Expression under Threat. ASK. www.
askbd.org/ask/2013/10/09/ict-amendment-act-2013-information-
freedom-expression-threat

9 www.btrc.gov.bd/sites/default/files/ildts_policy_2010_english_o.
pdf

data) whenever necessary. The BTRC may also set
up a monitoring centre at the country’s submarine
cable landing station which connects Bangladesh’s
internet backbone to the rest of the world.

InJanuary 2012, the BTRC created an 11-member
Bangladesh Computer Security Incident Response
Team (BD-CSIRT) to look into the issues of cyber
crime. This team was mandated to use wiretapping
and internet surveillance if necessary. The gov-
ernment has also set up a “cyber tribunal” as per
Section 68 of the ICT Act of 2006 to deal with cyber
crime-related issues. The Right to Information Ordi-
nance of 2008 was modified and gazetted in 2009.
This ordinance has a provision for the proactive dis-
closure of information ensuring better transparency
in the administration, but the amended ICT Act of
2013 may discourage the administration to disclose
any information fearing the application of Section
57 of ICT Act.®

An insight into the chronological events:
A saga of lone or dissenting voices

As discussed, the legal framework (such as the ICT
Act and its 2006 and 2010 amendments) allows
law enforcement agencies to monitor and intercept
private communication. Therefore, communica-
tion surveillance probably happens at a level we
are not aware of. There was a report* recently that
Bangladesh is buying advanced communication sur-
veillance equipment, which certainly validates this
supposition. This came out more publicly in 2007
when, in a circular, the BTRC requested all internet
service providers (ISPs) to submit the names, ad-
dresses, logins, location and other usage statistics
of their users.’> What they did with that information
is still unknown. It has been reported that the BTRC
often serves informal orders to different domestic
service providers to provide information or block
certain content — the ISPs are legally bound to do
this through their licence and operations agree-
ments with the BTRC.

However, there is the problem of cyber crime
too. For example, a number of district web portals
that were inaugurated by the prime minister in
January 2010 were hacked immediately afterwards.

10 Siddiqui, M. S. (2013, September 29). ICT Act and freedom of
expression. Financial Express. www.thefinancialexpress-bd.com/
old/index.php?ref=MjBfMDIfMjIfMTNfMV85MI8xODUXMDM=

11 Privacy International. (2014, May 5). Who is selling surveillance
equipment to a notorious Bangladeshi security agency? /FEX.
www.ifex.org/bangladesh/2014/05/05/security_agency_
surveillance

12 Rezwan. (2007, October 5). Internet user profiling and surveillance
process initiated in Bangladesh. Global Voices Advocacy. advocacy.
globalvoicesonline.org/2007/10/05/internet-user-profiling-and-
surveillance-process-initiated-in-bangladesh

BANGLADESH / 73



Different government and media websites, includ-
ing those of leading newspapers, are attacked quite
frequently.s

The use of social media is growing exponen-
tially. Facebook, for example, is one of the most
visited websites in the country, attracting more than
10% of the nation’s total internet users. The plat-
form — or different pages within the platform — has
been blocked several times in Bangladesh. In 2013
a Facebook report showed that the Bangladeshi
government requested the profile information of
12 users.* A newspaper report suggests that the
government asked Facebook on three occasions to
remove content from its site.’> Popular video plat-
form YouTube has been blocked repeatedly in recent
times. First it was blocked in March 2009 after a re-
cording of a meeting between the prime minister
and army officers was published on the site. The
block was lifted several days later. YouTube was
blocked again in September 2012 following a con-
troversial video clip on Islam — the block was later
lifted in June 2013.

Although the reason given for the latter block
was that the post hurt religious sentiment, many
believe that the actual purpose was to exert more
control over online content and behaviour. What
was more worrying was the perspective of a Ban-
gladeshi court which expressed the desire to find
ways of facilitating future blocks of websites and
pages.’® The court ordered the shutdown of five
Facebook pages and a website for content deemed
blasphemous towards Islam, while demanding that
content hosts and creators be brought to justice for
“uploading indecent material.”

Hurting religious sentiment is increasingly
becoming a major issue when it comes to surveil-
lance. Authorities seem to be ill prepared, both at
the policy and implementation level, to define the
issue properly. In October 2012, in the southeastern
district of Ramu, temples in Buddhist neighbour-
hoods were attacked and vandalised following an
allegation that the Facebook profile of a Buddhist
showed an anti-Islamic image, inciting local Mus-

13 Freedom House. (2013). Op. cit.

14 Reuters. (2013, August 28). Bangladesh sought data on
12 users: Facebook. bdnews24.com. bdnews24.com/
bangladesh/2013/08/28/bangladesh-sought-data-on-12-users-
facebook

15 Daily Star. (2014, April 13). Govt asks Facebook to remove 3
contents, www.thedailystar.net/govt-asks-facebook-to-remove-3-
contents-19979

16 Rezwan. (2012, March 24). Bangladesh: Court Orders Shutting
Down of Facebook Pages for Blasphemous Contents. Global Voices.
globalvoicesonline.org/2012/03/24/bangladesh-court-orders-
shutting-down-of-facebook-pages-for-blasphemous-contents

lims to retaliate.”” Similarly, in another incident in
November 2013, vandals attacked Hindu houses
and properties claiming that a local Hindu boy had
uploaded something derogatory towards Islam on
his Facebook profile, although this was later denied
by the person in question.*®

Social media played an important role in mo-
bilising tens of thousands of people who gathered
at Shahbagh Square in Dhaka in February 2013.
This was in protest against a light court sentence
given to Abdul Qader Mollah, an alleged war crimi-
nal of the 1971 liberation war. Social, cultural and
pro-independence political forces later joined
and strengthened the non-violent demonstration,
causing some observers to compare it to the 2011
protests in Egypt’s Tahrir Square. But, in response,
Mollah’s supporters rallied against what they called
a conspiracy by “atheist bloggers”. On 15 February
2013 armed assailants followed, attacked and killed
a blogger, one of the organisers of the Shahbagh
demonstration, outside of his home.? This shows
how people see security threats as linked to online
activism, and how surveillance and monitoring are
also happening between citizens.

Many argue that the government uses security
as an excuse to tame dissenting voices, and Section
57 of the ICT Amendment Act of 2013 gives enough
power to the government to arrest and confine any-
one without a warrant. Online activists are already
finding themselves in an uncomfortable zone re-
garding the ICT Act amendment, and the ways in
which it allows surveillance of communications. In
one instance, a professor at a public university was
sentenced to a six-month jail term by a court for fail-
ing to appear in court (due to the fact that he was
in Australia at the time) to stand trial regarding his
Facebook statement against the prime minister.>°
In another incident, a college student was arrested
after posting some “derogatory comments” about
the prime minister and her late father, Bangladesh’s
founding leader, Sheikh Mujibur Rahman. These
incidents and the government response created
heated debate, both online and offline.>

17 Freedom House. (2013). Op. cit.

18 Topu, A. H. K. (2013, November 3). Hindus attacked in Pabna. The
Daily Star. archive.thedailystar.net/beta2/news/hindus-attacked-
in-pabna

19 Freedom House. (2013). Op. cit.

20 Samad, S. (2012, January 4). Bangladesh teacher awarded
imprisonment for Facebook status. Bangladesh Watchdog.
bangladeshwatchdog.blogspot.in/2012/01/bangladesh-teacher-
awarded-imprisonment.html

21 Ray, A. (2012, February 17). Bangladesh: Government observation
of Facebook ignites debate. Global Voices. globalvoicesonline.
org/2012/02/17/bangladesh-facebook-under-government-
scanner-ignites-online-debate
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The government, on the other hand, senses
a real threat. It cites the example of a failed coup
conspiracy in 2012, where a group of ex-military
officials used Facebook as the platform to prepare
and plan to oust the government.?2 No wonder the
government’s response was to create the BD-CSIPT
to identify the websites and persons or institutions
that engage in activities that can be seen as harmful
to the state, society, political and religious beliefs —
whether using mobile phones, a simple website, or
social media.>

Action steps: What’s next?

Bangladesh still does not have any proper legal
framework to protect privacy and to counteract
surveillance. Communication surveillance hap-
pens both officially and unofficially without much

22 BBC News. (2012, January 19). Bangladesh army “foils coup’
against Sheikh Hasina. BBC News. www.bbc.co.uk/news/world-
asia-16627852

23 Times of India. (2012, January 26). Bangladesh unveils cyber
watchdog. The Times of India. timesofindia.indiatimes.
com/tech/it-services/Bangladesh-unveils-cyber-watchdog/
articleshow/11640219.cms

challenge. Civil society has a bigger role to play
in this context. Civil society organisations can
raise awareness among citizens and can push the
government to educate and empower people on
issues of privacy, cyber crimes, etc. This is pref-
erable to the authoritarian approach of blocking
or filtering content, or conducting surveillance. A
comparative study on what other countries have
done and what they have achieved could be a use-
ful background resource to create this awareness
and understanding. Activists can prepare guide-
lines on user rights and obligations and what can
be done if someone feels violated by communica-
tion surveillance. Civil society also needs to speak
up on the unconstitutional provisions in the ICT
Act amendment and other legal provisions that al-
low surveillance.
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A national approach to digital violence

Digital violence? is defined here as the exercise of
power that violates the human rights of a person or
a group of people using new communications tech-
nologies. This new concept is harnessed to protect
two types of “legal rights”: on the one hand patri-
monial property rights, namely protection against
cyber crime involving technological equipment,
databases and the internet’s critical infrastructure;
and on the other hand personal property rights,
which are focused on protecting people’s rights
when it comes to technology and databases.

Until now, Bolivia has no record of formal dis-
cussions dealing with the mass surveillance of
communications and privacy protection. As in many
countries, there was media coverage of the Wiki-
Leaks case and Snowden’s whistleblowing against
the National Security Agency’s (NSA) espionage.
In June 2012,% a number of female members of par-
liament accused the executive of phone-tapping
members of the opposition. However, there is no re-
cord that shows that any legal complaint has been
filed, or is in process.

The most important initiative on communica-
tions surveillance and privacy protection in Bolivia,
based on the multi-stakeholder approach, formally
got under way during the first half of 2014. Three
clearly identified groups of governmental actors
promoted the enactment of laws in the Legislative
Assembly. These laws touch upon privacy protection
and communications surveillance on the internet in
an indirect fashion.

a) Initiatives led by the Ombudsman of Bolivia,
in collaboration with social organisations, pro-
moted the following laws: a comprehensive law

1 Since 2010, the REDES Foundation has published research
on “Towards a transdisciplinary approach to information
society violence” in order to categorise online violence using
new technologies in Bolivia, including mass communications
surveillance and the violation of privacy on the internet.

2 www.la-razon.com/index.php?_url=/suplementos/
la_gaceta_juridica/Derecho-intimidad-privacidad-
Constitucion_o_1627037350.html

guaranteeing women a life free of violence (Act
No. 348; Article 7, paragraphs 4 and 5 refer to
media violence); Act 243 against harassment
and political violence towards women (Article 8,
paragraph N, speaks about the disclosure of the
personal information of women politicians).

b) Initiatives led by the Ministry of Government in
collaboration with stakeholders, including the
Ombudsman. Two laws were passed: a law on
public security and a national system for a safer
life. Act No. 264, Chapter 1V, Articles 47 to 52,
amongst other things, regulate the installation
of surveillance cameras and set out agreements
with internet service providers (ISPs) on the use
of information technologies when it comes to
public safety issues. Furthermore, Act 263, the
law against human trafficking, in Article 323
deals with the production, consumption and pos-
session of child pornography. Article 41 explicitly
refers to telephone tapping, under a court order.

¢) Initiatives led by the Telecommunications
Regulatory Authority, which, since June 2014,
organised a National Campaign to Prevent
Digital Violence in Bolivia.? The main expected
outcome of the campaign is the enactment of
a bill on prevention of digital violence in Bo-
livia, developed through a multi-stakeholder
approach.

All three groups of stakeholders expressly request-
ed advice from the REDES Foundation to understand
and address digital violence. Firstly, between 2012
and 2014, the Ombudsman’s Office requested
training for civil society actors, national police, gov-
ernment ministries, the Ministry of Justice and the
Public Prosecutor. This involved capacity building
to fight human trafficking and protect victims, using
new technologies. They also requested the training
of more than 16 actors who are part of the National
Roundtable Against School Violence.

Secondly, between late 2013 and mid-2014, the
Ministry of Interior, through the National Directorate
Against Human Trafficking and the National Depart-
ment of Public Safety (in charge of the installation

3 The Telecommunications and Transport Authority (ATT) explicitly
adopted the categorisation developed by the REDES Foundation in
December 2013.
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of surveillance cameras throughout the country) re-
quested technical support. This was to ensure the
fulfillment of people’s rights in the formulation of
laws and regulations related to monitoring and the
protection of privacy in police investigations, and the
eradication of human trafficking networks.

Finally, the third group asked the REDES Foun-
dation in May 2014 for technical assistance in order
to develop a national campaign to prevent digital
violence called No caigas en la red (“Don’t fall into
the web”). This has been implemented at a national
level since 12 August 2014. The main result of this
campaign, apart from building awareness, will be
the formulation of a bill on the prevention of digi-
tal violence in Bolivia, which will also address the
needs of the two previous groups.

Raising awareness amongst national
authorities

Itis important to highlight that that the actors involved
in the current processes (regarding the rules that will
allow monitoring of internet communications) are un-
informed about the internet governance model.

The publication of specialised material on
internet governance

Since 2010, the REDES Foundation has promoted
awareness of the internet governance paradigm
through the publication of the following material:

e A Map of Internet Governance, created by the
DIPLO Foundation with the financial support of
the vice-presidency and the REDES Foundation.

e The Internet Ecosystem, authored by the In-
ternet Society with the financial support of the
vice-presidency and the REDES Foundation.

e Transition from IPVy4 to IPV6, authored by LAC-
NIC with the financial support of the REDES
Foundation.

e Human Rights on the Internet, authored by the
Association for Progressive Communications
(APC), with financial support from the National
ICT Network and the REDES Foundation.

This material is currently being used to create

awareness in the government, the private sector, in-

ternational cooperation agencies and general users

(including parents) interested in the eradication of

internet violence.

High-level meetings on the principles of internet
governance

We held workshops and conferences with the fol-
lowing high-level authorities:

e Representatives of the Ombudsman Special
Affairs Department, following an agreement
signed between this institution and the REDES
Foundation in 2012.

e Members of the National Committee for Aware-
ness of School Violence, in 2012.

e Members of the National Committee against Hu-
man Trafficking, in 2013 and 2014. This included
holding conferences and workshops concern-
ing the recruitment of victims and prosecution
of internet crimes against children, using new
technologies.

* The municipal governments of La Paz, Santa Cruz
and Cochabamba, in 2014. This involved holding
conferences and workshops on the prevention of
digital violence against children and teenagers.

e The National Director of the Anti-Trafficking in
Persons Unit, in May and July 2014. This involved
holding meetings about the design of a bill to
control internet content. These are considered
historic meetings, due to the fact that authorities
gained knowledge about net neutrality, internet
governance, self-regulation, human rights on the
internet, respect for privacy, and the sanctity of
communications. Furthermore, they gained knowl-
edge about the nature of international efforts on
internet self-regulation and global progress re-
garding freedom of expression over the internet.

e The Telecommunications and Transportation
Authority (ATT), to deal with cases of digital
violence, between late 2013 and 2014. The meet-
ings addressed cases of digital violence, with
a focus on the importance of aligning the new
telecommunications regulations with the self-
regulation and internet governance approach.

Two approaches to build regulations related
to communications surveillance in Bolivia

Since 2010, there has been a diversity of legal in-
struments regarding public violence and public
security, which tackle communications monitoring.
Two approaches can be clearly identified:

Legislation on national security, public safety
and child protection: Initiatives on this matter
are discussed above in this report. They deal with
actions to penalise and punish different crimes in-
volving public security and the criminalisation of
violence against women and children. This involves
taking into account the dissemination of content in
traditional media and on the internet, but the ap-
proach is not directly related to the internet, and
clearly lacks the inclusion of internet governance
and human rights principles affecting the web.
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Legislation on the prevention of digital violence:
This process, led by the Telecommunications Authority,
formally began in 2014 with technical assistance from
the REDES Foundation. Its approach is to bring the
actors and initiatives mentioned above in this report to-
gether. It also raises the issue of digital violence in the
internet governance context. The authority has instruct-
edthe REDES Foundation to develop the bill considering
the new paradigm of internet self-regulation.

Action steps: A bill to prevent digital violence
and address mass surveillance of internet
communications

Between August and November 2014 we will de-
sign the Law for the Prevention of Digital Violence
in Bolivia. It is important to highlight the preventive
approach we are using, to open a new era of inter-
net-related legislation we call “regulation ex-ante”
(i.e. before unlawful acts occur). It also increases
the responsibility of actors in the internet ecosys-
tem regarding the prevention and eradication of
different forms of internet violence, including mass
surveillance and the violation of privacy.

Preventing digital violence involves three major
categories of actors:

e C(ases of digital violence by the state: These in-
clude cases of digital surveillance, spying and
harassment within the state apparatus, by the
state on companies, and by the state on citizens.

e (ases of digital violence by companies: These
include cases of digital surveillance, spying
and harassment within companies, actions by
companies that affect the state, and actions by
companies that affect citizens/users of digital
communications services.

e (ases of digital violence by people: These in-
clude cases of digital surveillance, spying and
harassment by organised criminal groups on
ordinary people, and cases of violence between
individuals (bullying, coercion, mail and wire
fraud, child pornography, password theft, im-
personation and identity theft, plagiarism, etc.).

Preventing digital violence requires multi-sectoral
coordination between government actors, namely
the Ministry of Interior, the Vice-Ministry of Tele-
communications, the Telecommunications and
Transportation Authority, the Vice-Presidency of the
State, the Agency for the Development of the Infor-
mation Society in Bolivia, the Ministry of Education,
the Ministry of Communication, and municipal gov-
ernments. They protect human rights on the internet
and prevent all forms of violence online, including
through respect for privacy and the requirement of

a court order for surveillance of communications,
and through always respecting what is stated in the
constitution.

When it comes to civil society, key actors are
the Ombudsman of Bolivia, the National ICT Net-
work of Bolivia, the REDES Foundation, parents’
associations, and the internet and mobile phone
users’ associations. They all protect privacy, free-
dom of expression and the responsible use of the
internet among users of value-added services. They
promote the creation of a responsible digital culture
and freedom of speech on the web.

Internet service providers (ISPs) and mobile
services in Bolivia, including companies like ENTEL,
Viva and Tigo, need to work in coordination with the
regulator and receive technical support from the
REDES Foundation. This area of work involves en-
suring network neutrality, communications privacy,
and the impartiality of ISPs and mobile commu-
nications companies. It also involves consumer
protection and the preservation of the multi-stake-
holder business model.

Addressing the monitoring of communications
and the protection of privacy is currently mov-
ing forward in Bolivia under the larger umbrella of
digital violence. This approach allows us to unite
scattered initiatives, and to promote communica-
tions monitoring on the grounds of public security,
state security and child protection.

The categorisation of digital violence commit-
ted by states, companies and individuals allows
us to organise and coordinate the national regula-
tory framework in line with the constitution, which
protects privacy and freedom of expression. It also
allows us to contextualise this debate within the
paradigm of internet governance and the need to
develop a new preventive law drawing on the multi-
stakeholder model.

Developing a digital violence prevention bill al-
lows delegating new functions and responsibilities
to all actors that are part of the internet ecosystem,
including government actors, private users, civil
society, international cooperation agencies and the
technical community.

Bolivia is facing a new opportunity to develop
bills under the paradigm of “ex-ante regulation”
and to develop co-responsibility between all actors
under the model of self-regulation. The challenge
is out there, and it is a civil society actor that is
providing technical assistance to guarantee an ap-
proach that ensures that no arbitrary action is taken
against internet or mobile phone users in Bolivia.
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Introduction

Dissent has its grounding in the understanding of
individuals, groups or communities about their
entitlement to rights. When it comes to privacy, se-
curity, and the internet in general, citizens in Bosnia
and Herzegovina are still far from considering them-
selves entitled to rights. Yet like anyone else in the
world they actively use technology and social media
to get informed and communicate with friends.

Activists use the internet and in particular social
networks such as Facebook to engage the general
public and to organise protests against the politi-
cal establishment. For many who do not know much
about Bosnia and Herzegovina, the immediate
association is with the Balkans War of the 1990s
and the fall of Yugoslavia. For human rights activ-
ists, Bosnia and Herzegovina holds the title of the
most corrupt country in the western Balkans. It is
also the only country in the region which still has to
sign the pre-accession agreement to the European
Union due to a stalemate on constitutional reform
and the unwillingness of its politicians to negoti-
ate necessary cross-party agreements and to go
beyond rigid ethnic quotas. A good example of this
situation is the country’s failure to comply with the
anti-discrimination decision of the European Court
of Human Rights in the case of Sejdic-Finci* regard-
ing his eligibility for official posts. This meant five
years of deadlock on constitutional reforms, and
left citizens of Bosnia and Herzegovina trapped in
the narrow and discriminatory framework of the
Dayton Peace Agreement.?

Policy and political background

The primary purpose of the Bosnia and Herzegovina
legislative and administrative system is to enforce

1 Wakelin, E. (2012, October 31). The Sejdic and Finci Case: More
Than Just a Human Rights Issue? E-International Relations. www.e-
irinfo/2012/10/31/the-sejdic-and-finci-case-more-than-just-a-
human-rights-issue-for-bosnia-and-herzegovina

2 The General Framework Agreement for Peace in Bosnia and
Herzegovina, 1995. www.ohr.int/dpa/default.asp?content_id=380

the rigid ethnic divisions in the country set up by
the Dayton Peace Agreement, rather than develop-
ing policies and laws which respond to the needs
of the country and its people. This ethnic structure
constantly traps any new policy, law or decision that
needs to be taken or developed in futile disputes
about jurisdiction among the existing 14 govern-
mental or legislative levels: the state, two entities,
one district and ten cantons.

The agency for the information society was
supposed to be the state’s concrete mechanism
for developing, coordinating and overseeing the
information and communications technology (ICT)
sector, as described in policy and strategy docu-
ments signed by the Council of Ministries in 2004.
But this never happened, with the effect that the
sector lacks a serious and consistent development
strategy.

Dependent on a plethora of bodies and authori-
ties whose mandates are often not understood,
citizens struggle to believe in or even follow the
work they do, and very often remain passive specta-
tors of violations.

The bodies with competences on security, pri-
vacy and surveillance at state level are the Personal
Data Protection Agency (AZLP, Agencija za zastitu
licnih podataka u Bosni i Hercegovini);3 the Agency
for Identification Documents, Registers and Data
Exchange (IDDEEA, Agencia za identifikacione do-
kumente, evidenciju i razmjenu podataka); the
Ministry of Security; the sector for combating ter-
rorism, organised crime, corruption, war crimes and
misuse of narcotics; the sector for IT and telecom-
munication systems; the entity ministries of interior
and the Brcko district; police apparatuses at entity
and cantonal level; and the judiciary. In 2008 the
Republic of Srpska created its own agency for the
information society to act as a central body for poli-
cy and regulation on ICTs and the internet.

From wiretapping to the internet:

Someone is listening to us...

When we started to research the right to privacy and
surveillance in Bosnia and Herzegovina, we sud-
denly realised how short our memory sometimes

3 www.azlp.gov.ba/o_agenciji/nadleznosti/default.aspx
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is. We immediately came across dozens of articles
on wiretapping and illegal interception by various
intelligence agencies, among others.

We suddenly realised that privacy in Bosnia and
Herzegovina is more threatened than we thought,
and that the internet simply serves as a new way
in which information can be obtained, in viola-
tion of privacy rights. When talking to civil society
representatives and participants in workshops on
online safety for youth and women, their answers
confirmed the assumption that there is almost a
non-existent level of awareness on the right to pri-
vacy and information amongst the average citizen.

In 2011 Nezavise Novine,* a daily newspaper
from Republic of Srpska published a list with more
than 5,000 phone numbers under surveillance by
the security intelligence agency OSA and the State
Agency for Investigation and Protection (SIPA).
Among people wiretapped from 2008 to 2010 were
security experts, lawyers and representatives
from the civil society sector. The newspaper at the
time defined this as a cancer that started in Sara-
jevo, and spread to the rest of the country. It also
accused the international community of being in-
volved. Journalists were also reporting that Bosnia
and Herzegovina intelligence was targeting interna-
tional diplomats, and that in 2009 during his visit to
the country, the director of the US Federal Bureau of
Investigation (FBI) had asked that top officials from
the Ministry of Security be dismissed.

In 2013 Zoran Cegar, chief of the police intel-
ligence department in Bosnia and Herzegovina,
admitted that the online communications of thou-
sands of citizens, among them politicians, their
wives and lovers, were intercepted with the purpose
of blackmailing them. In both cases the public was
not informed of any action taken, whether arrests
or sanctions.

In March 2014 new leaks on the illegal inter-
ception of communications and wiretapping of
journalists at the newspaper Oslobodjenje and the
weekly paper Bosni Herzegovina Dani emerged. Ex-
cerpts from conversations between Zivko Budimir,
president of the Federation of Bosnia and Herze-
govina and Avdo Avdic, editor-in-chief of Federal
Television, appeared on the internet. Vesna Budi-
mir, the deputy state prosecutor and a candidate for
appointment to the Supreme Court, also informed
prosecutors that his communications had been il-
legally monitored and intercepted.

4  A.Ducic,Telekomi kriju podatke o prislu\u353\’61kivanju, Dnevni
Avaz, 2014. www.avaz.ba/vijesti/teme/telekomi-kriju-podatke-o-
prisluskivanju

There is a pattern to all these scandals: the exis-
tence of parallel systems for intelligence structures
that control legitimate security institutions — the re-
sult of former war intelligence agencies that never
quite went away, and were not brought under the
control of the new system.

Regardless how many reforms and new bod-
ies are created, the constant practice of spying on
people survives, and the authorities — as well as
other interest groups — access the data held by pub-
lic assets such as telecoms providers without court
orders. Eavesdropping appears to be routine, which
gives political leaders and their parties material for
blackmailing and intimidating rival politicians, their
partners and journalists. As Petar Kovacevic, direc-
tor of the Agency for Personal Data Protection, said
in an interview: “In 2007 the Council of Ministers
formed a Joint Committee for the lawful interception
of telecommunications, which has the authority to
adopt procedures that govern the operation of tele-
coms operators.” In this way it annulls the power of
the Agency. It is important to know that the current
chairperson of this committee is the deputy minis-
ter of security. When, in 2013, the agency checked
on the three telecoms operators (BH Telekom d.d.
Sarajevo, Telekom Srpske a.d. Banja Luka, and JP
Hrvatske Telekomunikacije d.d. Mostar), to verify
the lawfulness of personal data processing, and
to understand if interception was taking place
using court orders, the operators simply did not al-
low access to documents, claiming that they were
“confidential”. As a result the agency could not de-
termine anything.

Personal data protection can easily be consid-
ered by many as irrelevant to public interest and
reserved for police investigation. This was the case
this year during riots and protests in Sarajevo (Feb-
ruary 2014) where media footage and video footage
from CCTV cameras was acquired by police authori-
ties in order to identify people suspected of having
caused damage to public property, and who were
accused of “terrorism”. Yet personal data protec-
tion all of a sudden became an inviolable human
right when citizens asked to access and use the
same CCTV footage to identify a court police driver
who hit a protestor. Privacy rights are also being
used as a way to avoid answering requests based
on the access to information act, and to not provide
information to investigative journalists or citizens
regarding the salaries of public officers, among
other things. As confirmed by the Agency for Per-
sonal Data Protection’s report: “It is not rare that
public administrative bodies use personal data pro-
tection or decisions by the Agency to hinder access
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to information to which citizens have a right, or to
cover up certain irregularities in their work.”s

Since existing legislation is not in line with
European standards, authorities can easily find ex-
cuses to maintain the status quo.® In particular, the
Law on Communications does not follow European
standards because parliament failed to approve the
amendments proposed in 2010. Other relevant laws
are the Law on Personal Data Protection, already
mentioned; the Law on the Protection of Secret
State Information; a set of related provisions in the
four existing criminal codes; and laws on criminal
procedure, which all define the crime of unlawfully
processing personal data.

Since public statements on transparency remain
on paper rather than in practice, the role and work
of the Agency for Personal Data Protection becomes
essential, not only to establish the rule of law, but
also to provide citizens with an independent body
that they can turn to.

Citizens who have asked the agency to inter-
vene have won all five cases of video surveillance
against the Federation Ministry of Veterans and
People Disabled in the Defence and Liberation War,
the Federation Ministry of Finance, an elementary
music school in Ilidza, the Golden Grain Bakery in
Bratunac, G-Petrol Ltd. in Sarajevo, and a residential
building at 17 Armije Street in Tuzla. The rationale in
all cases was almost the same: video surveillance
was being used against its declared function of
securing property, and used instead as a means of
intimidation, blackmailing and controlling employ-
ees. In the case of the music school, the headmaster
allowed footage of the teachers’ staff room to be
uploaded to YouTube, and then used the ensuing
scandal to dismiss a disobedient teacher who had
been videotaped. The agency’s decision was that
people clearly need to know when areas are under
surveillance, and who to contact for information
regarding video surveillance. Video surveillance in-
stalled without knowing to whom it belongs, who
can see the recordings, or who can hand these re-
cordings to third parties, is unacceptable.

Report by the Agency for Personal Data Protection, 2013.

6 The Report states: “The rules of the Council of Ministers about
the participation of the Agency for Personal Data Protection in
relevant legislative processes are not satisfactory. The principle of
purposeful use and by-laws regulating the protection of personal
data by the police have still not been fully implemented. The

Law on Personal Data Protection does not apply to the Bosnia

and Herzegovina Intelligence and Security Agency. Overall,
preparations for personal data protection are still at an early
stage. It is necessary to ensure the independence of the Agency for
Personal Data Protection.” European Commission Progress Report
in Bosnia and Herzegovina, 2012.

w

Conclusions

Over the years politicians have continued to use
whatever a system allows to suit their own par-
ticular purposes. Ministries have changed, heads
of security agencies and the police have been re-
placed, but the same scenario plays out with new
people under surveillance, the same scandals but
different names — and no solutions. The Agency
for Personal Data Protection has introduced a new
concept to authorities and even if it is fragile, it is
trying to establish its reputation on new ground. In
a closed system such as the one in Bosnia and Her-
zegovina, it is really important to refer substantially
to legality, adequacy and proportionality, and intro-
duce the concept of user notification.

Bosnia and Herzegovina, similar to all new de-
mocracies, has wonderful copy-and-paste laws in
place, but they are mostly never implemented. The
real power remains outside institutions, while rhet-
oric is used during official visits and good-sounding
statements are produced easily. The participation
of Bosnia and Herzegovina as a state in the global
conversation around internet rights is non-existent,
and security is understood in a very conservative
way. The first action plan for children’s online safety
is a perfect example, with a blacklist, measures for
parental control, internet service provider (ISP) re-
sponsibility and other conservative measures.

Traditional actors seem not to grasp the urgen-
cy and the necessity of moving beyond the usual
scheme of endangered human rights. Technology
and the regulation of telecoms remain a distant
world approached only in terms of the potential for
corruption, and privatisation.

There is a world of non-traditional activism that
is represented by internet users which can recog-
nise the connection between technology, online
platforms and tools, and the policy and legislation
surrounding them. This is unique.

Action steps

Participatory awareness campaigns that use visual
tools are key to helping citizens value their personal
information and data and to pressurise institutions
to fulfil their role when it comes to privacy rights.
Since its inception, the Agency for Personal Data
Protection has slowly been receiving more expert
input and extended its controls over institutional
decisions. There is still a need to build a bridge
between the work of the agency and the average
citizen and to translate the complexity of personal
data processing into personal stories.

Public opinion in Bosnia and Herzegovina had
become so disillusioned about its ability to bring
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about change. The silent majority is afraid to take
risks, because it would be defending something it
does not really understand, or is genuinely scared
about the repercussions. In this as in other issues,
it is important to leave behind the feeling of an
overwhelming and invincible Big Brother that can
see and control everything. To do this it is important
to talk outside of the usual circles of activists, and
also to produce and distribute information in a for-
mat that citizens can understand and use.

The internet has proved to be a space where
people convene and take action in creative and

personal ways, and more than ever has become the
place where actions start: content is easily distribut-
ed and memes are generated. With a mobile phone
penetration rate of 90.8%, an internet penetration
of 56.96%, and a total of 2,188,429 internet users
in 2013, this is the place where ongoing awareness
campaigns can generate ad hoc coalitions ready to
take up the challenge of creating a positive sense
of privacy. This can help build campaigns against
the continuum of surveillance and its pervasive ex-
pansion under the paternalistic vest of protecting
vulnerable communities.
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Bill No. 2126/2011 in Brazil, known as the Brazil-
ian Civil Rights Framework for the Internet (in
Portuguese: Marco Civil da Internet), was finally
passed by the Brazilian Senate on 22 April 2014,
and sanctioned the following day by President
Dilma Rousseff at the opening ceremony of NET-
mundial.* With this, the bill became Federal Law No.
12965/2014, which is the result of widespread mo-
bilisation by civil society searching for a guarantee
on internet rights — a mobilisation which resulted in
an innovative participatory movement in the Brazil-
ian law-making process.

The three key pillars of the Marco Civil- net neu-
trality, intermediary liability aligned with freedom of
expression, and data protection and privacy — encour-
aged people to link themselves to the mobilisation
campaign and overcome great resistance in the Na-
tional Congress of Brazil. The purpose of this report is
to highlight the relevant points in the process of prep-
aration and approval of the law, as well as to discuss
the rules related to the three pillars, while emphasis-
ing data protection and privacy. A description of the
main challenges to be faced after the approval of the
law is also provided at the end of the report.

A bill of rights for the internet with civil
society playing a leading role

The idea of a civil rights framework (“Marco Civil”)
for the internet in Brazil gained momentum in the
context of society’s reaction against regulation of
the net focused on the persecution and punishment
of its users. Bill No. 84/99, debated for almost 10
years in the National Congress, channelled much of
this opposition when it was returned from the Sen-
ate to the Chamber of Deputies because it proposed
very restrictive regulations.? Activists and civil so-

1 The Global Multistakeholder Meeting on the Future of Internet
Governance, held on 23-24 April in Brazil. www.netmundial.br

2 See more about Bill No. 84/99 and the beginning of the Marco
Civil at Pereira, C., Maciel, M., & Francisco. P. (2011). Marco Civil da
Internet: uma questao de principio. Revista poliTICS. https://www.
politics.org.br/sites/default/files/poliTICS_no7_souza_maciel_
francisco.pdf

ciety organisations joined in a broad online and
offline campaign3 that attacked the bill and its con-
ception of net regulation, placing pressure on the
president then in office, Luiz Inacio “Lula” da Silva,
and changing the approach of the federal govern-
ment on the subject.

In the absence of any other relevant legal frame-
work, the Brazilian legal system considers criminal
law the last resort in the regulation of conduct. Civil
society further consolidated the idea that before
cyber crimes can be legislated, it is necessary to
guarantee rights and define liabilities on the net.
A civil rights framework was necessary for the in-
ternet in Brazil. The federal government took over
the project and, in partnership with the Center for
Technology and Society of the Law School at the
Fundacado Getilio Vargas (CTS/FGV), conducted an
online public consultation in two phases.

The public consultations occurred between
2009 and 2010 and resulted in approximately 2,000
comments from many different sectors. In both
phases a participatory online platform was used,
allowing views and comments on the contributions
already received. One of the important references
in the draft of the text was the Internet Governance
and Use Principles, established by a resolution of
the Brazilian Internet Steering Committee (CGl.br).
After the public consultation, the wording of the bill
was concluded by the executive branch and it was
sent to the Chamber of Deputies, the lower house
of Congress, in 2011. Brazil at the time was already
under President Dilma Rousseff.

A special committee was created to discuss the
bill, and Congressman Alessandro Molon was ap-
pointed as rapporteur. He held a series of public
hearings and seminars, as well as a fresh round of
online public consultations.

From July 2012 the report was ready to be vot-
ed on by the Chamber of Deputies, but there were
many pressures that led to repeated delays. The
strongest came from telecommunications compa-
nies, but negotiations were also necessary when
it came to the issue of copyright with Rede Globo,
a powerful media group in Brazil, and with sectors
engaged in the fight against cyber crime regarding

3 The campaign was known on the net as Mega No (“Mega Ndo”).
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the matter of the retention of log files. Edward
Snowden’s espionage claims directly involving the
Brazilian government, in the second half of 2013,
brought Rousseff into the discussion, and pulled
the Marco Civil back onto the legislative agenda.

The executive branch determined discussion
of the bill in Congress to be of “constitutional ur-
gency”, and it came to lock the agenda of votes in
the lower house on 28 October 2013 (in line with the
Brazilian constitution, if a bill granted “urgency”
has not been voted on within 45 days, delibera-
tion on all other legislative matters is suspended in
that house of Congress until voting is concluded).
Nevertheless, resistance, a congressional recess
and political manoeuvring delayed its approval
for almost five more months — until it was finally
approved on 25 March 2014. In the Senate, the pres-
sure for approval, the proximity of the NETmundial
event, and a composition of senators more favour-
able to the government helped the voting to take
less than one month. Through all this, mobilisation
of civil society through online campaigns, messag-
es being sent to members of Congress, increased
public awareness through social media networks,
public events and lectures, and the physical pres-
ence of activists in the halls and plenary sessions of
the National Congress, were fundamental.

Data protection and privacy:
One of the pillars of the Marco Civil

Privacy protection and personal data protection are,
separately, two of the principles provided for by law
to regulate the use of the internet in Brazil (in Ar-
ticle 3). The clauses in the Marco Civil dealing with
these protections were strengthened after Edward
Snowden’s public allegations of mass surveillance,
and an important set of such provisions are set forth
in Article 7 of the law. Such provisions ensure the
inviolability and secrecy of the flow of communi-
cations on the internet and of stored private data,
except if disclosure is required by court order. The
inviolability and secrecy of data and communica-
tions are rights guaranteed under the Brazilian
Federal Constitution, but the judiciary understands
that such provisions are only applicable to the flow
of communications, not to communications that are
stored. The Marco Civil represents a breakthrough
in the protection of stored data.

4 ldec made an online tool available that sent thousands of emails
to members of the House of Representatives; Avaaz collected
350,000 signatures supporting the Bill through online petitions.
Numerous organisations and activists mobilised using these
and other tools forming a cohesive and coordinated front. See:
marcocivil.org.br

Another advance concerns the more detailed
provision of the law that requires express (not
implied) consent from the subject for the future col-
lection, use, storage and handling of personal data,
which should be given separately from any other
contractual clauses. In addition, the user must have
access to clear and complete information about
the processes of storage, including the system of
protection of connectivity logs and data recording
access to applications. The disclosure of personal
data to third parties may only occur if there is ex-
press consent, informed and free. Subject to the
principle of purpose, the same article provides that
personal data may only be used for purposes that
justify their collection, when not prohibited by law,
and are specified in the services agreement or the
terms of use of internet applications.

As a corollary to Article 7, Article 8 of the Marco
Civil states that the guarantee of the right to pri-
vacy and freedom of expression in communications
is a prerequisite for the full exercise of the right to
access the internet. Accordingly, any contractual
clause in breach of these provisions, such as those
involving harm to the inviolability and privacy of
communications on the internet, will be considered
null and void.

In order to fight the surveillance reported by
Snowden, Article 11 determines that Brazilian law
related to privacy must be respected by internet
connectivity and applications providers when col-
lecting personal data, logs and communications
content when this occurs in the country or involves
a terminal located in Brazil. This obligation also ap-
plies to legal entities domiciled abroad, provided
that they offer services to the Brazilian public or
that any member of their business group has a busi-
ness unit in the country.

Part of the law is also aimed at establishing pa-
rameters for the retention and availability of logs for
connectivity and access to applications. Generally,
the obligation to make these logs available depends
on a court order. As regards retention, the Marco Civil
provides for two cases in which it can occur. The first,
in Article 13, refers to connectivity logs (date and time
of beginning and end of a connection, its duration
and the IP address). The system administrator must
keep them private, and in a controlled and safe en-
vironment, for a period of one year, according to the
regulations. The second, in Article 15, refers to logs
of access to applications (date and time of use of an
application from a particular IP address). In the case
of applications whose providers are legal for-profit
entities, the retention of these logs shall be compul-
sory for six months, also pursuant to the regulations.
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Initially provided for as optional, the compulsory
character of the retention was a late change to the
bill, the result of pressure from the federal police and
related sectors, causing great controversy among
civil society organisations. Finally, it is important to
mention that connectivity providers are prohibited
from storing access to applications logs, and may not
store these together with connectivity logs.

The provisions commented on here do not com-
prise all the Marco Civil rules applicable to privacy
and personal data, but represent many of them.®
There are also two other pillars of the law that are
worth noting.

One is net neutrality, which is guaranteed as
one of the principles governing the use of the inter-
net in Brazil. In order to give effect to it, Article 9
establishes that the entity responsible for transmis-
sion, switching or routing must treat any data packs
equally, irrespective of content, origin and destina-
tion, service, terminal or application. The article also
forbids these entities from blocking, monitoring, fil-
tering or analysing the contents of the data packs.
Two exceptions are provided, and these may result
in discrimination or the degradation of data traffic:
i) due to technical requirements necessary for the
adequate supply of services and applications, and
ii) for prioritising emergency services. Even in these
cases, there are conditions that providers must
meet, such as refraining from doing harm to users
and not engaging in anti-competitive conduct. Ex-
ceptions will be regulated by presidential decree,
after input from the National Telecommunications
Agency and CGl.br. While telecommunications com-
panies have managed to include the principle that
grants “freedom of business models” among the
principles of law, it is the only clause which includes
the phrase “provided they do not conflict with other
principles under this law” —including net neutrality,
detailed in Article 9.

Another important pillar is the issue of interme-
diary liability with respect to third-party content.
According to the general rule laid down in Article 19
of the law, civil liability for third-party content may
only occur if the provider of applications fails to com-
ply with a court order requiring the removal of the
content. This provision is to ensure due process, as
well as the competent judicial scrutiny on the vari-
ous rights involved in removal requests. There are,
however, two exceptions worth noting. In the case
of content protected by copyright, until a specific

5 For further analysis, see Doneda, D. (2014). Privacy and data
protection in the Marco Civil da Internet. www.privacylatam.
com/?p=239; an unofficial translation of the law is available at:
thecdd.wordpress.com/2014/03/28/marco-civil-da-internet-
unofficial-english-translation

provision of law is adopted for the application of this
rule, the current Brazilian Copyright Act remains
applicable, which allows a much more restrictive ap-
proach to access to knowledge. The second exception
is the notice and takedown for breaches of privacy by
disclosure of nudity or private sexual acts without the
consent of the participants. However, the notifica-
tion must be made by the participant or his/her legal
representative, aiming to avoid moralistic and judg-
mental censorship which is not rare at all on the net.

Action steps

The reaction that initially consolidated the idea of a
civil rights framework for the internet in Brazil was
strengthened with the release of the documents
leaked by Snowden. The idea that the regulation
of the internet should move away from a persecu-
tory, surveillance approach in order to guarantee
the right to privacy and other rights has been re-
inforced. However, such a conception of internet
regulation cannot settle without considerable diffi-
culties —and the Marco Civil is an expression of this.
Despite the mobilisation, civil society was not able
to contain the pressure for mandatory retention of
logs. However, it did succeed in restricting the time
period that logs could be retained — a period shorter
than the authorities wanted.

The regulation on the retention of logs, especially
logs that record a user’s access to applications, may
further limit the types of service providers required
to retain logs and improve transparency and control
mechanisms related to data retention. Moreover, a
specific bill on protection of personal data is expect-
ed to be sent to the Brazilian Congress soon. This
can minimise the problematic aspects of the Marco
Civil which, in general terms, introduces important
regulations for the protection of user’s privacy on
the internet into Brazilian legislation. Beyond this
point, the law has other important advances, nota-
bly the provisions on net neutrality and intermediary
liability. In both cases, the guarantee of rights was
set against commercial interests and the threat of
censorship. In the future, we can expect pressure
to continue to build with regard to exceptions to net
neutrality, and changes to the Copyright Act, which is
also expected to be sent to Congress.

If disputes follow the approval of the Marco
Civil, including the challenges surrounding its ef-
fectiveness and continuity, it is certain that these
disputes will at least begin from an informed per-
spective. This includes considering the internet as
a rights-based issue, essential to the exercise of
citizenship, and which requires the guarantee of
privacy and freedom of expression.
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Introduction

Over 4o representatives of internet service pro-
viders (ISPs) gathered on 10 June 2014 in the
imposing grey building of Bulgaria’s Ministry of
Interior (MMHUCTEPCTBO Ha BbTPeLLHUTE paboTu
— MVR). The meeting was called by the State Agen-
cy of Technical Operations (ObpxaBHa areHuus
~TexHuyeckn onepauum“ — DATO) and did not go
easy, according to a report by Bulgaria’s authori-
tative business weekly Capital. ISPs were asked
to provide DATO and the State Agency for Nation-
al Security (ObpxaBHa areHuusi ,HaumoHanHa
curypHocT® — DANS) with unlimited real-time ac-
cess to all internet traffic, with data storing options.
Apart from concerns that the cost of equipment and
technology necessary for fulfilling such a request
might be too high, especially for smaller provid-
ers, it raised alarm for at least two more reasons:
it confronted recent civil society accomplishments
against excessive surveillance in Bulgaria; and the
piece of European Union (EU) law that it was legally
grounded in had just been abolished by the Union’s
highest court in Luxemburg.

This report seeks to explain the political and
policy context that perpetuates internet surveil-
lance by Bulgaria’s security services and averts civil
society’s efforts to limit them. The following analy-
sis is based on unstructured online interviews and
query responses from internet rights activists, ISP
proprietors and members of the “Free and Neutral
Internet” Bulgarian language group on Facebook!
during April-May 2014.

Policy and political background

In fact, DATO’s surveillance requirements were
anything but new. They were added to Bulgaria’s Elec-
tronic Communications Act (3akoH 3a enekTpoHHUTE
KOMYyHMKaumm — ZES) back in 2010 to comply with the
EU’s Data Retention Directive 2006/24/EC. The former
EU Data Retention Directive was originally transposed
into MVR’s Ordinance 40 as early as 2008, but its texts

1 https://www.facebook.com/groups/bginternetfreedom

regarding access to stored information were cancelled
by Bulgaria’s Constitutional Court in 2009 and consec-
utively added to ZES. Remarkably, Ordinance 40 was
never cancelled and is still technically in force, includ-
ing a requirement for ISPs to send yearly reports to the
Minister of Interior.

The ZES surveillance provisions oblige tele-
communications operators to ensure real-time
possibility for security services to “capture” electron-
ic messages, “monitor” communication continuously,
and access “data related to a certain call”. If real-time
is not possible, ISPs should provide requested data
as soon as possible. They need to also maintain spe-
cial interfaces that allow the transferring of captured
electronic communication to DATO and DANS, fol-
lowing specifications approved by DATO’s chair. ISPs
are expected to both provide details about every call
and its content, and establish the identity of their
users. But no one ever put pressure on ISPs to actu-
ally implement these requirements, so they never did
- apart from the country’s three GSM (mobile) opera-
tors, Capital reported.2

A separate Special Surveillance Devices Act ad-
opted in 1999 stipulates that surveillance requests
can be filed by MVR, DANS or a prosecutor’s office.
Then a district judge’s approval is required before
DATO implements them.

On 8 April 2014 the European Court of Justice
invalidated the EU’s Data Retention Directive be-
cause it contradicts the Union’s human rights and
personal protection principles.3 But how to comply
with the ruling was left up to each member state to
decide. And while none of the political parties rep-
resented in Bulgaria’s parliament have made a move
to ease ZES’s draconic e-surveillance requirements
since April, all of a sudden in June DATO called up
ISPs asking them to tighten their implementation.

The “state” of state security

It was not a coincidence that the awkward meeting
between ISPs and law enforcement agencies took
place in the once notorious building which used to

2 Mihaylova, P. (2014, June 20). Op. cit.

3 Court of Justice of the European Union. (2014, April 8). Press
release Ne54/14: The Court of Justice declares the Data Retention
Directive to be invalid. curia.europa.eu/jcms/upload/docs/
application/pdf/2014-04/cp140054en.pdf
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host the most redoubtable units of the Committee
for State Security — Bulgaria’s equivalent of the KGB
during the authoritarian rule of 1944-1989. Haunted
by memories of mass surveillance and terror from
these times, Bulgaria’s civil society has been alert
for over two decades against the activities of the
former and present — supposedly reformed - se-
curity and enforcement agencies of its democratic
government. And for a good reason: the former re-
gime’s state security staff, agents and informants
have held a tight grasp of Bulgaria’s post-socialist
politics, governments, business and mass media.“
As a result, over the years, the public saw various
initiatives fail or get significantly watered down,’
while individuals and groups linked to the former
state security apparatus almost inevitably held po-
litical and economic power.

Instead of getting its security services reformed
and accountable, Bulgaria’s democratic institutions
seemed to be getting subdued and further infiltrat-
ed by them, their non-transparent and manipulative
methods, and their abusive and controlling culture.
The country’s late accession to the EU in 2007 did
not bring the expected improvements, and progress
monitoring reports by the EU indicate systematic
problems with the independence of the judiciary
and corruption of authorities and law enforcement,®
while Freedom House reports reflect a decline
in freedom of speech and human rights, among
others.”

Civil society to the rescue

For a while the third sector compensated to some
extent for the decline of democratic institutions.
Empowered by the increasing availability of high-
speed internet in Bulgaria, social networks like
Facebook and Twitter, or local networking sites
such as Association for Progressive Communica-
tions (APC) member BlueLink.net,® mass protests
in 2012 forced Bulgaria to retract from signing

4 Hristoy, H. (2013). [IbpxaBHa CUrypHOCT W BIUSIHUETO BbpXY

NMONUTUYECKUS ENUT Mo Bpeme Ha npexopa [State security and

its influence over the political elite during the time of transition].

Report presented at the East Europe’s Transition in the Documents

of Communist Secret Services conference held by the Committee

for disclosing and announcing affiliation of Bulgarian citizens to the

State Security and Intelligence services of the Bulgarian People’s

Army, Sofia, Bulgaria, 26 November. www.comdos.bg/media/Novini/

Doklad-Hr.Hristov-26-11-2013.doc

Ibid.

6 European Commission. (2014, January 22). Report from the
Commission to the European Parliament and the Council: On
Progress in Bulgaria under the Co-operation and Verification
Mechanism. ec.europa.eu/cvm/docs/com_2014_36_en.pdf

7 Freedom House. (2014). Freedom of the Press Report: Bulgaria.
www.freedomhouse.org/country/bulgaria

8 www.bluelink.net

w

the Anti-Counterfeiting Trade Agreement (ACTA).?
Suggestively, its centre-right government at the
time was led by Prime Minister Boyko Borissov, who
had started his political career as Chief Secretary
of MVR and held a police general’s rank. In spite of
backing off from ACTA, Borissov’s government was
accused of excessive and often illegitimate use of
electronic surveillance.* Allegedly, the main illicit
surveillance culprit was Borissov’s interior minister
at the time and trusted in-party ally Tsvetan Ts-
vetanov. A former Police Academy gymnastics
instructor, Tsvetanov was criticised for — and even-
tually charged with — sanctioning allegedly illicit
eavesdropping by security services.”

An escalating row of public protests over a pil-
ing number of environmental and social problems
eventually forced Borissov’s government prema-
turely out of power in February 2013. Soon after,
senior prosecutors investigated MVR to discover
a lack of clear rules on the use of surveillance and
dereliction of duty by senior officials, and faced
obstruction by an official who allegedly destroyed
evidence.”? Already in opposition, Tsvetanov was
taken to court on various counts related to the use
of surveillance equipment and eavesdropping; final
rulings are pending. Raychin Raychev, chair of Fu-
ture 21 Century Foundation and an internet rights
activist based in Plovdiv, found it only natural that
the internet and other surveillance peaked during
the rule of Borissov. He blamed the phenomenon on
the mentality and origin of key government figures
and Borissov himself; then their snobbishness and
eagerness to show off.

Mounting criticism created an expectation that
the government of Bulgaria’s Socialist Party and
Muslim minority-based Movement for Rights and
Freedoms that took power after preliminary elec-
tions would significantly tighten up surveillance
procedures and decrease surveillance practices.
But an analysis by the Sofia City Court released in
February revealed a disappointing discovery: phone
and internet tapping requests were actually on the
rise during the next government’s tenure in office.

9 Chipeva, N. (2012, February 11). Thousands march in Bulgarian
cities against ACTA: Photo gallery. The Sofia Echo. sofiaecho.
com/2012/02/11/1764539_thousands-march-in-bulgarian-cities-
against-acta-photo-gallery

10 Nikolov, K. (2013, April 20). FapaHTupaHo ot FEPB: MbneH
npousson ¢ nogcnyLeaHeTo [Guaranteed by GERB:
Completely Arbitrary Surveillance]. Mediapool. www.mediapool.
bg/garantirano-ot-gerb-palen-proizvol-s-podslushvaneto-
news205487.html

11 Leviev-Sawyer, C. (2013, April 16). Borissov and GERB back
Tsvetanov in eavesdropping controversy. The Sofia Globe.
sofiaglobe.com/2013/04/16/borissov-and-gerb-back-tsvetanov-in-
eavesdropping-controversy

12 |bid.
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The Court reported some 8,345 requests for phone
and internet traffic surveillance filed during 2013
by the police and DANS, with each request con-
taining tens of phone numbers and IP addresses.®
The number appeared to have grown significantly
compared to 2011, when the requests were 6,918,
although court refusals had also increased from
12% in 2012 t0 14.3% in 2013.

The number of cases where law requirements
were neglected is on the rise, confirmed Atanas Cho-
banov, a Paris-based investigative journalist and
co-publisher of BalkanLeaks.eu and whistleblowing
online journal Bivol.bg. He sees the genesis of the
problem in the fact that the secret services have ac-
cess to the technical possibilities for surveillance
and it is easier for them to use it, in spite of using
other methods for investigation which are supposed
to be used first. As a WikiLeaks’ Bulgarian partner,
Bivol.bg revealed in 2013 that Bulgaria’s govern-
ment is among the clients of FinSpy — a software
product by Dreamlab and Gamma International,
specialised for internet and phone surveillance.*

Internet surveillance is as serious as it was in
the beginning of the previous government’s term,
commented Delian Delchev, a senior networking
engineer and IT consultant based in Sofia. Delchev,
who is the administrator of the Free and Neutral
Internet Bulgarian language group on Facebook,
assessed all recent attempts to reform surveillance
mechanisms as incomplete, including the separa-
tion of DATO from MVR’s structure and allowing
DANS, the military and customs to request surveil-
lance requests directly. Another reason for concern
for Delchev is the political appointment of DATO’s
chair, whose position is not subject to any public or
civic scrutiny and accountability.

The increase in the number of requests was not
the only sign of policy zigzagging over e-surveillance.
In May 2014 state prosecutors suddenly burst into the
offices of DATO and DANS to investigate the legality
of their surveillance methods and practices.’> Just a
month later DATO suddenly became eager to get ISPs
to fulfil their surveillance obligations under ZES.

13 Sofia News Agency. (2014, February 17). Number of Surveillance
Requests in Bulgaria on the Rise. Novinite.com. www.novinite.
com/articles/158260/Number+of+Surveillance+Requests+in+Bulg
aria+On+the+Rise

14 Bivol. (2013, September 4). WIKILEAKS: BBTAPUA PEANTHO
M3MNON3BA LUMNOHCKNA COPTYEP FINSPY [WikiLeaks:
Bulgaria effectively uses FinSpy spying software]. Bivol.bg.
https://bivol.bg/finspy-bulgaria.html

15 Angarey, P, & Dachkova, D. (2014, May 16). MNpokypaTtypata
V3HeHaABalLo Brese B crieLcnyxbute 3apaav noacnyLwBaHeTo
[Prosecutors surprisingly entered into special services because of
surveillance]. Sega. www.segabg.com/article.php?id=698787

Respecting laws and changing laws

In spite of all this most ISPs fulfil their obligations un-
der ZES article 250a consciously and respect the law,
said Assen Totin, a former ISP manager, now working
for a small telecommunications operator. It is smaller
“one-block LAN [network]”-type providers who turn
a blind eye to the law, not making any effort to com-
ply with it. “Not because they embrace the European
Charter for Human Rights, but because most Bulgar-
ians think that the laws apply for everyone else but
them — and it is a pity that no one can bring them
back to shape,” Totin commented. The EU’s Data
Retention Directive may be invalidated, but Bulgar-
ian law provisions that comply with it are still valid
and no serious operator could unilaterally decide to
stop complying with them, Totin explained. Failure to
do so might lead to substantial fines of up to USD
68,400 — a serious amount even for large players.
Benefits from non-compliance are questionable, with
substantial possibilities for negative consequences
in terms of bad public relations, said Totin.

But as an industry insider he sees clearly how
hard it is for providers to comply with e-surveillance
obligations. Larger operators receive some tens of
requests for data access every day. Handling them
requires a great resource of people, labour and so
on, especially given that in order to “cover” a spe-
cific subject of “operational interest”, much more
information is often required than actually needed.
For example, instead of simply asking whether X
was in area Y at a given point in time, a request ar-
rives that information of all users who appeared in
the area should be handed over. And little of the
requested information is acceptable as legitimate
proof by Bulgarian courts, Totin explained. The Com-
mittee for Protection of Personal Data (Komucusita
3a 3awWwWTa Ha NMYHM daHHu — KZLD) is the body
authorised under ZES to keep track of ISPs’ compli-
ance with this part of the law — namely, whether data
under article 250a is accessible only for the appropri-
ate persons, whether it is destroyed afterwards and
so on. ISPs account in front of KZLD on a yearly ba-
sis. Totin thinks that the committee did a lot to make
the life of ISPs easier, and listened to most recom-
mendations by larger operators and by the Society
of Electronic Communications — one of the profes-
sional associations in the sector — particularly with
regard to legitimising refusals of access to informa-
tion whereby a request did not meet the requisites of
the law, and also in defending the ISPs’ position that
they should not interpret the data provided.

A representative of another trade association,
the Society of Independent Internet Suppliers, was
quoted by Capital as saying that DATO’s requests
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are unconstitutional and in breach of EU law and
individual privacy rights, and that ISPs might sue
the state in the International Human Rights Court in
Strasbourg over them.

As former associate to the Sofia-based Centre for
the Study of Democracy, Totin believes that abiding
by applicable law is a must in a democratic soci-
ety, and that there are legitimate ways to change a
bad law. A couple of days after the EU court’s deci-
sion was announced, Totin sent a complaint to the
Ombudsman’s Office as a private individual, asking
him to alert the Constitutional Court. Ombudsman
Konstantin Penchev was quick to act and a case is
now pending at the Constitutional Court for the can-
cellation of the ZES requirements affected by the
cancelled directive.®® There is a proposal to get an
opinion from the Communications Regulation Com-
mittee (Komucus 3a perynupaHe Ha cbobLueHusTa
- KRS) and all interested parties might send their
opinions to them. Eventual success in the Constitu-
tional Court might be of substantial importance for
demonstrating the superiority of public interest over
applicable law.

Conclusions

For 25 years since 1989, Bulgaria’s political and eco-
nomic landscape remains marked by power structures
linked to the security services of the former authoritar-
ian regime. The style and methods of the former state
security persist in today’s unreformed security and
enforcement agencies that tend to practise excessive
and often unnecessary internet surveillance. Internet
surveillance is over-regulated, with different regula-
tions appearing in various legal texts, and regulated
by different bodies. Policy zigzagging and conflicting
signals sent by different institutions and politicians
—depending if they are in opposition or in power — cre-
ates the sense that no significant motivation to limit
internet surveillance exists in Bulgaria’s governing cir-
cles. With business, politics, mass media and justice
marked by corruption, non-transparency and lack of
public accountability, civil society remains often the
most viable guardian of privacy and human rights
online. EU institutions, a few independent journalism
publications, and the few functioning democratic insti-
tutions, such as the Ombudsman, also play their part.

The cancellation of the EU’s Data Retention Direc-
tive by the European Court of Justice offers Bulgaria
and all member states a great opportunity to redesign
their national legislations so that internet surveillance

16 Mihaylova, P. (2014, June 20). Op. cit.

should not hamper fundamental rights of privacy and
freedom of expression. But the resistance of conserva-
tive structures linked to the state security apparatus
slows down and often reverses such changes. A para-
lysing legal and administrative framework imposes
new technological and financial burdens on ISPs who
are willing to comply with data retention and surveil-
lance requirements. The idea of refusing to comply
with the applicable law’s draconian requirement is
new to most ISPs, but there is already the thought
of legally challenging the obsolete national law pro-
visions. Conscious citizens and internet connectivity
proprietors abide by the law, but are willing to take le-
gal action to remove the obsolete legal texts that force
them to spy on internet and phone users.

Action steps

Some steps that could lead Bulgaria to resolving
the problems with excessive and sometimes illicit
internet surveillance include:

e An in-depth assessment of the existing ad-
ministrative and legal framework to establish
all norms and agencies that regulate internet
surveillance.

e Conceptualising a complex set of changes that
would lead to minimising the number of surveil-
lance requests and strengthening the ability
of both special services and ISPs to cooperate
effectively.

e HavingOrdinance 40 of MVR ultimately cancelled.

e Raising public awareness of the negative impli-
cations of excessive internet surveillance and
creating political demand for limiting it; limita-
tions that politicians need to comply with when
they get elected.

e Building broad coalitions of actors who are inter-
ested in limiting internet surveillance, including
ISPs, human rights advocates, pro-democracy
think tanks and other groups that could participate
in decision making when it comes to surveillance.

e Removing the internet surveillance provisions
related to the former EU Data Retention Direc-
tive from ZES.

e Concentrating efforts on policy advocacy at the
EU level to obtain a favourable replacement
for the cancelled Data Retention Directive that
would have a lasting impact over internet sur-
veillance policies at national and EU level.
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Introduction

Internet access and use of its related technologies
continue to grow in East Africa. This can be partly
attributed to the undersea cables that established
landing sites along the Kenyan and Tanzanian
coasts between 2009 and 2010, consequently
opening up the region to increased bandwidth and
speeds. Other factors include a reduction in access
costs and the proliferation of mobile phones.

Currently Kenya leads in internet access with
21.2 million users, or 52.3% of its total population,?
compared to 8.67% in 2008,> while in Tanzania in-
ternet users were reported at 9.3 million at the
end of 20134 compared to 4.9 million in 2010.5
Meanwhile, internet usage also increased in land-
locked Uganda, Rwanda and Burundi. By the end of
2013, Uganda’s internet penetration stood at 20%
compared to 12.5% in 2010, while that of Rwanda
currently stands at 19.5%, having doubled from
2010. Meanwhile, Burundi and Ethiopia have the
lowest proportion of internet users, at 1.32% and
1.5%?° of the population, respectively.

Policy and political background

While East Africa has enjoyed relative stability, there
have been cases of unrest in Burundi, Rwanda, Ethi-
opia, Uganda and Kenya in recent years. Tanzania
continues to be the most peaceful country, while
Kenya has recently been hit by terror attacks and

1 Song, S. (2014, March). African Undersea Cables. Many
Possibilities. https://manypossibilities.net/african-undersea-
cables

2 Communications Commission of Kenya. (2013). Quarterly Sector
Statistics Report: Second Quarter of the Financial Year 2013/14.
www.ca.go.ke/images/downloads/STATISTICS/Sector%20
Statistics%20Report%20Q2%202013-14.pdf

3 www.itu.int/en/ITU-D/Statistics/Documents/statistics/2014/
Individuals_Internet_2000-2013.xls

4 Tanzania Communications Regulatory Authority (2013).
Telecom Statistics, www.tcra.go.tz/images/documents/
telecommunication/telecomStatsDec13.pdf

5 www.itu.int/en/ITU-D/Statistics/Documents/statistics/2014/
Individuals_Internet_2000-2013.xls

6 Ibid.

earlier in 2007-2008, by election-based violence.
The instability which the countries have experi-
enced makes promoting national unity and national
security, including fighting terrorism, pertinent
concerns in the region. Despite this, the region has
recognised that information and communications
technologies (ICTs) can be used to advance gover-
nance and development. Governments in all these
countries have enacted national ICT policies and
other legal and regulatory frameworks to further
facilitate and foster development in the digital age.
Many of them have formed ICT Ministries —although
they still make only negligible funding to these min-
istries and ICT development in general.

Between 2010 and 2014, various laws were in-
troduced and have been criticised for curtailing
online freedoms in these countries.” Often guised
under the pretext of promoting national security
and fighting cyber crime, these laws allow for in-
terception of communications, censorship or the
monitoring of online user activity. In many instanc-
es, the laws contradict the rights provided for in
national constitutions.

All countries in East Africa have legal provisions,
reinforced by state agencies, that enable the law-
ful surveillance and monitoring of communications.
Theseinclude the Regulation of Interception of Com-
munications Act, 2010 in Uganda; the Rwanda 2013
Interception of Communication Law and 2001 Law
Governing Telecommunications; the Kenya Informa-
tion and Communications (Amendment) Act 2013%
and National Intelligence Service Act (Act No. 28 of
2012);° and the Prevention of Terrorism Act, 2002
in Tanzania. In Ethiopia, the Telecom Fraud Offence
Proclamation No. 761/2012* allows for state moni-

7 CIPESA. (2014). State of Internet Freedoms in East Africa 2014:
An Investigation into the Policies and Practices Defining Internet
Freedom in East Africa. www.cipesa.org/?wpfb_dl=76

8 The Kenya Information and Communications Amendment
Act 2013. www.cck.go.ke/regulations/downloads/
KenyalnformationandCommunications_Amendment_Act2013_.pdf

9 Communication for Implementation of the Constitution. (2012). The
National Intelligence Service Act, 2012. www.cickenya.org/index.
php/legislation/acts/item/241-the-national-intelligence-service-
act-2012

10 The Prevention of Terrorism Act, 2002. www.immigration.go.tz/
downloads/Tanzania_Prevention%200f%20Terrorism%20Act%20
2002%20.pdf

11 Abyssinia Law. (2012). Telecom Fraud Offence Proclamation, No.
761/2012. www.abyssinialaw.com/uploads/761.pdf
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toring of telecom subscriber information, and two
agencies reconstituted in 2013 — the National Intel-
ligence and Security Service (NISS) and Information
Network Security Agency (INSA)*> are actively in-
volved in monitoring citizens’ communications.

In Burundi, Article 29 of its 2013 Media Law
makes it mandatory for news agencies, including
online publications, to disclose certain information
to the regulatory body, the National Communication
Council (CNQ). In Uganda, the Anti-Pornography Act,
2014 and Anti-Homosexuality Act, 2014 have been
criticised for placing tough provisions on interme-
diaries regarding content hosted on their networks.
Violators face hefty fines or even risk losing their
licences.s

Ambiguous laws fuelling digital surveillance
in East Africa

Internet rights violations in East Africa can be traced
back as early as 2006 when the Ugandan govern-
ment ordered the blocking of two websites. One of
them, www.radiokatwe.com, a political news and
commentary website, was accused of publishing
anti-government gossip,* while the other, www.
monitor.co.ug, the online version of the indepen-
dent newspaper Daily Monitor, was temporarily
blocked on the eve of the 2006 elections in a bid
to stop it from publishing independent polling re-
sults.” Other governments have since then followed
suit by frequently blocking or filtering website con-
tent deemed to be critical of their actions.

In Tanzania, at least five cases of website block-
ing and interference have been reported. In 2009,
the www.zeutamu.com blog was shut down and
its author was arrested for publishing allegedly
doctored photos of the Tanzanian president, while
in 2011 the Tanzanian government was reported to
have tried to clone the website of jammiforums.
com, a discussions group, in an attempt to control
its content.*® Earlier in 2008, the founders of Jam-
miforums, then called Jamboforums.com, were
arrested and detained for one day, the website’s

12 chilot.files.wordpress.com/2013/10/national-intelligence-and-
security-service-re-establishment-proclamation-english.pdf

13 APCNews (2014, May 19). New laws in Uganda make internet
providers more vulnerable to liability and state intervention.
APCNews. https://www.apc.org/en/news/new-laws-uganda-
make-internet-providers-more-vulne; Nafuka, J. (2014, April 22).
New laws in Uganda restrict citizens’ rights. CIPESA. www.cipesa.
org/2014/04/new-laws-in-uganda-restrict-citizens-rights

14 Privacy International. (2006). Uganda: Privacy issues. https://
www.privacyinternational.org/reports/uganda/iii-privacy-issues

15 The Monitor (2006, February 26). Government jams Monitor radio,
site. UPC. www.upcparty.net/memboard/election7_260206.htm

16 Allen, K. (2011, June 16). African jitters over blogs and social media.
BBC News. www.bbc.co.uk/news/world-africa-13786143#story_
continues_1

computers were confiscated by the authorities, and
their website was shut down for five days.”” In Octo-
ber 2013, the Tanzanian newspaper Mwananchi was
ordered to stop publishing online following a three-
month ban over “seditious” content.®®

Ethiopia has the most tightly controlled tele-
coms sector, and ranks lowest with regard to
internet access. It, however, tops the list for hav-
ing the most blocked websites in the region. These
include the websites of human rights defenders,
opposition parties, bloggers, news agencies — Al
Jazeera, Al Arabiya and the Washington Post — and
several social media platforms.»

In Rwanda, the government ordered the block-
ing of the website for the Umuvugizi newspaper
in 2010.%° It is also reported that several websites
belonging to opposition members and other citi-
zens deemed critical of the Rwandan government
continued to be blocked between 2010 and 2013.
Burundi joined the league with one reported case
involving the blocking of the comments section on
www.iwacu-burundi.org, when the media regulator
deemed some readers’ comments to be a “threat to
national security”.?

State actors in some of these countries have
made public announcements expressing their in-
tention to monitor online users’ communications. In
Uganda, for instance, on 30 May 2013, the security
minister announced plans to monitor “social media
users who are bent to cause a threat to national
security.”? In the same year, Facebook reported
that two requests were received from the Ugandan
government regarding details of one its users.? Al-

17 Balancing Act. (2008). Tanzanian Government detains two website
editors. Balancing Act. www.balancingact-africa.com/news/
en/issue-no-395/internet/tanzanian-government/en#sthash.
AHUhqz70.dpuf

18 The Citizen. (2013, October 1). Government now bans ‘Mwananchi’
website. The Citizen. www.thecitizen.co.tz/News/Government-
now-bans--Mwananchi--website/-/1840392/2014814/-/item/o/-/
ph66mgz/-/index.html

19 CIPESA. (2014). State of Internet Freedoms in Ethiopia 2014.
opennetafrica.org/wp-content/uploads/researchandpubs/
State%200f%2o0lnternet%2o0Freedoms%20in%20Ethiopia%2o
2014.pdf

20 Reporters Without Borders. (2010, June 11). Persecution
of independent newspapers extended to online versions.
Reporters Without Borders. en.rsf.org/rwanda-persecution-of-
independent-11-06-2010,37718.html

21 Freedom House. (2013). Freedom on the Net 2013. http://

freedomhouse.org/report/freedom-net/2013/rwanda#.

U9KPgrH8uoM

Reporters Without Borders. (2013, May 31). Burundi - Media

regulator suspends comments on press group’s website. Thomson

Reuters Foundation. www.trust.org/item/20130531164503-

qium7/?source%20=%20hppartner

23 CIPESA. (2013, June 10). Uganda’s assurances on social media
monitoring ring hollow. CIPESA. www.cipesa.org/2013/06/
ugandas-assurances-on-social-media-monitoring-ring-hollow

24 https://govtrequests.facebook.com/country/Uganda/2013-H2
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though both requests were rejected by Facebook, the
state-owned newspaper Sunday Vision reported that
a former head of political intelligence in the presi-
dent’s office was arrested on suspicion of being the
owner of the Facebook account “Tom Voltaire Okwal-
inga”, which is strongly critical of the government.?

In Burundi, Ethiopia and Rwanda, online us-
ers are constantly intimidated and arrested over
content posted online, often cited as threatening
national security or inciting violence among the pub-
lic. Ethiopia has been faulted by many digital rights
defenders and to date tops the list of African coun-
tries that are constantly intimidating, monitoring,
intercepting communications and issuing criminal
sanctions against users who post content online.?
In April 2014, six members of the blogging group
“Zoneg” and three freelance journalists associated
with the group were arrested following accusations
of working with foreign organisations and rights
activists through “using social media to destabilise
the country.”?” Rwanda is also reported to actively
intercept communications, as was seen in 2012 when
records of emails, phone calls and text messages of
opposition activists were produced in court as evi-
dence.?® Another incident was recorded in April 2014,
when private messages exchanged via WhatsApp
and Skype between a local journalist and musician
were produced as evidence in court during a treason
trial.?

According to research conducted by the Col-
laboration on International ICT Policy for East and
Southern Africa (CIPESA), in Kenya, Tanzania,
Burundi and Rwanda, governments’ interest in citi-
zens’ social media activity has also been motivated
by the need to combat online hate speech. Although
hate speech is a genuine concern, measures taken
to combat it are often said to violate online user pri-
vacy and freedom of expression.3° Kenya is reported
to have blocked access to one website, www.ma-

25 CIPESA. (2014). State of Internet Freedoms in Uganda 2014.
opennetafrica.org/wp-content/uploads/researchandpubs/
State%200f%2o0lnternet%20Freedoms%20in%2oUganda%20
2014.pdf

26 CIPESA. (2014). State of Internet Freedoms in Ethiopia 2014.

opennetafrica.org/wp-content/uploads/researchandpubs/

State%200f%2o0lnternet%2o0Freedoms%20in%20Ethiopia%2o

2014.pdf

Addis Standard. (2014, April 28). Ethiopia files charges against

a group of bloggers, journalists detained over the weekend.

AllAfrica. allafrica.com/stories/201404281454.html

28 Freedom House. (2013). Op. cit.

29 The East African. (2014, April 26). Phone evidence used in terror,
treason case. The East African. www.theeastafrican.co.ke/news/
Phone-evidence-used-in-terror/-/2558/2294196/-/klwpvi/-/index.
html

30 CIPESA. (2014). State of Internet Freedoms in East Africa 2014:
An Investigation into the Policies and Practices Defining Internet
Freedom in East Africa. www.cipesa.org/?wpfb_dl=76
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shada.com, for its failure to moderate hate speech
ahead of the 2013 elections.?* In 2013, the Kenyan
government was also looking for 14 bloggers for
allegedly posting hate speech messages, with one
arrested and charged under Section 29(b) of the Ke-
nya Information and Communications Act, 2013, for
posting an “offensive tweet”.3?

Kenya, Tanzania and Uganda have each been
reported to have made requests to internet interme-
diaries to release information on particular users’
details. In 2012, Google listed Kenya among the
eight African countries which had requested par-
ticulars about its users. The Kenyan request, which
was rejected, involved the removal of content from
a blogger site following a court order in a defama-
tion case.33 Similarly, in the last quarter of 2013,
Kenya topped the list of African countries that made
requests to the search company. A total of eight
requests were made, with Google fully or partially
complying with 63% of these.34

Telecom giant Vodafone, in its first Law En-
forcement Disclosure Report released in June
2014, revealed that the governments of Kenya and
Tanzania actively monitored its subscribers’ com-
munications by issuing data requests to the telecom
companies.?> Tanzania was reported to have made
the highest number of requests in all of the African
countries for which Vodafone provided statistics —
98,785 requests. Statistics about requests made in
Kenya could not be revealed due to legal restrictions
in the country.3® Lawful interception of communica-
tions is provided for in Tanzania under Section 9 of
the Electronic and Postal Communications Act 2010
and Section 31 of the Prevention of Terrorism Act,
2002; and in Kenya under the National Intelligence
Service Act, 2012, and Section 27 of the Kenya In-
formation and Communications (Amendment) Act
2013. However, Vodafone also noted that it had

31 Diaspora Messenger. (2013, January 30). Kenya’s popular forum
Mashada.com shut down in hate speech Crackdown. Diaspora
Messenger. diasporamessenger.com/kenyas-popular-forum-
mashada-com-shut-down-in-hate-speech-crackdown

32 Jambo. (2013, May 15). Robert Alai arrested for alleged “libelous”
twitter post. Jambonewspot.com. www.jambonewspot.com/robert-
alai-arrested-for-alleged-libelous-twitter-post/

33 CIPESA. (2013, September 9). Online freedoms under siege as
African countries seek social media users’ information. C/PESA.
www.cipesa.org/2013/09/online-freedoms-under-siege-as-african-
countries-seek-social-media-users-information/#more-1623

34 Google. (2013). Google Transparent Report - Kenya. http://www.

google.com/transparencyreport/userdatarequests/KE/

Vodafone. (2014). Law Enforcement Report. http://www.vodafone.

com/content/sustainabilityreport/2014/index/operating_

responsibly/privacy_and_security/law_enforcement.html

36 Kalemera, A., & Nanfuka, J. (2014, July 2). Vodafone reveals
government requests for subscriber information. OpenNet Africa.
opennetafrica.org/vodafone-reveals-government-requests-for-
subscriber-information
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not received any demands for technical assistance
to enable interception of communications in these
countries.’”

Conclusions

The increase in internet access speed, reduction
in internet costs and proliferation of easy-to-use
digital tools have led to a shift in the way citizens
and governments engage with each other and share
information in East Africa. However, this is be-
ing threatened by clauses in legal and regulatory
frameworks in these countries.

Although there is indeed cause for governments
to protect national security and fight cyber crime,
creating a balance between promoting national se-
curity and protecting internet rights, including the
rights to information, freedom of expression, pri-
vacy and data protection, is becoming controversial
in many respects. As seen in the cited violations, le-
gal frameworks are being used to arrest, intimidate,
monitor and intercept communications of some-
times innocent online users expressing legitimate
opinions. Moreover, the legal frameworks often
curtail constitutionally guaranteed rights. It is also
feared that these laws and their associated viola-
tions are triggering self-censorship, a practice that
may limit internet growth and have a chilling effect
on freedom of association, even in the offline world,
in these countries.3®

In all the six focus countries, data protection and
privacy laws do not exist, despite mandatory user
registration exercises for voice and data communi-
cations and lawful interception of communications.
This is coupled with a general lack of knowledge on
what constitutes internet freedoms and limited ca-
pacity and skills by both state and non-state actors
to safeguard internet freedoms.>®

37 Vodafone. (2014). Country-by-country disclosure of law
enforcement assistance demands. www.vodafone.com/content/
sustainabilityreport/2014/index/operating_responsibly/privacy_
and_security/law_enforcement/country_by_country.html

38 CIPESA. (2014). State of Internet Freedoms in East Africa 2014:
An Investigation into the Policies and Practices Defining Internet
Freedom in East Africa. www.cipesa.org/?wpfb_dl=76

39 Ibid.

Action steps

An urgent call to advocate for the amendment of
laws and regulations that curtail freedom of expres-
sion online, user privacy and the right to information
needs to be made in all these countries. Countries
should commit to the implementation of progres-
sive laws that allow for the enjoyment of internet
rights. There needs to be a push for meaningful
multi-stakeholder participation in policy-making
processes to deter the passage of regressive laws.

Capacity building for both state and non-state
actors needs to be undertaken to empower them
with the necessary knowledge and skills on inter-
net rights. This will allow state actors to understand
what constitutes internet rights so that they are bet-
ter placed to handle cases arising from perceived
violations. Non-state actors including human rights
activists, digital rights defenders, bloggers and
journalists need capacity development in the area
of digital safety. Among other things, they need
skills to better understand legal provisions so that
they do not fall on the wrong side of the law.

There is a need for more openness from all ac-
tors — including state agencies, telecom companies
and content hosts —in disclosing information about
online freedom violations. State agencies should
become more transparent by sharing findings from
investigations and prosecutions of digital offences
with the public. All telecom companies should
take Vodafone’s lead by revealing all government
requests for intercepting, monitoring or censoring
communications. This will serve as a best prac-
tice and also create more awareness about state
surveillance.
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The stammerings of Cameroon's communications surveillance
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Introduction

The Republic of Cameroon is a country in the west
central Africa region. It is bordered by Nigeria, Chad,
the Central African Republic, Equatorial Guinea, Ga-
bon and the Republic of Congo.

In this country of nearly 21,700,000 people,’
of which 1,006,494 are internet users? (represent-
ing roughly 5% of the population), according to the
International Telecommunication Union (ITU), it is
a real challenge to identify the presence of com-
munications monitoring by the state. Nonetheless,
we know that under the guise of national secu-
rity and intelligence gathering, citizens’ computers
and internet communications are spied on by the
government.

This was demonstrated when MTN’s Twitter ser-
vice in Cameroon was shut down on 8 March 2011.
Wary about the role played by Twitter and other so-
cial networks in sparking an Egypt or Tunisia-style
uprising, the government blocked MTN’s Twitter
service3 for security reasons during what were later
called “hunger riots” in our country.

Policy and political background

Since independence, Cameroon’s successive consti-
tutions have proclaimed its people’s commitment to
human rights as set out in the United Nations Uni-
versal Declaration of Human Rights and the African
Charter on Human and Peoples’ Rights. Our country
is also party to major international and regional hu-
man rights conventions, including the International
Covenant on Civil and Political Rights (ICCPR).

At the national level, the preamble to the
constitution declares the Cameroonian people’s

1 countryeconomy.com/demography/population/cameroon

2 www.internetworldstasts.com. According to the World Bank,
internet users are people with access to the worldwide network.
This may include users who access the internet at least several
times a week and those who access it only once within a period of
several months.

3 MTNis a mobile telephone company that in March 2011 was the
sole Twitter service provider in Cameroon.

commitment to the freedom of communication and
expression.

Many laws and decrees dealing with freedom
of communication and expression and with tele-
communications and communications exist in
Cameroon, some of which impact on surveillance:

e Law N° 98/014 of 14 July 1998, which regulates
telecommunications.

e Law N° 2004/016 of 22 July 2004 creating the
National Commission on Human Rights and
Freedoms. The commission is an independent
institution set up to promote and protect human
rights in the country. Though important, none of
its statutory provisions hint at the surveillance
of communication.

e Law N° 2010/021 of 21 December 2010 govern-
ing electronic commerce.

e Law N° 2010/013 of 21 December 2010 govern-
ing electronic communications in Cameroon.

e Law N° 2010/012 of 21 December 2010 on cyber
security and cyber crime. The latter “governs the
security framework of electronic communica-
tion networks and information systems, defines
and punishes offences related to the use of in-
formation and communication technologies in
Cameroon.” While this law was hailed by some
as a much-needed step in the right direction
to curb Cameroon’s nascent or burgeoning cy-
ber crimes industry, others have criticised it for
being light on internet security and heavy on
sanctions, particularly with regard to sanction-
ing online expression.

e Decree N° 2002/092/PR of 8 April 2002 creat-
ing the National Agency for Information and
Communications Technologies (ANTIC). The
ANTIC was created to facilitate and accelerate
the uptake of ICTs in Cameroon so that they can
contribute to the development of the country.

e Decree N° 2012/180/PR of 10 April 2012 assign-
ing new missions to the ANTIC, including the
regulation of electronic security activities and
the regulation of the internet in Cameroon. With
this decree, the ANTIC became the key actor in
terms of restrictions imposed by the govern-
ment on the free flow of online information.
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e Decree N° 2013/0399/PM of 27 February 2013
establishing the modalities of protection for
electronic communications consumers. This
decree clearly states that when it comes to elec-
tronic services, the consumer is entitled to have
his or her protection kept private.

“Weeding them out”:
Evidence of surveillance in Cameroon

There are few credible reports that the government
monitors email or other internet- related activities
in Cameroon. However, as certainly as everywhere
throughout the world, Cameroon’s administration
does spy on citizens’ emails to checkmate the activi-
ties of unscrupulous people capable of threatening its
internal security. In 2009, the government launched a
campaign aimed at capturing the personal informa-
tion of mobile phone holders, allegedly “to ban the
unfair use of the mobile phone [in a way that can prej-
udice] law and public order and ... citizens’ safety.”

The government’s monopoly over all mobile
and internet infrastructures through its sole, state-
owned telecom operator, CAMTEL (Cameroon
Telecommunications), facilitates communications
surveillance. During an interview given to the online
media outfit Cameroon-Info.Net,* Woungly Mas-
saga, a Cameroonian dissident, stated his phones
have always been tapped.

On 19 March 2014, the general manager of the
ANTIC gave an interview to the government’s daily
newspaper Cameroon Tribune during which he fur-
ther provided details on how social networks and
websites are watched in Cameroon. To deal with ill-
intentioned persons and the terrorist groups who
use social networks to recruit followers and spread
propaganda, he said, “The ANTIC uses state-of-
the-art tools or cutting-edge tools to permanently
watch social networks. This consists of browsing
the various profiles on the social networks to detect
illicit content representing a potential threat for the
national security and the image of Cameroon, and
to weed them out.”s

When it comes to websites, the ANTIC uses a
technical platform that scans web content using
keywords to detect those inciting hatred, being

4 Ngangué, Y. (2014, May 19). Interview de Woungly Massaga,
Homme politique et nationaliste Camerounais: “Le Cameroun est
une véritable bombe a retardement”. Cameroon-Info.Net. www.
cameroon-info.net/stories/0,61441,@,cameroun-20-mai-2014-
interview-de-woungly-massaga-homme-politique-et-nationalist.
html

5 Cameroon Tribune. (2014, March 29). [Interview] Cameroun: Dr
Ebot Ebot Enow Directeur Général de ’Agence Nationale des TIC.
Afro Concept News. www.afroconceptnews.com/2014/03/29/
interview-cameroun-dr-ebot-ebot-enow-directeur-general-de-
lagence-nationale-des-tic

slanderous, or representing a danger for the state.
Though it is still unclear which technologies are
used to monitor telecoms activity in Cameroon,¢ the
interview shed light on the process that led to the
shutting down of MTN’s Twitter service in Cameroon
from the 8 to the 18 March 2011 during peaceful
protests. Prior to that, on 22 February 2011, Cam-
eroonian government spokesperson Issa Tchiroma
Bakary summoned journalists to his office for a me-
dia briefing in which he issued a warning directed
at Cameroonians in the diaspora using social me-
dia tools such as Facebook and Twitter to call for
a march to end the 29-year rule of President Paul
Biya. The protest was to coincide with an opposi-
tion-led march in Douala to honour demonstrators
killed by security forces during February 2008 anti-
government protests.

A coalition of organisations led by Privacy In-
ternational, Access and the Electronic Frontier
Foundation has outlined a set of 13 International
Principles on the Application of Human Rights
to Communications Surveillance.” These include
proportionality, competent judicial authority, due
process and user notification. Did the blocking of
MTN’s Twitter® service meet these requirements?

At the time Twitter was blocked, only around 50
people® were affected by the suspension of MTN’s
service —so was it worth blocking it? This raises the
proportionality principle: was there a high degree
of probability that a serious crime was about to be
committed by MTN’s Twitter users?

The principles state: “Determinations related
to communications surveillance must be made by
a competent judicial authority that is impartial and
independent.” Cameroon of course lacks a judicial
mechanism to protect people from unlawful govern-
ment surveillance. As a consequence, no judicial
warrant was obtained to shut down MTN’s service.

Another of the 13 Principles that was ignored by
the government is the “due process” principle that
requires states to respect and guarantee individu-
als’ human rights by ensuring that lawful procedures
surrounding communications surveillance are prop-
erly recorded and available to the general public.
Cameroonian Minister of Communications and

6 Itis worth pointing out that the Chinese telecom giants ZTE and
Huawei, major players in the African and global telecom industry,
are CAMTEL’s telecom equipment suppliers in Cameroon.

7 https://en.necessaryandproportionate.org/text

8 The Twitter via SMS service offered by MTN Cameroon, one of three
telecommunications operators in the country, allowed anyone with
aregular phone to punch in a code and start receiving tweets for
free.

9 The deal between MTN Cameroon and Twitter was concluded
on December 2010 when the smartphone adoption and internet
penetration rates were relatively low in Cameroon.
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government spokesman Issa Tchiroma told Agence
France Presse that “it was the government’s job
to protect the nation,” and that the Twitter service
was blocked “for the highest interest of the state.”
While this may be true, Cameroon is party to the
International Covenant on Civil and Political Rights
(ICCPR), and Article 19 of the ICCPR guarantees the
“freedom to seek, receive and impart information
and ideas of all kinds, regardless of frontiers.” Arti-
cle 9 of the African Charter on Human and Peoples’
Rights, to which our country is also party, guaran-
tees that every individual shall have the “right to
receive information” and “to express and dissemi-
nate his opinions within the law.” The government’s
job is not only “to protect” the nation, but also to
protect and guarantee its citizens’ rights, and one of
the most fundamental of these is the right to com-
municate —the internet has become a key means by
which individuals can exercise their right to free-
dom of opinion and expression.*

Concerning the “user notification” principle,
individuals should be notified of a decision author-
ising communications surveillance with enough
time and information to enable them to appeal the
decision. An 8 March 2011 tweet by Bouba Kaele,
marketing manager of the Cameroon division of
MTN, announced that “[f]or security reasons, the
government of Cameroon requests the suspension
of the Twitter SMS integration on the network.” MTN
later confirmed the suspension without explana-
tion: “Twitter SMS Connectivity Service suspended
from March o7, 2011 till further notice.” As a result,
Twitter users were not informed prior to the serv-
ice shutdown and the suspension caught them by
surprise. The shutdown prompted an outcry from
Reporters Without Borders, which condemned the
lack of transparency surrounding the block and
feared its implications for online freedom of expres-
sion in Cameroon. They said: “We hope the blocking
of Twitter via SMS is not a prelude to other kinds of
censorship of mobile phone services or tighter con-
trols on the internet. Everything suggests that the
authorities are trying to stop microblogging. We de-
plore the apparent readiness to impose censorship
for the least reason, especially when the target is
the peaceful expression of opinions.”*

10 UN Human Rights Council, “The promotion, protection and
enjoyment of human rights on the Internet”, Resolution 20 (2012),
UN Doc A/HRC/20/L.13.

11 Reporters Without Borders. (2011, March 22). Government
blocks Twitter via SMS service. IFEX. www.ifex.org/
cameroon/2011/03/25/twitter_blocked

Conclusion

Nearly every country in the world recognises the
right to privacy explicitly in its constitution. At a
minimum, these provisions include rights of inviola-
bility of the home and secrecy of communications.
Though it exists, communications surveillance,
as far as we know, is not pervasive in Cameroon.
Nevertheless, from our story, we learned that the
government decision did not take into account peo-
ple’s legitimate and fundamental right to freely seek
and receive information or to communicate. Most
agree that national security> and the fight against
terrorism might justify restrictions on the free flow
of online information. However, these restrictions
must be founded upon evidence that there is a high
degree of probability that a serious crime will be
committed.

Cameroon’s MTN Twitter shutdown can also be
seen as a reminder that we lack both judicial and
legislative mechanisms to protect people from un-
lawful government surveillance. Then, what are the
reactions of different stakeholders since “the same
rights that people have offline must also be protect-
ed online”?s

Officials have always been wary about the in-
ternet and other social networks, for they allow
individuals to express their ideas and opinions
directly to a world audience, and easily to each
other. Since the Arab Spring — and mostly in Africa
- the possibility of the internet and social media
networks empowering citizens and the media in
mobilisation is considered a real threat by some
governments. However, civil society has so far paid
little attention to the issue of surveillance, given
that very few cases have been reported. Communi-
cations surveillance is also disconnected from the
daily concerns of the Cameroonians, given that only
5% of the population are internet users.

Finally, MTN is a South African-based mobile op-
erator, and although this report does not address
this issue directly, the complicity of foreign compa-
nies colluding in state monitoring activities needs
to be addressed.

Action steps

With the increasing sophistication of information
technology, concerns over privacy violations are
now greater than at any time in recent history. So it

12 Communications surveillance might also endanger the social
peace, as was the case in Cameroon some two years ago when
WikiLeaks, the famous leaks website, reported the tribalist
statements of former justice minister Amadou Ali regarding
President Paul Biya’s succession.

13 According to the resolution adopted on 5 July 2012 by the UN
Human Rights Council.
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is legitimate to express fears about a possible en-
croachment on privacy. Therefore, we suggest the
following action steps in Cameroon:

Laws that already exist that protect the rights
to freedom of expression and privacy should be
implemented in order to prevent abuse of emer-
gency powers that can shut down networks or
intercept communications.

Cameroon’s parliament must appoint an in-
telligence and security committee to oversee
intelligence and security activities that reports
directly to parliament.

Parliament could also appoint an independent
intelligence service commissioner and a com-
munications interception commissioner among
former senior judges whose reports, once again,
should be addressed directly to the parliament.

Legal safeguards to limit the scope and deter-
mine the grounds of possible surveillance and
institutions and officials competent to author-
ise and carry out communications surveillance
should be developed.

The National Commission on Human Rights and
Freedoms should be empowered to make sure
that surveillance occurs only as provided in law,
that it occurs only when necessary and that it is
proportionate to the aim being achieved.

The government must communicate with the
public on how it uses its surveillance powers.
This reporting should include the number of
data requests made to telecommunications op-
erators and to other mobile and internet service
providers, and the number of individuals or ac-
counts that were implicated.*

The developers of surveillance tools should take
immediate steps to address their misuse. This
may require them to be more transparent, and
to develop internal company policies against
misuse by governments or other stakeholders.

14 Human Rights Watch. (2014). “They Know Everything We Do”:

Telecom and Internet Surveillance in Ethiopia. www.hrw.org/
reports/2014/03/25/they-know-everything-we-do « they know
everything we do »
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Introduction

Following revelations from US spy contractor Ed-
ward Snowden, it has become increasingly clear that
Canada’s intelligence agencies are routinely collect-
ing personal data from a variety of sources for both
political and economic reasons. In October 2013,
a journalist associated with the British newspaper
The Guardian, Glenn Greenwald, exposed how the
Communications Security Establishment of Canada
(CSEC) was monitoring Brazil’s mining and energy
industries, possibly on behalf of Canadian mining cor-
porations. A few weeks later, new documents leaked
to the Canadian Broadcasting Corporation (CBC)
revealed that the Canadian government allowed
the US National Security Agency (NSA) to conduct
widespread surveillance while world leaders met at
the 2010 G8 summit in Huntsville and G20 summit in
Toronto. But allegations earlier this year about CSEC
spying on airline passengers have hit closer to home,
creating a great deal of concern over the nature of the
government’s surveillance activities.

Using the case of CSEC’s collection of metadata
through public airport Wi-Fi networks as a concrete
example, this report will provide an analysis of the
political and legal framework for understanding
privacy and data protection laws and regulations in
Canada in the age of ubiquitous surveillance. Look-
ing at changes in technology, laws and regulations
as well as political practices, it will try to show how
some of today’s trends have potentially serious im-
plications for Canadian democracy.

Policy and political background

Privacy in Canada is a fundamental but not an ab-
solute human right. The right to privacy has always
been measured with respect to other rights or soci-
etal goals, such as prevention of crime and the need
to protect national security. But in the post 9/11 era,
anti-terrorism legislation reduced judicial controls
and eliminated or weakened oversight. Combined
with fast technological transformations, this has un-
doubtedly undermined the application of Canadian

privacy and data protection laws and regulations.
Today, many fear that the country is at a turning point
with regard to the protection of privacy.

In December 2001, the “omnibus” Anti-terror-
ism Act (Bill C-36) reasserted the CSEC’s authority,
redefined its mandate and concealed it in law as an
autonomous entity directly accountable to the Na-
tional Defence Minister. Its budget grew from 96.3
million Canadian dollars in 1999 to an estimated
829 million dollars in 2014.* Most importantly per-
haps, Bill C-36 introduced a new provision that
allowed CSEC to request ministerial authorisation
for intercepting private communications for foreign
intelligence purposes,? giving the agency greater
legal cover to undertake its actions.

Over the last decade, there have also been many
attempts to implement new laws that would grant
additional powers and tools to collect data and con-
duct investigations using new digital technologies.
Introduced as a way to modernise investigative
techniques (Bill C-74, in 2005), to combat criminal
electronic communications (B-52 in 2010), child
pornography (Bill C-30 in 2012), or cyber bullying
(Bill-C13, in 2014), these so-called lawful access
provisions would force telecommunications opera-
tors and internet providers to disclose information
about subscribers without the need for a warrant
or a judicial order and, in some cases, without the
permission to notify them about the data collection.
Faced with overwhelming opposition from Canadi-
ans, so far, none of these bills have been adopted.

CSEC and the expanding scope of
surveillance through metadata collection

A key policy issue given prominence these days
is the legality of the Canadian government’s vast
metadata collection programmes. On 30 January
2014, a document initially leaked by Snowden and
obtained by CBC News? revealed that CSEC has

1 Office of the Parliamentary Budget Officer. (2014). Main estimates
2014-15. www.pbo-dpb.gc.ca/files/files/2014-15_Main_Estimates_
Report_EN.pdf

2 Parliament of Canada. (2001). Statutes of Canada 2001: Bill C-36.
www.parl.gc.ca/content/hoc/Bills/371/Government/C-36/c-
36_4/c-36_4.pdf

3 Weston, G. (2014, January 31). CSEC used airport Wi-Fi to track
Canadian travellers: Edward Snowden documents. CBC News.
www.chc.ca/news/politics/csec-used-airport-wi-fi-to-track-
canadian-travellers-edward-snowden-documents-1.2517881
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been collecting metadata to monitor the activities
of public airport wireless internet users. The leaked
document describes the data collection project that
occurred for over a two-week period in a major Ca-
nadian airport. With this data, CSEC was able to
track travellers several days after they left the air-
port and connected their wireless devices to other
Wi-Fi systems in Canadian cities or US airports. It
could also track back the travellers’ whereabouts
the days before their arrival at the airport. IP pro-
filing was then used to map travel patterns and
geographic locations over a period of time.

The leaked document described the CSEC op-
eration as a trial run of a powerful new software
programme, developed jointly by CSEC with the
help of the NSA, that could track “any target that
makes occasional forays into other cities/regions.”
Although the authorities in charge of the Wi-Fi
systems have denied providing any data to the
government, one analyst suggests that it was “pre-
sumably obtained with the cooperation of Canada’s
major telecom companies.”* The leaked document
also mentions a “proof of concept” — possibly a
previous pilot project — in which a modest-sized
city was “swept” and a telecommunications system
providing services to some 300,000 users was ac-
cessed. The CBC report on the leak also mentions
intentions of sharing technologies and data collect-
ed with official spying partners.

This Snowden leak on CSEC’s metadata col-
lection programme came several months after the
Canadian daily, the Globe and Mail, revealed that
CSEC has been collecting Canadian metadata on
“telephone and internet traffic records”.> According
to documents obtained by the newspaper, meta-
data collection programmes were authorised under
two ministerial directives (in 2005 and 2011) on the
collection and use of metadata. In light of these rev-
elations, many suspect that the Wi-Fi data collection
programme is not an isolated case and that infor-
mation continues to be collected from other public
Wi-Fi hubs across the country indiscriminately, over
longer periods of time, and without our knowledge,
to create metadata trails of individual users.®

4 Geist, M. (2014, February 4). Against Oversight: Why Fixing the
Oversight of Canadian Surveillance Won’t Solve the Problem.
Michael Geist. www.michaelgeist.ca/2014/02/csec-surveillance-
problem

5 Freeze, C., & Stueck, W. (2013, October 22). Civil liberties groups
launch lawsuit again. The Globe and Mail. www.theglobeandmail.
com/news/national/canadian-eavesdropping-agency-facing-
lawsuit-from-civil-liberties-group/article14984074

6  McGuire, P. (2014, February 4). The Harper government insists it’s
legal to collect metadata. VICE Canada. www.vice.com/en_ca/
print/the-harper-government-insists-its-legal-to-collect-metadata

CSEC has been legally mandated to “acquire
and use information from the global information
infrastructure for the purpose of providing foreign
intelligence,” to “provide advice, guidance and
services to help ensure the protection of electronic
information and of information infrastructures of
importance to the Government of Canada,” and to
“provide technical and operational assistance to
federal law enforcement and security agencies in
the performance of their lawful duties.”” The agency
also shares information it collects or acquires with
the other members of the Five Eyes Intelligence
community, that is, the US, the United Kingdom
(UK), Australia and New Zealand.?

CSEC’s operations remain one of Canada’s best
kept secrets. Contrary to other law enforcement and
intelligence agencies, such as the Canadian Secu-
rity Intelligence Service (CSIS - similar to the CIA
in the US) and the Royal Canadian Mounted Police
(RCMP), CSEC is not designated as an agency un-
der the Access to Information Act and the Privacy
Act and, because of this, does not allow indepen-
dent oversight by the Information Commissioner
and the Privacy Commissioner.® Its only oversight
is from the CSEC Commissioner, a watchdog role
currently held by retired Québec judge Jean Pierre
Plouffe, who reports to and is accountable to the
Minister of Defence. According to Wesley Wark, an
expert on national security, intelligence and terror-
ism, “the performance of the CSEC Commissioner’s
function has been hamstrung by an inability to
communicate to the Canadian public and by the
long-drawn-out battle to bring sufficient agreed
clarity to CSEC’s legal mandate with regard to the
interception of private communications under Min-
isterial authorization.”*

Often described as the digital envelope that car-
ries the actual content over networks, metadata is
not data per se, but refers to all the information used
to identify, manage, describe or route data over a
given network. Metadata can contain the date, time,
duration and location of a communication, phone
number or internet protocol address, as well as the
ID of the sender and the recipient. Even if metadata

7 Communications Security Establishment Canada (CSEC). (2013).
What we do and why we do it. www.cse-cst.gc.ca/home-accueil/
inside-interieur/what-nos-eng.html
en.wikipedia.org/wiki/Five_Eyes

9 Cavoukian, A. (2003). National Security in a Post-9/11 World: The
rise of surveillance... the demise of privacy? Toronto: Information
and Privacy Commissioner/Ontario. www.ipc.on.ca/images/
Resources/up-nat_sec.pdf

10 Wark, W. (2012). Electronic Communications Interception and
Privacy: Can the imperatives of privacy and national security
be reconciled? Ottawa: Office of the Privacy Commissioner of
Canada. cips.uottawa.ca/wp-content/uploads/2012/04/WARK_
WorkingPaper_April2012.pdf
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does not reveal the content of a conversation, the
massive collection of metadata and its cross-linking
can reveal much of the values, relationships and
activities of an individual. Experts argue that meta-
data can provide the agency with a fairly accurate
snapshot of an individual user, but the government
continues to deny that metadata collection violates
privacy rights, playing on the dichotomy between
content and metadata to justify its programme and
sideline privacy concerns. “Metadata is information
associated with a telecommunication... and not a
communication,” stated a briefing note to the then
Defence Minister Peter McKay in 2011, right before
he approved the ministerial directive on 21 Novem-
ber 2011.»

According to CSEC governing legislation more-
over, the programme is allegedly conducted under
its foreign intelligence mandate and CSEC can-
not target Canadians or persons in Canada. On 29
January 2014, following the airport Wi-Fi metadata
collection, the chief of CSEC, John Forster, argued
that the agency’s activities are only directed “at
foreign entities, and not at Canadians or any-
one in Canada,”* although he later stressed that
CSEC “is legally authorized to collect and analyze
metadata.”s

Civil society actors and advocates for the pri-
vacy rights of Canadians, on the other hand, worry
that this and other operations led by CSEC lack pub-
lic accountability or oversight and do not respect
its mandate. Interviewed by the CBC, the province
of Ontario’s Privacy Commissioner Ann Cavoukian
stated that “this resembles the activities of a totali-
tarian state, not a free and open society.”*

But civil society criticism of CSEC operations
is not new. In October 2013, the British Columbia
Civil Liberties Association (BCCLA), a Canadian non-
profit advocacy group, filed a lawsuit aimed at CSEC
for “illegal search and seizure”, requesting that the
agency stop certain surveillance activities.”> The BC-
CLA argued that the agency’s metadata collection

11 Freeze, C. (2013, June 15). How Canada’s shadowy metadata-
gathering program went awry. The Globe and Mail. www.
theglobeandmail.com/news/national/how-canadas-
shadowy-metadata-gathering-program-went-awry/
article12580225/?page=all

12 Forster, ). (2014, January 29). Letter to the Editor re: Globe and
Mail editorial, January 29, 2014. Communications Security
Establishment Canada (CSEC). www.cse-cst.gc.ca/home-accueil/
media/media-2014-01-29-eng.html

13 CSE. (2014, January 30). CSE statement re: January 30 CBC story.
Communications Security Establishment Canada (CSEC). www.
cse-cst.gc.ca/home-accueil/media/media-2014-01-30-eng.html

14 Weston, G. (2014). Op. cit.

15 British Columbia Civil Liberties Association. (2013). Civil claim
to the Attorney General of Canada, 22 October. bccla.org/wp-
content/uploads/2013/10/2013-10-22-Notice-of-Civil-Claim.pdf

programme authorised by the minister revealed
private information about Canadians or persons in
Canada, which infringes Article 8 of the Canadian
Charter of Rights and Freedoms, guarding against
unreasonable search and seizure.** OpenMedia, a
Canadian advocacy group very active on internet
and information and communications technology
(ICT) policies, has also supported the BCCLA’s claim
and launched a campaign against spying on
Canadians.”

Conclusion

The metadata collection case raises many ques-
tions pertaining to privacy rights in Canada. First,
it shows that CSEC activities are far more expan-
sive than previously believed. CSEC seems to be
collecting metadata widely with the help of major
telecommunications companies. In Canada, public
agencies and private businesses have traditionally
been subject to different privacy laws. The tighter
privacy laws governing the state were meant to
protect Canadians from pervasive surveillance. But
now that information openly flows from one side to
the other without this being regulated by our pri-
vacy laws (as the government allegedly acquired
some of the bulk data from telecommunications
companies without a legal warrant), it raises deep
concerns for accountability. In addition to this, the
introduction of new lawful access legislation giv-
ing law enforcement officials warrantless access
to private online information poses an even greater
threat to democracy and civil liberties in Canada. A
positive note in this story is a recent judgment by
the Supreme Court that ruled the disclosure of pri-
vate online information to government and police
without a warrant was unconstitutional, making a
step in the right direction for the protection of pri-
vacy rights in Canada.’®

Secondly, the case described above highlights
the inability of Canadian laws and regulations to
deal with metadata. As Canadian technology policy
analyst Michael Geist has suggested, the fact that
the government insists on the legality of the pro-
gramme might indicate that the problem lies in
the law itself rather than its application, as much
of the legal framework fails to acknowledge the
broader privacy implications of metadata. There
are also considerable discrepancies in the defini-
tion of “personal information” found in privacy
laws governing the private and public sector, as

16 Ibid.
17 https://openmedia.ca/csec

18 R.v. Spencer, 2014. scc-csc.lexum.com/scc-csc/sce-csc/en/
item/14233/index.do
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well as within federal and provincial privacy legis-
lation. Furthermore, over the years, technological
transformations have weakened many of the barri-
ers that were used to protect the privacy rights of
Canadians and have rendered obsolete some pri-
vacy laws and regulations. Discussions surrounding
the legality of the metadata collection programme
have therefore been based on interpretation and
differing views without having a clear legal frame-
work to work from.

A third area of concern is with the very mandate
for Canada’s spy agency. It has become increasingly
difficult to delineate the borders of a telecommuni-
cations network based on national boundaries. From
this perspective, how can one guarantee that this
widespread collection of metadata remains within
the geographic boundaries of CSEC’s mandate?

Action steps

There have been several positive steps taken by dif-
ferent legislative bodies in Canada to reassert the
privacy rights of Canadians. The Senate Standing
Committee on National Security and Defence, for
instance, is examining CSEC’s programme and po-
tential areas of reform. Civil society groups, on the
other hand, are leading campaigns that press for
greater protection of privacy rights and open debate
on the limits of metadata collection and geography.
In May 2014, a coalition of civil society groups and
academics released the Ottawa Statement, which
sets out recommendations aimed at putting a stop

19 Lyon, D. (2014). Transparent Lives: Surveillance in Canada.
Edmonton: Athabasca University.

to government spying on innocent Canadians. But
still much remains to be done for protecting the pri-
vacy rights of Canadians, including:

e Engaging in a full, transparent and participa-
tory public process in order to ensure that laws
and regulations pertaining to privacy and the
protection of data are in compliance with the
Canadian Charter of Rights and Freedoms and
acknowledge the United Nations’ reaffirmation
of privacy as a fundamental human right.

e (Cultivating a better understanding and consid-
eration of the privacy implications of metadata,
in particular the way massive collection and
cross-linking of this information can reveal
much of the values, relationships and activities
of an individual.

e Ensuring greater oversight of the operations
of CSEC and other surveillance agencies in
Canada.

e Putting an immediate halt to plans for intro-
ducing further lawful access provisions that
would allow for authorities to access metadata
through telecommunications agencies without
any warrant.

e Strengthening the involvement of civil society
in favour of privacy rights through public cam-
paigning, advocacy and education.

20 OpenMedia.ca. (2014, May 22). Canada’s leading privacy experts
unite behind Ottawa Statement, offer high-level proposals to rein
in mass surveillance. OpenMedia.ca. https://openmedia.ca/news/
canada%E2%80%99s-leading-privacy-experts-unite-behind-
ottawa-statement-offer-high-level-proposals-rein-mass

CANADA / 101



CHILE

Monitoring back

ONG Derechos Digitales
Juan Carlos Lara
www.derechosdigitales.org

Introduction

Despite being a small country, Chile has shown
strong signs of being a friendly country for com-
merce and entrepreneurship, especially when it
comes to foreign investment. This was a major trend
that started under the military dictatorship, increas-
ing over the last 25 years. A national commitment to
peace, internally and externally, has allowed Chile
to stand as a beacon of free trade, social peace, and
steady economic growth.

In this environment, it is understandable that
from a policy-making perspective, emphasis is
given to the best possible conditions for entrepre-
neurs to carry out their business. This has included
privatisation and low taxes, as well as lowering
other barriers to commerce. Many say an ambience
of social peace allows for better economic security.
The low barriers to commerce and sense of security,
along with the free market environment, extend
to what has been considered one of the most im-
portant commodities of the economy of the 21st
century: personal information.

While the world debates the nature of and need
for the collection of personal data by governments,
Chile still does not consider data privacy a matter
of great concern. Unfortunately, this has led to an
environment where commerce is king, even when
it comes to handling the personal data of Chilean
citizens. Are they safe from the processing of data
by national and even foreign companies? Are Chil-
eans safe from private surveillance, and how do
international principles apply when it is businesses,
not governments, that are behind the processing of
data?

Background

Chile has been singled out as one of the countries
with the most progressive laws regarding the in-
ternet. This includes a net neutrality law, and a
copyright law that allows for notice and takedown
of infringing content only when there is a court or-
der. Several administrations have also attempted

to create a “digital agenda” to promote the use of
technology, and in doing so foster economic growth.

From a social standpoint, Chile stands out for
being a peaceful nation in comparative terms, both
in its relationship to its neighbours, as well as
within the country. No important terrorist network,
whether national, foreign or international, has been
reported to carry out activities within the Chilean
borders. Intelligence activity is focused on the pos-
sibility of social unrest and, especially, on drug
cartels operating within the country.

On the other hand, the Chilean government has
not been especially concerned with data privacy.
Chile stands out from all other Latin American coun-
tries (except for El Salvador) because of its lack of
constitutional protection of personal data, and a
lack of proper legal channels for addressing differ-
ent violations of data protection laws. And while
practices in relation to the protection of personalin-
formation are seemingly changing in state agencies
(as around the world), there have been instances
of the violation of privacy rights, but without these
having much impact on policy or law.

Privacy and data: When businesses have
more power than states

As with any other regulatory framework that at-
tempts to represent different interests, Chilean
data protection laws occur in an environment where
the interests of information privacy are not only
unclear, but also unbalanced. This is not because
of anything the state has done (at least, not in an
alarming way). Chile has enacted some of the most
progressive legislation addressing difficult issues
related to technology, as the copyright reform* and
net neutrality? laws have shown. Pioneering atti-
tudes from Chilean legislators were already seen
regarding data privacy: in 1999, Chile became the
first Latin American country with a comprehensive
data protection law.3 However, the existence of such
a law is not necessarily synonymous with a com-
plete system of safeguards for either personal data
or even privacy in general, for different reasons.

1 Law No. 20.435, 4 May 2010.
2 Law No. 20.453, 26 August 2010.
3 Law No. 19.628, 28 August 1999.
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First, the national data protection law is not
strictly in line with constitutional guarantees as
provided by the 1980 constitution, drafted during
the military dictatorship that put in place Chile’s
very liberal economic system. The constitution
recognises several fundamental rights, including
the protection of private life and the protection of
private communications, but not the protection of
personal data (unlike almost every other country in
the region). These rights are enforceable not only
against breaches by the state, but also against at-
tacks or threats by private entities. And because
personal data is not part of the constitutional
framework, constitutional action can be carried
out against breaches of private life or private com-
munications, yet not against the gathering and
processing of personal data. Because of this, reli-
ance for protection must be placed upon the law
directly.

Second, Chile’s data protection law provides
the framework for all processing and treatment of
personal data, whether by public or private entities,
while also respecting the rights recognised in the
constitution. From a state intelligence perspective,
most efforts have been linked to the collection and
processing of all kinds of information with clear
focuses: the so-called war on drugs, the preven-
tion of attacks by (very minor) anarchist groups;
the assessment of public perceptions regarding
diplomatic or political events; and the control of
indigenous communities in the southern region of
the country. However, the last issue is quite sen-
sitive to changes in executive power: the current
local authority empathises with much of the local
indigenous community,> while the former authority
condemned their most violent actions as terrorist
(with the disagreement of the judiciary).®

Third, Chile’s privacy rules, covering personal
life, private communications and personal data,
have all seemingly placed both the interests of free
trade and the interests of security above other inter-
ests. This is most evident in three aspects, which we

4 An elderly couple died in a fire in their countryside house,
allegedly started by members of a Mapuche indigenous
community. This led to criticism of the National Intelligence Agency
due to a lack of information provided prior to the attack. Pinochet,
J. (2013, November 9). La inteligencia en Chile en los tiempos
de Snowden. La Tercera. diario.latercera.com/2013/11/09/01/
contenido/reportajes/25-150344-9-la-inteligencia-en-chile-en-los-
tiempos-de-snowden.shtml

5 Chile’s latest change in government brought a new authority to
the region, Francisco Huenchumilla, who is of Mapuche origin and
who, unlike his predecessors, has called for a peaceful solution to
the unrest, and an end to the classification of Mapuche activists as
“terrorists”.

6 Although prosecution of violent acts in Araucania has been
pursued under the Anti-Terrorism Law, the courts have
systematically rejected this classification.

will look at in greater depth below later, that serve
as examples of a national attitude towards privacy:
one, by broadly allowing practices of private sur-
veillance, for alleged security purposes, in places
such as the workplace; two, by legally allowing
copyright holders to send alleged online copyright
infringers private notices using IP addresses; and
three — and most problematically — by legally allow-
ing any person or company to collect and process
personal information, as long as they abide by the
legal framework established by the data protection
law. To this, we might add the legal permission to
send unsolicited commercial offers (including spam
email).

No control over personal data
(except for companies)

Chile’s data protection law allows the handling of
personal data by any person or company, public
or private, including the creation and transfer of
databases containing personal data. This is why
it is considered a set of rules for enabling the free
flow of information between database traffickers.
And although the law recognises a series of rights
for an individual’s data, these rights must be exer-
cised through the civil courts of law, in lengthy and
expensive proceedings, which constitute an insur-
mountable barrier for the average citizen. The lack
of a data protection authority adds a lack of insti-
tutional strength to an already ineffective piece of
legisation. In fact, to date, after the law has been
in force for more than 14 years, following this route
has resulted in no sentences for the unlawful han-
dling of personal data. Paradoxically, it has also
meant that Chilean companies are not eligible to
offer certain kinds of services that require intensive
handling of personal data, since the country cannot
guarantee an adequate level of protection of per-
sonal data as required by the European Union.

This state of affairs has allowed personal in-
formation to circulate freely in Chile, and legally,
through multiple companies dedicated to the
handling of personal data. This data is frequently
exchanged among companies that offer commercial,
financial, health and telecommunications servic-
es, among others, seriously affecting the right to
a private life guaranteed by the constitution. The
existence of a unique ID number for each citizen
has only made it easier to identify a set of data
belonging to an individual, in practice replacing a
person’s name as an identifier in several informa-
tion systems.

In short: Chile’s privacy and personal data pro-
tection rules place those interests under the control
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of private companies. Examples of this are many.
Large amounts of personal data leaked from public
services” or mishandled by banks and other private
companies® could be subject to commercial traffic
among private companies, and these practices have
not been subject to legal penalties.

In 2009, a lawyer publicly accused her medical
insurance company of handing over her medical
information, including her medical history and di-
agnosis, to a chain of pharmacies. She discovered
the following when purchasing medication in one of
their stores: the pharmacy not only had her name
and profile, but also knew her medical condition,
supposedly protected not only by data protection
laws, but by laws guaranteeing medical privacy. The
system allowed the pharmacist to suggest medical
products for this person. However, while the admin-
istrative authority fined two insurance companies,
these companies claimed that exchanging this in-
formation was not only legal but also widespread,
customary, and even necessary.® In April 2013, years
after this scandal, a different insurance company
proudly announced a new agreement with similar
goals with a different pharmaceutical chain.*® The
13 International Principles on the Application of Hu-
man Rights to Communications Surveillance* have
been drafted and signed by hundreds of institutions
and individuals from all corners of the world, de-
manding state action under strict rules of necessity,
proportionality, transparency, accountability, legal-
ity and more. But it is hard to assess the damage
that can be caused when, in fact, there are private
companies with more information at their disposal
than even the state has or could have, for the mere
fact that commerce is an interest whose strength far
surpasses the interests of national security.

7 Cooperativa.cl. (2014, March 27). Investigan copia irregular
de la base de datos del Registro Civil. Cooperativa.cl. www.
cooperativa.cl/noticias/pais/servicios-publicos/registro-civil/
investigan-copia-irregular-de-la-base-de-datos-del-registro-
civil/2014-03-27/093754.html

8 Alvarez, C. (2012, July 3). Banco de Chile reconoce error: envié
datos personales a otros clientes por correo electrénico.
Biobiochile.cl. www.biobiochile.cl/2012/07/03/banco-de-chile-
reconoce-error-en-envio-de-datos-personales-a-traves-de-correo-
electronico.shtml

9 JaraRoman, S. (2009, May 26).Isapres hacen sus
descargos en polémica por intercambio de informacién
con farmacias. Terra. economia.terra.cl/noticias/noticia.
aspx?idNoticia=200905261057_INV_78098854

10 Diario Financiero. (2013, March 27). Isapre Cruz Blanca sella
alianza con Farmacias Ahumada. Diario Financiero.

11 https://en.necessaryandproportionate.org/text

Conclusions

Over the last several months, a great deal of pub-
lic attention has been focused on the capacities of
states to gather and process personal information
and to conduct communications surveillance, which
some have justified in the aftermath of terrorist at-
tacks that have replaced Cold War fears in the public
conscience. Such overreach of intelligence services,
however, does not seem as easily justified by states
which do not face the threat of war, or have more
peaceful international relations. But in either case,
personal information is still an important resource
for different objectives.

Chile has a personal data law which from the be-
ginning seemed to be tailor-made for big companies,
and which calls into question the ability of Chile’s leg-
islators to address the problems that the information
age raises for the protection of fundamental rights
and freedoms. In practice, this means that personal
data in Chile is not as much under the control of the
state as it is in “no man’s land”, due to a weak set of
rights and paltry enforcement mechanisms. This situ-
ation forces those who are affected to go to court to
gain any effective penalties for abuses. These abus-
es, because they happen under the opaque practices
of private companies, are beyond public scrutiny.

Several reforms to the law are currently being
discussed, while some others have resulted in mi-
nor adjustments. So far, no reform bill includes the
creation of an agency for the protection of personal
data, which would give citizens effective tools to
protect themselves from the constant abuses that
exist today; nor does any bill address the free-for-all
in personal information databases that is currently
part of the system. Numerous groups with corporate
interests seek to maintain the status quo, on the
grounds that they are defending the free flow of in-
formation, and are against all obstacles that a more
effective system would create for entrepreneurship.

How do principles of state surveillance apply
when it is not the action of the state that endangers
or threatens the interests of privacy? Unfortunately,
they do not impact directly as well as they do indi-
rectly, by reaffirming the need for privacy safeguards
in any environment where the right to privacy is en-
dangered (or any other fundamental right, for that
matter). Because companies are, in this area, even
more powerful than the state in their ability to affect
or impact on the population, actions aimed at the
state, while always convenient to ensure fundamen-
tal rights and freedoms, seem less urgent than to
demand a constitutional and legal framework that
ensures such freedoms are also not subject to the
whims of private companies.
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Action steps

The protection of fundamental rights and freedoms
in this day and age demands action not only to
confront powerful states, but also to confront in-
creasingly complex and powerful private entities.
This requires strong action from civil society to, in
the first place, educate and empower people in the
rights that they hold, in order to enforce them and
make others respect them.

Secondly, and addressing both private and
state power, campaigns should push for the imple-
mentation of changes to the law that recognise and
enforce stronger privacy rights in different areas

—not only to enact the principles that should frame
state action for security purposes, but also to create
rules that prevent abuse by private agents.

Thirdly, constant effort is needed to ensure that
any legal provisions are fully compliant with interna-
tional human rights standards and the constitutional
framework of Chile. This means, monitor back: demand
information from public entities through transparency
mechanisms, and demand active public oversight of
the action of private agents regarding personal in-
formation and private communications. Such strong
action will allow citizens to keep in check the threats to
privacy that are wrongly touted as legal or necessary.
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Discourse deferred: PRC netizens swap public microblogs for the not-so- &

Danwei
Hudson Lockett
Danwei.com

Introduction

Before the internet, complaints about sensitive is-
sues in mainland China were confined largely to
small private gatherings — often around the dinner
table, away from prying cadres’ ears. Today, to bet-
ter understand the role that online surveillance may
now play in the People’s Republic of China (PRC),
it must be analysed in the context of a broader in-
formation control apparatus and the mainland’s
unique social media environment.

With foreign social media platforms like Twitter
blocked on the mainland, homegrown microblogs,
or weibo (1), finally came into their own in the
early 2010s as a de facto public sphere. The rapid
spread of information on Sina Corp’s Weibo (Tl
#5fH) microblog platform concerning the 2011 Wen-
zhou high-speed rail crash (see GISWatch 2011),
together with its subsequent role in the scandal
leading to the ouster of top leadership candidate Bo
Xilai (see GISWatch 2012),2 drove that point further
home for the ruling Chinese Communist Party (CCP).
Even Sina’s in-company censorship efforts seemed
unable to quiet the beast it had birthed.

Two new actors have since swung a pair of
sledgehammers to the knees of mainland mi-
croblogs, forever changing the country’s online
ecosystem. The first is the popular app WeChat
(branded locally in Mandarin as Weixin #{, or
“micro-message”) developed by Tencent Holdings
Limited. WeChat began as a smartphone instant-
messaging service, but soon evolved into a versatile
private social networking platform and communica-
tions tool whose functions even included limited
public microblogging. By the end of 2013 it had
unseated Sina’s Weibo as the social networking
platform of choice.

The second actor is current CCP General Sec-
retary and PRC President Xi Jinping, who was

1 www.giswatch.org/en/country-report/civil-society-participation/
china

2 www.giswatch.org/en/country-report/internet-and-corruption/
china

elevated to the former office in November 2012, and
assumed the latter as a matter of course in March
2013. Xi wasted little time in launching a renewed
crackdown on dissent — a key front of which was the
unruly and critical online chatter that his predeces-
sors had left unquashed. He would confront it with
gusto.

Background

Surveillance of the internet’s Chinese-language
public face has become increasingly sophisticated
as the CCP has sought to use it both as a means to
keep tabs on public opinion and a tool to monitor
and control speech. Officials are typically mum on
the more Orwellian aspects of this effort, but local,
privately owned companies such as XD Tech (k1
%1%) openly offer mass surveillance, analysis and
keyword alert services to both central and local
governments. XD Tech, which opened for business
in Beijing in 2005, lists two of the most important
party organs among its clients: the General Office
of the CCP’s Central Committee, and the power-
ful and secretive Central Organisation Department
responsible for choosing where Party officials are
posted for every step in their careers. Other major
clients include the Public Security Department of
Guangdong Province, state-owned Bank of China
and all three mainland telecom operators (also
state-owned).

However, survey results published in March
2014 commissioned by the BBC World Service
showed that 76% of Chinese respondents said
they felt free from government monitoring — the
highest proportion of any country polled.3 Unlike
censorship, the surveillance of private information,
especially when stored server-side rather than on
user devices, can be difficult to verify.4 Evidence of
government surveillance of WeChat and other such
private communication platforms was previously

3 Globescan. (2014, March 31). One-in-Two Say Internet Unsafe Place
for Expressing Views: Global Poll. Globescan. www.globescan.
com/news-and-analysis/press-releases/press-releases-2014/307-
one-in-two-say-internet-unsafe-place-for-expressing-views-global-
poll.html

4 The Citizen Lab. (2013). Asia Chats: Analyzing Information Controls
and Privacy in Asian Messaging Applications. https://citizenlab.
org/2013/11/asia-chats-analyzing-information-controls-privacy-
asian-messaging-applications
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harder to come by. But a few days before Xi Jinping’s
ascent to CCP leadership in late 2012, dissident Hu
Jia posted on Twitter (translated):

Tencent-developed “WeChat” is extraordinarily
popular on the mainland. Domestic Security
Police use it to investigate communications be-
tween mainland dissidents. The voice messages,
text and pictures we use WeChat to send all go
directly into Domestic Security’s technical inves-
tigation system, and are just as easily monitored
as phone calls and text messages.

That week Hu Jia told the South China Morning Post
that he had long expected his phone calls and text
messages to be tapped by state-owned telecom
providers, but previously assumed that WeChat
was not compromised. Now he claimed Domestic
Security officers had recited, word for word, private
voice-message exchanges between him and his
friends shortly after they had occurred on WeChat.
He said friends had also been interrogated about
WecChat conversations that took place only an hour
earlier, and gave an example of Domestic Security
officers using information from voice messages to
track him in real time when he and a friend tried to
change a meeting’s venue at the last minute.

Part 1: Twilight of the microblogs (2013)

Once Xi became general secretary his adminis-
tration wasted little time in launching vigorous
crackdowns on both official corruption and dissent.
The two drives conflicted when a group called the
New Citizens’ Movement pushed for officials to de-
clare their assets and follow rule of law as outlined
in the PRC’s constitution. These calls, online and off,
were silenced, and the group’s leaders detained or
arrested and brought to trial under various pretexts.

That August, one year since WeChat’s user
base had surpassed Sina Weibo’s, Tencent added
microblog-like “public” accounts to its now flag-
ship service/software. Standard private accounts
were still limited in how many people could join a
given “friend circle” (100, as of this writing), but all
users could now follow unlimited public accounts,
each of which could send one message a day to all
subscribers.

Then, on 10 September, the Supreme People’s
Court and the Supreme People’s Procuratorate is-
sued a landmark joint interpretation of PRC criminal
law that gave further firepower to censorship ef-
forts: authors of any Weibo or WeChat posts that
had been “re-tweeted” 5oo times or viewed 5,000
times would be legally liable for any misinforma-
tion or illicit content authorities found therein.

While such rulings are not binding precedents that
determine subsequent court decisions in the PRC,
the message was clear: posts containing unsanc-
tioned information or opinions could result in real
punishment.

In fact, a name-and-shame campaign targeting
Sina Weibo’s most influential verified users (“Big
Vs”) was already underway. In late August, Chinese-
American angel investor and Weibo heavyweight
Charles Xue was arrested in Beijing on charges of
soliciting a prostitute. But in an on-air confession
broadcast nationwide, a handcuffed Xue spoke
only of his regret over abusing his power to spread
misinformation and rumours among his 12 million
followers. This intensified crackdown added mo-
mentum to already powerful market forces: Weibo
activity further waned as WeChat’s moon waxed
gibbous.

Critical online discourse went to ground at the
apparently more private WeChat, but the October
arrest of venture capitalist Wang Gongquan, a back-
er of the New Citizens Movement, soon called the
platform’s privacy into question. When Sina shut-
tered his Weibo account with 1.5 million followers
in 2012, Wang shifted to a standard WeChat account
to continue his activism. However, the more private
nature of this venue did not stop authorities from
detaining and then formally arresting Wang the fol-
lowing year on charges of disturbing public order.

A report by the Public Opinion Monitoring Cen-
tre of the state-run People’s Daily announced on
30 October that the campaign against Big V’s had
succeeded — the government had retaken online
space for the Party. The state-run Beijing Youth
Daily capped the year off on 13 November by claim-
ing Sina had taken action against 103,673 accounts
for flouting online behaviour guidelines announced
that summer, through measures ranging from
temporarily restricting users’ ability to post to per-
manent account deletion.

Part 2: Dawn of the digital dinner table (2014)

After a few months’ lull, Xinhua reported on 27
February that Xi Jinping was now heading “a cen-
tral internet security and informatisation leading
group” and had that day presided over its first
meeting. (Xi has become the leader of other such in-
ternal leadership committees since his ascent, and
has established other new ones for policy change
and domestic security.) A same-day report on CCTV
said Xi had emphasised the need for a firm hold on
the guidance of public opinion online.

Then on 13 March, WeChat saw its first real
purge: Tencent deleted at least 4o critical public
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accounts, some with hundreds of thousands of sub-
scribers. On 15 March, the South China Morning
Post reported that according to an unnamed in-
dustry source, a team of government censors were
stationed at Tencent’s Guangzhou office for a week
before the crackdown; censors instructed the
company to practice self-censorship on accounts
posting “sensitive content on national politics”, and
named certain accounts that had to be shuttered.

But as March dragged on a major labour dis-
pute in Southern China would provide contrasting
examples of WeChat’s potential in both grassroots
organising and surveillance. Tens of thousands of
workers for shoe manufacturer Yue Yuen used We-
Chat to coordinate a crippling strike in Guangdong
without help from their sanctioned, government-run
provincial union; meanwhile police detained labour
advocate Lin Dong from the Shenzhen Chunfeng
Labour Dispute Service Centre on the grounds that
he had posted inaccurate information online. The
centre’s director Zhang Zhiru told the South China
Morning Post that Lin had only sent a private We-
Chat group message to 11 people about the issue,
and had noted the information was unverified.
While the strike was ultimately successful and Lin
was released after 30 days in custody, the biggest
guns were still waiting in the wings.

On the morning of 27 May authorities an-
nounced a social media crackdown one week before
the 25th anniversary of the 4 June massacre that
ended the Tiananmen Square protests.The spe-
cial month-long operation specifically targeting
WecChat and similar apps would be carried out by
major government organs including the State Inter-
net Information Office, the Ministry of Industry and
Information Technology, and the Ministry of Public
Security. Their stated focus was on public accounts
with social mobilisation power. Less attention was
given to a new development in how Tencent would
approach the social feature that had long been one
of WeChat’s central conceits: private friend circles.

After WeChat was explicitly named at the
crackdown’s outset, Tencent and six competitors
quickly published a list of 10 proposed industry
“initiatives” to help create a “clean internet”; these
included a new commitment to further scrutinise
private groups. The companies called on industry
peers to “intensify management of friend circles
and regulate related functions, intensify the inspec-
tion and management of friend circles’ content, and
resolutely shut down accounts that transmit illegal
and harmful information via friend circles.”

Tencent then announced on 10 June that during
the year’s first six months it had already shuttered

20 million private WeChat accounts with the help of
authorities, in addition to 30,000 public accounts it
had deemed fraudulent. In announcing the move,
dubbed “Operation Thunder”, Tencent claimed the
accounts had been guilty of engaging in phishing
schemes or prostitution. That day it also announced
that the search engine Sogou () of the epony-
mous company it had acquired last year was now
capable of searching public WeChat accounts, al-
lowing users to look them up and browse their
posts’ contents.

Almost as an afterthought the campaign turned
its eyes to Apple: the Ministry of Industry and In-
formation Technology announced it would take new
measures to regulate the company’s iMessage ser-
vice. A group chat function similar to WeChat’s friend
circles was added to the Apple instant-messaging
app in October 2011; Chinese tech industry news
site Techweb reported the new measures would
include tools to monitor and prevent spam mes-
sages, which it claimed had cost users millions of
RMB. Finally, following a pro-democracy march in
Hong Kong on 1 July that drew a historic turnout
of hundreds of thousands according to organis-
ers, messaging apps Line and KaoKao Talk began
experiencing issues, with the former rendered com-
pletely inaccessible.

Conclusions

Survey results indicate a widespread belief that sur-
veillance on the mainland does not affect or bother
with most people’s affairs. Until recently even expe-
rienced dissidents believed themselves free from
snooping eyes and ears on WeChat. Hu and Wang’s
cases show us that assumptions about what is
private online in the PRC do not always hold true,
particularly when one uses a supposedly private
space to organise. In mainland China the internet
and everything in it can reasonably be viewed as
public space - that is, ultimately belonging to the
state.

Operation of online communications platforms
by private companies is a privilege, not a right. The
threat of its rescindment will compel corporations
to comply with state demands lest they lose per-
mission to stay online. Sina’s failure to effectively
clamp down on recusant expression eventually
prompted more severe government action, though
user migration to WeChat was already well under-
way before this. By more promptly complying with
government directives and effectively dealing pre-
emptively with areas of potential concern, Tencent
may be able to keep WeChat from coming to the
same grisly end.
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Much still depends on how netizens take ad-
vantage of WeChat’s many functions. The massive
March strike in Guangdong shows that even friend
circles limited to 100 members can spread informa-
tion rapidly enough between overlapping groups to
mobilise tens of thousands, while labour advocate
Lin Dong’s detainment shows that even very small-
scale group communication can serve as a pretext
for detention if one helps effectively focus and di-
rect the momentum of such large-scale movements.
But even Tencent’s in-company surveillance and
control efforts may not be as all-powerful as the
past year seems to imply. In light of how private PRC
companies already provide surveillance services in-
dividually to different sectors of the government and
Party, the publicly projected monolithic censorship
and surveillance effort of Xi’s administration may
belie an unseen and far more piecemeal approach.

For now, though, critical conversations online
have taken refuge in a space that those around be-
fore the internet may find familiar: a sort of a digital
dinner table, albeit one where conversations are
much more easily listened in on. Complaints will
continue in semi-private, but this suits the CCP just
fine: where before all eyes were struggling to follow
a flurry of public microblogs, now only the party has
potential access to a comprehensive view of online
discourse that could ultimately strengthen its hold
on power. While it may not be able to fully stamp
out dissent, neither does the party seem likely to
face a Snowden of its own any time soon.

Of course, few saw the fall of Bo Xilai coming,
either — aside perhaps from Bo’s former right-hand
man Wang Lijun, who fled to the closest US consul-
ate when he feared his old boss might have him
killed, a stack of classified documents in hand for
use as a bargaining chip (see again GISWatch 2012).

Action steps

The following action steps can be suggested for
China:

e The same basic precautions recommended
against National Security Agency (NSA) surveil-
lance all hold true in the PRC: cryptographic
anonymity tools are necessary for true privacy
in communication. However, unlike in the US,
public debate and opposition to the state’s sur-
veillance of its own citizens appears impossible
without broader public consciousness of these
endeavours and systemic political changes.

e Applications and online services made by PRC
companies whose servers are on the mainland
can be considered to be at least potentially
compromised.

e Mobile communication seems particularly vul-
nerable to surveillance, and likely cannot be
relied on for anonymity; this is doubly true if a
user is a dissident or known member of advo-
cacy or activist groups that serve organisational
purposes.

e While not touched on above, foreign news or-
ganisations and businesses are often subject
to state-directed hacking efforts in the PRC.
WeChat and other such local networking apps,
while convenient, essentially create a detailed
record of user activity and contacts that can
help undermine other efforts to maintain pri-
vacy and confidentiality.
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Hacking information on the peace talks in Colombia
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Introduction

Colombia is a country with one of the highest inter-
net penetration rates in Latin America. This is due
to governmental policies and high investment from
the private sector, aimed at opening and consolidat-
ing new markets.

One of the most recognised ministries in the
current government, based on its initiatives and
success, is the Ministry of ICTs. One of its leading
initiatives is the Vive Digital Programme, which
aims to expand not only ICT infrastructure but also
the demand for internet services in the country. One
of the outcomes of this strategy is that Colombia
has more mobile phones than inhabitants and more
than 60% of the population are internet users.

Although there has been great progress in pro-
viding internet access, services, applications and
content, the country is still behind in defining ad-
equate policies in order to strike the right balance
between state surveillance and the right to privacy
of citizens. Many recent cases have demonstrat-
ed the lack of effective policies and regulations
controlling information and data storage, and ap-
propriate penalties in cases where information has
been illegally disclosed and obtained from citizens
and public servants. Some of these cases are: the
“chuzadas™ (particularly phone hacking) carried
out by the former Security Administrative Depart-
ment (DAS); Operation Andromeda; the hacking of
phones and computers of participants in the agrar-
ian strike of 2013; and, most recently, the hacking
of phones and computers to sabotage the recent
presidential election campaign.

Faced with these events, which caused great
concern among the public, the government decided
to draft a cyber security and cyber defence policy.
The first step taken was to seek the technical assis-
tance of the Organization of American States (OAS),
which recommended the inclusion of civil society in
defining the policy. However, the complete text of

1 “Chuzada” is a term used in Colombia when someone secretly taps
a phone line without consent.

the policy has not been disclosed to the public and
there is growing fear that it will only be disclosed
when finalised, without the participation of civil
society, which would help prevent imbalances be-
tween citizen rights and state surveillance.

Policies and regulation on cyber security
and cyber defence

In comparison to other countries in the region, Co-
lombia has made great progress in its technological
and technical capacity, closing the gap with devel-
oped countries. However, regarding institutional
coordination and operations there is still much to
be done in terms of design and implementation.

One of the first policies outlining the guidelines
for cyber security and cyber defence dates from 14
July 2011 (National Council for Economic and So-
cial Policy — CONPES 3701).2 This policy includes
the national and international background, and
spells out the regulations in the country regarding
these issues. Based on this policy, the Cyber Joint
Command, the Cyber Police Centre, the Colombian
Information Security Coordination Centre (CSIRT)
and the Response Group for Cyber Incidents in Co-
lombia were created. These entities work together
with the Army Technical Intelligence Central (Citec)
and the Police Intelligence Directorate (Dipol).

Following the first state phone hacking scandal,
known as “chuzadas” and carried out by the DAS,
the national government closed DAS and passed
the Intelligence Bill, which became law on 17 April
2013.

This law was put to the test following a second
scandal known as “Andromeda”, which revealed the
failures in enforcing the law, mainly by members of
the army who over several months spied illegally
on civil servants and important public figures. In
2014, the government began to draft the cyber de-
fence and cyber security policies, a process in which
several civil society organisations (among them
Colnodo) asked to be involved — as recommended
by the OAS.

2 www.mintic.gov.co/portal/604/articles-3510_documento.pdf
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“Buggly”, the “Ethical Hacking Community” centre where the Andromeda operation was carried out. pHoto: eltiempo.com

Peace talks in Colombia

Since the 1950s at least three generations of Co-
lombians have endured an internal conflict in the
country caused by the huge inequality in the distri-
bution of wealth —a conflict whose main actors have
been different guerrilla groups and the country’s
armed forces.

In October 2012, President Juan Manuel Santos
confirmed that the government was holding peace
talks with FARC, the largest guerrilla group in the
country, and the oldest in the world. The news was
received both with optimism and scepticism given
the failed attempts at peace talks in the past with
the same guerrilla group during former president
Andrés Pastrana’s administration (one of the most
infamous incidents during those talks, which took
place in January 1999, is known as “the empty
chair”, referring to the absence of the FARC com-
mander, Manuel Marulanda).?

This cycle of internal conflict and failed peace
talks allowed intelligence agencies free rein,
and some of their activities have not been fully
identified.

Andromeda, a front for illegal surveillance
of the peace talks

The distrust surrounding the peace talks was
confirmed when on 3 February 2014, the weekly
magazine Semana, which has one of the highest
circulations in the country, published an article

3 es.wikipedia.org/wiki/Di%C3%A1logos_de_paz_entre_el_
gobierno_Pastrana_y_las_FARC

exposing “a military intelligence front where not all
activities were legal”# that started operating one
month before President Santos initiated the new
peace talks. The investigation revealed how the mil-
itary intelligence set up a front for their operations,
and used this as a base to illegally surveil members
of the government and public figures involved in the
peace talks.

The surveillance base was located in a build-
ing in a residential neighbourhood in Bogota. On
the second floor, above a restaurant on the ground
floor, there was a so-called “Ethical Hacking Com-
munity” centre, offering courses on website design
and information security and publications on how to
spy on a chat site and how to create and detect web
attacks, among others.

This centre had been legally opened and was
registered in the Bogota Chamber of Commerce
on 12 September 2012. Semana’s investigation
revealed a series of illegal phone and computer
hackings carried out by members of the national
army, and a military hacking information centre lo-
cated in a room known as the “Grey Room”.5

The name of this secret operation was “An-
dromeda”, and an official from the Number One
Army Technical Intelligence Battalion (Bitec-1) was
in charge of the operation. This battalion is part of
Citec, recognised for its success in fighting the FARC
by infiltrating their communications - in the past

4 www.semana.com/nacion/articulo/alguien-espio-los-
negociadores-de-la-habana/376076-3

5 www.semana.com//nacion/articulo/la-sala-desde-donde-se-
hacian-las-chuzadas-del-ejercito/376079-3
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this had led to the freeing of kidnapped citizens.
However, Semana had evidence of how it was also
carrying out espionage activities that compromised
national security, and was engaged in the illegal
phone hacking of recognised public figures. These
actions were carried out by members of the army,
but also by students, hackers, and participants in
so-called Campus Parties (an annual event devoted
to technological innovation, digital culture and re-
search). They were not only paid, but handsomely
rewarded depending on the political weight of the
public figure and the difficulty of gaining access to
their information.

After the Semana revelations, President Santos
consulted internally, and, given the lack of clarity on
the issue, asked for a public enquiry to determine
“which dark forces are spying on our negotiators in
Havana,” where the talks are being held. “They are
trying to sabotage the peace process. We need to
know if (...) there are loose cannons in the intelli-
gence agencies,” he declared.

The Andrés Sepiilveda case: Intelligence
information gathered in the middle of the
presidential election campaign

Campaigning for presidential elections began in
2013, but gained momentum in 2014. The first
round of the presidential elections took place on
Sunday 25 May. Six candidates from different politi-
cal parties took part in the presidential race. One of
them was President Santos, who was looking for re-
election. His most important contender was Oscar
Ivan Zuluaga, who was the candidate for the Demo-
cratic Centre —the political party of former president
Alvaro Uribe — and who publicly expressed his dis-
agreement with the peace talks in Havana.

The presidential elections were dogged by yet
another espionage scandal. The national news-
paper El Tiempo revealed that at the beginning of
May 2014,% a man called Andrés Sepulveda had con-
fessed before a prosecutor and a deputy attorney
general to his involvement in hacking information
on the peace talks, and how it was about to be sold
to the National Intelligence Directorate (DNI).

One of the most disturbing events in those
weeks was the broadcasting of a video” in which
Sepilveda introduces himself as a contractor for cy-
ber security and social networks and discloses part
of the information illegally obtained to Zuluaga.®

6 www.eltiempo.com/politica/justicia/los-archivos-del-hacker-
sepulveda-acusado-de-espiar-proceso-de-paz/13972255

7 www.semana.com/nacion/articulo/el-video-del-hacker-con-oscar-
ivan-zuluaga/388438-3

8 www.eltiempo.com/politica/justicia/los-archivos-del-hacker-
sepulveda-acusado-de-espiar-proceso-de-paz/13972255

The strategy, from what can be seen in the video,
was to publish the information obtained from mili-
tary sources through the website dialogosavoces.
com and a Twitter account (https://twitter.com/dia-
logosavoces) in order to attack the peace talks and
the government.

However, it is difficult to determine if these
revelations affected the election process, and the
voting. After the scandal was revealed by El Tiem-
po, the first round of presidential elections led to
a run-off between Santos and Zuluaga. Santos was
re-elected with a 5% advantage over his rival.

Drafting the Cyber Security and Cyber
Defence Policy in Colombia

Simultaneously, and partly because of these is-
sues, Colombia has been drafting a Cyber Security
and Cyber Defence Policy, which began just when
the Andromeda scandal was revealed.® For this
purpose, a commission was formed, but without
the active participation of civil society groups in
Colombia. This commission has been limited to gov-
ernmental officials, national experts in information
security and representatives from the private sector
with crucial infrastructure, such as the financial and
energy sectors.

In March 2014 the non-profit organisations De-
justicia, the Karisma Foundation, the Foundation
for Press Freedom (FLIP) and Colnodo sent an open
letter to President Santos® asking that they be in-
cluded in the surveillance commission. The aim
of the organisations was for human and internet
rights, specifically the right to privacy, to be repre-
sented in the policy-making process.

The Colombian government requested technical
assistance from the OAS, whose report was pre-
sented on 4 April 2014. Its main recommendation
was to create an entity that would oversee the op-
erations of agencies in the armed forces in charge
of cyber security, and which would report directly
to the president. The OAS also recommended that
this agency should be directed by a civilian and not
a military person,” and that the government should
aim to “harmonise the Colombian legislation with
international legislation (Budapest Convention),
particularly on issues of criminal procedural law.”
This would enable the implementation of clear
policies to prevent human rights violations and to
protect the country’s sovereignty.

9 www.enter.co/chips-bits/seguridad/ciberdefensa-colombia-
politica

10 colnodo.apc.org/destacamos.shtml?apc=|-xx-1-&x=3777

11 www.elespectador.com/noticias/judicial/colombia-no-se-rajo-el-
tema-de-ciberseguridad-y-ciberde-articulo-485831
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The OAS has contributed an interesting per-
spective to the conception of the Cyber Security
and Cyber Defence Policy, since it openly declares
the importance of incorporating the Budapest Con-
vention in the policy in order to balance national
security issues with the defence of human rights.

The Andromeda and Andrés Sepllveda infor-
mation hacking cases have yet to come before the
court. These cases exposed the flaws in the Intelli-
gence Law (1621 of 17 April 2013) and ultimately the
law failed the test. The reason is partly the lack of
a centralised body directly responsible to the presi-
dent, as proposed by the OAS.

Action steps

Civil society organisations should stay actively in-
volved in the design of policies on cyber security and
cyber defence in Colombia in order to keep a bal-
ance between the defence of the state and privacy
rights. It goes without saying that the government
should create spaces for civil society participation.

The mission of civil society is to ensure that
when laws are created, limits must be defined, as

well as to remind the government that its utmost pri-
ority is to protect its citizens. The government needs
to ensure that laws are “necessary and proportion-
ate” according to the 13 International Principles on
the Application of Human Rights to Communica-
tions Surveillance®? — particularly when the crucial
peace negotiation process, which has been going
on for two years, could be gravely affected.

It is important for these new laws to consider
the following points:

e Communications metadata could be more rel-
evant than content.

e To collect information without permission is a
crime, even if no one gets to use the information.

e When information about a citizen is requested
to solve a court case, it should be because it is
necessary, adequate and proportionate.

e It is important to strike a balance between pri-
vacy and cyber defence. That is, the right to
privacy is equal to the right to build safe com-
munications systems.

12 https://en.necessaryandproportionate.org/text
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CONGO, REPUBLIC OF

Civil society and cyber surveillance in the Republic of Congo

AZUR Développement
Romeo Mbengou
www.azurdev.org

Introduction

Information and communications technologies
(ICTs) now hold an important place in our daily lives.
They are the source of many benefits, including
easy and rapid exchanges and communication, data
storage, and the digitisation of administrative pro-
cedures. However, technologies must be respectful
of the privacy of users. This obligation applies to all,
with few exceptions, and both to institutions and to
individuals.

Yet, according to the revelations of Edward
Snowden on the work of the US National Security
Agency (NSA), it has now been established that
we are not protected from spying eyes. Everything
we do is monitored and followed by others for one
reason or another. This is cyber surveillance: that
is to say, the technical control of electronic com-
munications. Some use it as a means to spy on
what others are doing to prepare for any eventual-
ity; others in order to do harm. Whether for one
reason or another, cyber surveillance, except in
cases where it is permitted by law, is harmful for
users because it is a violation of fundamental hu-
man rights, including the right to have your privacy
respected.

As a world phenomenon, cyber surveillance
is ignored by some, its threat is minimised by
others, and it is even non-existent in some coun-
tries. So, what is the situation in the Republic
of Congo? How does civil society consider cyber
surveillance? Several Congolese civil society or-
ganisations use ICTs in their everyday work. Do
they feel monitored on the web? What about the
Congolese legislation?

These are the questions that this report will
try to answer. To do this, it is important to pro-
vide an overview of the legal framework for ICTs
in Congo, before analysing civil society aware-
ness of cyber surveillance in the country. This has
been done through interviews with civil society
organisations.

Overview of the legal framework for ICTs

The legal framework for ICTs in the Congo currently

includes:

e The Congolese Constitution of 20 January 2002,
which states in Article 19 that “everyone has
the right to freely express and disseminate his
opinions in speech, writing, image, or any other
means of communication...” Article 20 says that
“the secrecy of correspondence, telecommu-
nications or any other form of communication
cannot be violated except in the cases provided
by law.”

e Law No. 8-2001 of 12 November 2001 on the
freedom of information and communication.
This law guarantees the freedom to access in-
formation and communicate, including on the
internet.

e Law No. 9-2009 of 25 November 2009 regulat-
ing the electronic communications sector. This
law describes the conditions for the installa-
tion and operation of networks and electronic
communications services. In Article 6 it states
that “electronic communications activities are
practiced freely in accordance with the terms of
the legislation and regulations.” This law, which
also deals with the protection of users’ privacy,
prohibits cyber surveillance. Article 125 states:
“It is unlawful for any person other than the us-
ers to listen to, record, or store communications
and traffic data related to them, or submit it to
any other means of interception or surveillance
without the consent of the users concerned, ex-
cept when legally authorised to do so...”*

e Law No. 11-2009 of 25 November 2009 estab-
lishing the regulatory agency of postal and
electronic communications. In Article 5 it states
that the agency promotes and protects the
interests of users in the field of postal and elec-
tronic communications.

Other laws are being drafted, including a law on the
protection of personal data, a law on cyber security,
a law on the fight against cyber crime, a frame-
work law on the Congolese information society and

1 Law No. 9-2009 of 25 November 2009 regulating the electronic
communications sector.
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digital economy, and a plan for national broadband
development in the Congo.

Use of ICTs by civil society

Congolese civil society organisations are working
in several areas, including the defence and promo-
tion of human rights in general, the preservation of
the environment, the fight against poverty, the fight
against corruption, the fight against HIV/AIDS, and
the promotion of ICTs.

These organisations, such as the Congolese
Observatory of Human Rights (OCDH), have worked
and are working on sensitive issues concerning hu-
man rights, and, in the course of their work, they
use ICTs. Some organisations have computers on
which they can store sensitive data resulting from
the analysis or investigation of violations of human
rights. This data could include email addresses and
phone numbers. The phone is the most frequently
used way to contact a civil society organisation in
the Congo. Very few organisations maintain a web-
site, a blog or a Facebook account.

Analysis of cyber surveillance in the Congo

Interviews with civil society organisations involved
in human rights and ICTs conducted for this report
suggest that many are unaware of cyber surveil-
lance. They also pointed to the lack of a government
policy on cyber surveillance, and the lack of an inde-
pendent body securing personal data.

Civil society’s understanding
of cyber surveillance

As suggested, it appears that a number of civil
society organisations in the Congo have no clear
understanding of cyber surveillance. This is largely
due to them not having, for the most part, extensive
knowledge of and experience in using computers
and the internet. Given that they are seldom pre-
sented with circumstances that could draw their
attention to cyber surveillance, several organisa-
tions do not suspect any surveillance, interception
or control over the internet.

Loamba Moke, president of the Association for
Human and Prisoners’ Rights (ADHUC), commented,
“The concept of cyber surveillance is unfamiliar to
us. It is unclear whether our email communications
are intercepted or stored, and we don’t know how
to secure our data on the internet.” In other words,
they do not have the expertise necessary to secure
their communications, but are also unable to detect
the interception or monitoring of their electronic
communications. A similar point of view is held by
Wilfrid Ngoyi Nzamba, executive secretary of the

Congolese Association of ICT Consumer Products
and Services, who argues that there is a clear lack of
evidence on the existence of cyber surveillance. He
states that “there is no cyber surveillance in Congo”
- but for him the reasons include the fact that there
are few people qualified to carry out surveillance in
a country where there are still a lot of “computer il-
literate” citizens among the population.

However, other organisations are more aware of
digital security. This is the case with the Organisa-
tion for the Development of Human Rights in Congo
(ODDHC(), which conducted training on digital secu-
rity for human rights defenders with the support of
the Multi-Actor Joint Programme (PCPA) in March
2013. According to Sylvie Mfoutou Banga, president
of the ODDHC, “The risk of the piracy of information
from human rights advocates has led us to develop
this training on human rights and digital security.”
Several topics were discussed during the workshop:
how to create safe passwords, how to download and
install free antivirus protection off the internet, and
how to work on the internet without leaving digital
traces. Regarding phones, Mfoutou does not know
if her phone is tapped.

Another organisation, the Group of Journalists
for Peace (GJP), has received training on the secure
communications software FrontlineSMS and Front-
lineCloud. Tools like these “allow members of an
NGO to communicate safely,” said Natalie Christine
Foundou, the president of GJP. In 2013, AZUR Dével-
oppement, in collaboration with the Association
for Progressive Communications (APC), organised
training on the protection of privacy in the manage-
ment of online data on women and girl victims of
violence.?

Lack of a common national policy
on data protection

In the current institutional set-up, there is no com-
mon policy on data management, protection and
privacy. Each institution or agency, both private and
public, is obliged to manage its data in such a way
that no data theft can happen. However, the reason
why there is no common policy on data protection is
simple: email services and websites are not hosted
in Congo, but abroad, particularly in France and the
United States. Only over the past three years have
there been efforts to set up the Congolese Agency for
Internet Naming (ACNIC). This new organisation will
now manage the internet country code domain “.cg”.

“If Congolese civil society or any other person is
subject to control or cyber surveillance, this would
not be on the part of national authorities, but rather

2 www.violencedomestique-congo.net
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foreign institutions; and they will be monitored not
as Congolese civil society necessarily, but as Ya-
hoo or Google users,” said Davy Silou, a computer
engineer and independent consultant. He also men-
tioned that some computers used by civil society
are often not secure, and do not use the original
licences.

In addition, training in ICTs must remain a priority
for the Ministry of Posts and Telecommunications,
responsible for new technologies, and the Ministry
of Higher Education, as a national data protection
programme will require a high level of skills. There
is still no computer course in the one and only
public institution for higher education, the Marien
Ngouabi University of Brazzaville. Investment in re-
search and development are insufficient to be able
to develop skilled human resources in the ICT sector
in Congo. Cisco courses are offered at an approxi-
mate cost of 40,000 FCFA (USD 80) per module.

ICT incubator projects are insufficient. The com-
pany VMK created the Bantu Hub, a technology hub
located in Brazzaville, which serves as a shared
working space and an incubator for business start-
ups. Bantu Hub hosts various activities that help to
share knowledge and learning about ICTs.

Lack of an independent body ensuring
data protection and civil liberties

The Republic of Congo also lacks an independent
body for the protection of personal data and indi-
vidual freedoms on the internet in Congo.

Article 130 of Law No. 9-2009 of 25 November
2009 regulating the electronic communications
sector, appears to offer an opportunity for abuse.
According to a provision, “for the purposes of de-
fence and security, the fight against paedophilia and
terrorism, network operators open to the public or
electronic communications operators are required...
to store the data for electronic communications. In-
dividually designated and authorised governmental
agents who have a special responsibility for this
task may require operators and persons to share
the data that has been stored and processed.”3

The difference is that in other countries, citizen
identification files are protected by independent
bodies such as the National Commission for Com-
puting and Civil Liberties (CNIL) in France, to ensure
that electronic communications and data are at the

3 Law No. 9-2009 of 25 November 2009 regulating the electronic
communications sector.

service of the citizen, and that his or her privacy
and personal freedoms are not violated. This is not
yet the case for the Republic of Congo. Under these
conditions, one may wonder if Congolese citizens
and civil society in particular are actually safe from
intrusion or control on the part of public and private
authorities.

Conclusion

In light of the previous analysis, while the legal
framework does not encourage the practice of
data protection, it is clear that it is also difficult to
identify or document if cyber surveillance is taking
place. The skills at the disposal of civil society are
very limited to do this. It is therefore important to
equip Congolese civil society organisations with
knowledge of security tools to prevent intrusion
into or control of their communications. Beyond
civil society, the government should invest enough
in training, research and development in order to
develop capacity in the field of ICTs, including en-
suring data protection.

Action steps

In order to do the above, the implementation of the
following recommendations may be necessary.
The government should:

e Adopt laws on the protection of personal data.

e Establish an independent body for overseeing
the management of personal data.

e Create a computer training and internet course
in higher education.

e Investin ICT research and development.

Civil society should:

e C(Create awareness and train civil society on cy-
ber surveillance.

e Build the capacity of civil society organisations
so they can secure their personal data.

e Advocate for the adoption of a more protec-
tive legal framework for civil liberties on the
internet.

International partners and organisations should:

e Provide financial and technical resources to civil
society for awareness-raising programmes and
training on internet safety.

116 / Global Information Society Watch



COSTARICA

from a human rights perspective

Universal health data in Costa Rica: The potential for surveillance
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Introduction

In May and June 2014, the guild for primary and
secondary teachers in Costa Rica embarked on a
lengthy strike over errors in the payment of their
wages — the result of problems in the management
of their personal data. The strike led to a lot of rest-
lessness over the management of public computer
systems in general, and showed the social, eco-
nomic and political consequences of technological
applications. National interest in the administration
of personal data in public information systems such
as health records grew.

Since the mid-2oth century, Costa Rica has had
a universal health care system based on a citizen
partnership (or solidarity) model. In terms of data,
every citizen of the country has a record contain-
ing their personal and health information. To date,
most of these files are still paper-based, so that
every time a patient is seen in consultation by the
Costa Rican Social Security System (CCSS), the doc-
tor should have a physical folder that includes all of
the patient’s medical history.

It is easy to imagine the consequences that the
manual handling of this information can generate
in terms of errors, delays, loss of data and incom-
plete test results. Because of this, there has been
an increase in legal actions brought before the Con-
stitutional Court by Costa Ricans claiming that their
right to health has been compromised. Addressing
this issue is particularly important in a national con-
text where there is strong pressure for privatisation.

Looking for a comprehensive and long-term
solution, the Constitutional Court issued a ruling di-
recting the CCSS to solve this problem by issuing a
single electronic health record (EDUS) in 2012. This
decision is supported by a bill passed by the Legis-
lative Assembly in 2013, where the project has been
declared a national project, and a period of five
years given for its development. EDUS is described
in the bill as follows:

The Single Electronic Health Record is the re-
pository of patient data in digital form, stored

and exchanged securely, and that can be ac-
cessed by multiple authorised users. It contains
retrospective, current and prospective infor-
mation and its main purpose is to support the
efficiency, quality and integrity of health care.

Due to the universal nature of the Costa Rican health
care system, we can say that when EDUS is imple-
mented it will be a national treasure of information
and useful data for decision making in public health.
It will help to improve the efficiency of the service,
and support transparency, accountability and citi-
zen oversight. However, EDUS may also be of high
value to multiple interests outside the public health
care system, such as private medical enterprises,
insurers, employers, pension operators, banks,
security agencies, advertising companies, the po-
lice and the judiciary, among others. Therefore, the
implementation of EDUS by the CCSS is undoubt-
edly an important step towards strengthening the
right to health among the Costa Rican population,
but also represents a major national challenge in
terms of the potential of this information for citizen
surveillance, where the security and privacy of per-
sonal data are compromised.

Although pilots of some parts of the project?
have started already, EDUS is still in the design and
development phase. This is the right time to gener-
ate a national discussion —which has not happened
- about what the electronic records may represent
when it comes to public surveillance. With this
purpose in mind, discussions have been held with
national stakeholders: civil society, academia, law-
yers, doctors, system designers and the CCSS. They
have different perspectives on the issue, which are
reflected in this report.

A human rights approach

This report focuses on citizen surveillance from a
human rights perspective. It is considered a citi-
zen’s right to know how our data is managed, what
information is generated from it, and for whom.
Given this approach, it is crucial that Costa Ricans
participate in defining how the health record is

Opinion prepared by the Commission on Science, Technology and
Education of the Legislative Assembly (2010-2014), July 2011.

2 Mainly at the primary care level (according to the proposed plan).
See: portal.ccss.sa.cr/EDUS_WEB/edus/EDUS.html
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built, which data will be available in the digital files,
who will have access to what data, what policies
and procedures are governing the privacy and secu-
rity of the information, and how to ensure that this
information will not be used for surveillance and
other private purposes. It is also necessary to de-
fine the mechanisms of public oversight to ensure
processes and agreements on the management of
the information are implemented properly.

With the understanding that this is a highly
technical process, both from the information tech-
nology perspective and from a medical point of
view, citizen participation in building EDUS has
been absent so far. The process has been defined
as a specialised health and computing process, not
as a process that has to do with citizen information.

The analysis of EDUS must be performed from
different perspectives, which are interrelated and
indivisible:

From the perspective of the right to health

As indicated in the bill, the implementation of EDUS
is an essential condition to improve the exercise of
the right to health in Costa Rica:

The application of this technology in the CCSS
aims to reduce waiting lists in health care ser-
vices, improve the quality of care and eliminate
duplication of administrative procedures relat-
ed to the data of the insured...

The current fragmentation of health data can
be solved through the standardisation and
integration of information resulting from the
integration of programming languages, technol-
ogy platforms and operating costs in a single
system.3

From discussions with stakeholders, several impor-
tant challenges have been identified:

e Thereis a great risk in seeing EDUS as the mag-
ic solution to the fundamental problems of the
CCSS. But as noted by the Comptroller General
of the Republic, following the implementation of
the information system, a complete reorganisa-
tion of the institution must be undertaken, so
that this public investment does not become an
unnecessary expense.

e There is resistance to change by a large group
of health care workers in general and doctors in
particular, who consider EDUS a system that can
be used to control their performance.

3 Affirmative opinion prepared by the Commission on Science,
Technology and Education of the Legislative Assembly (2010-2014),
July 2011.

e (Cost and time represent a major risk to project
success. Some of those consulted feel that there
is a lack of good analysis of what this means now,
and what it will mean in the future for CCSS, and
raise concerns that EDUS may unbalance CCSS’s
budget if a good projection is not made.

e The success of EDUS will be determined by
other national issues that are not under the con-
trol of the CCSS, such as access to the internet
throughout the country.

e The need to think about other models where the
electronic health record is administered by each
citizen (as with personal bank accounts) has
been proposed.

From the perspective of citizen oversight
of the health care system

Having a system such as EDUS would have a high
value for the control and supervision of health ser-
vices, as well as accountability and transparency in
the provision of universal service. A condition for
this to be possible is to have accessible, updated
and available information to enable citizens to
learn, evaluate and propose actions to strengthen
the universal health care system.

At present there is no information on the func-
tioning of the health care system available for
public examination. Those interested in exercising
this role as citizens must look at various files (of-
ten with little information), request authorisation
to access public information, and learn to analyse
complex and disconnected data.

Until now, the development process of EDUS
has not referred to the integration of information
modules that allow citizen oversight. Civil soci-
ety has not developed or proposed actions in this
regard and seems to be unaware of the positive im-
pact this can have on universal service and citizen
surveillance.

From the perspective of citizen surveillance

In terms of citizen surveillance, it is important to
mention that when the EDUS bill was discussed, the
Commission on Technical Affairs of the Legislative
Assembly addressed the confidentiality of data for
the first time as a human rights issue that must be
regulated. It indicated that the technological solu-
tion chosen for the creation of the records should
have certain characteristics, including security:
“The electronic record and the software solutions
that interact with it must meet the criteria estab-
lished for this purpose in the scientific, ethical and
administrative technology field, in order to ensure
integrity, confidentiality and availability in the use,
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TABLE 1.

Progress

Summary of discussions on EDUS with key stakeholders

Right to health

Greater control and monitoring of the provision
of health care services

Greater efficiency in health care services
Would strengthen universal service

Facilitates the prioritisation of care according to
health conditions

Citizen surveillance
There is a good data protection law

Favours an analysis of the health care system for
decision making

Facilitates accountability and transparency
Allows greater control and oversight by citizens

It is an opportunity to have an open database
available to the public

Risks

Information should belong to the people, not
the health care system.

To ensure universality it is essential that
all citizens have equal access to their elec-
tronic records, no matter where they are
geographically.

Doctors are seeing electronic records as a way
to control their performance. There is resist-
ance to change.

The financial cost of the project is very high and
the state does not have the resources to de-
velop it. It also has associated long-term costs
that are not contemplated.

Implementation time is very short for the com-
plete system.

Need for thorough reorganisation of CCSS.

Technological solution is seen as the magic
solution.

Regulation:

Despite the good data protection law, the regulations
and accompanying implementation at national level
are weak.

Technology policies, agreements and conditions for
the safeguarding of health data are unclear.

There is no specific legal framework for health
records.

Internal process:

There are different views within the CCSS on what to
do in terms of technological development in general,
and specifically when it comes to EDUS.

There is a need to update staff at CCSS on the
governance of health technologies, security and data
privacy, open government and citizen surveillance.

Development process:

The CCSS, which oversees the implementation of
EDUS, has emphasised the functional aspect of the
system rather than the security and privacy of data
and the potential of citizens monitoring the data.

Civil society, health actors and decision makers are
not informed about the development process of EDUS,
nor have they discussed aspects of security, privacy
and surveillance in these instances.

Source: Prepared by the authors.

management, storage, maintenance and ownership
of the data included in the clinical record.”*

However, in conversations for the preparation of
this report, the issue of data security from the point
of view of system functionality (user profiles related
to access rights, for example) was emphasised, in-
stead of the issue of citizen surveillance, which is
not seen as an important issue in the development
of EDUS. Nevertheless, you can think of citizen sur-
veillance from two angles:

4 Replacement text for Article 5 of the bill, proposed by the
Committee on Technical Issues of the Legislative Assembly, 2012.

The provision of health data for surveillance
from the private sector, whose interests are very
diverse, ranging from strengthening the private
health schemes that compete with universal
public service, to designing advertising cam-
paigns for specific target audiences.

The availability of health data for surveillance
by the state, whose current and future interests
may also be very different, starting with public
safety to the repression of social and popular
movements.
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The information in the health record belongs by law
to the CCSS. Currently the EDUS process involves
developers, database administrators (responsible
for the “data centre”), support staff and health
personnel who have access to different groups of
data, which are handled in line with confidentiality
clauses. The policies or regulations that will consti-
tute the legal framework for the management and
protection of the health records are not yet defined.
The existing regulatory framework dates from 1999
and corresponds to physical files. While there is a
very good law for data protection in Costa Rica, its
regulations and implementation remain weak.

According to the stakeholders interviewed for
this report, in the CCSS there are multiple visions of
what should be done in terms of the development
of information and communications technologies
(ICTs), as well as computer systems, including
EDUS. A discussed and shared policy, updated in
the light of major issues such as the governance of
health technologies, citizen surveillance, open gov-
ernment, security and data privacy, and the use of
cloud technology, among many other urgent tech-
nological considerations, is not available.

Discussions with stakeholders show that ad-
dressing citizen surveillance has not been a priority
in the development of EDUS up until now. This is
compounded by the lack of understanding of the
topic and the risks entailed at the technical and
political levels. It is possible that the issue of sur-
veillance might not be a priority, because it is not
visible.

One can tell that the development of EDUS is
caught between two forces: On the one hand the
political pressure and the mandates of the Consti-
tutional Court, the Legislative Assembly and the
Comptroller General’s Office in terms of the right to
health; and on the other hand, the need for clearly
defined policies, the strengthening of knowledge
and skills, and citizen participation to address the
system from perspectives that go beyond the tech-
nical aspects of computing.

Action steps

To address the issue of citizen surveillance in Costa
Rica, the following steps are proposed:

e Continue the discussion with academia, the
CCSS, civil society and other stakeholders to
strengthen understanding of the topic of citizen
surveillance in Costa Rica, specifically in the
case of EDUS.

e Civil society should participate in forums where
the issue is being addressed (CCSS, the leg-
islature, the Medical Association and the Bar
Association, among others).

e Raise awareness in community health commit-
tees and associations on the subject of health
information systems.

e Create opportunities for citizen participation in
the design, development and implementation of
EDUS so that it is not perceived as a technical
issue but as a matter dealing with the right to
information.

e Strengthen the training of staff in the judiciary,
the CCSS and the legislature on issues such as
citizen surveillance, security and data privacy.

e Strengthen the technical capacity of health staff
on the development of public information sys-
tems and the importance of managing privacy
and data security, as well as the risk of citizen
surveillance.
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Introduction

After the overthrow of Hosni Mubarak, Egypt’s pres-
ident for 30 years, on 11 February 2011, the country
has been in political, social and economic turmoil
due to an unstable transition that is still unfolding.
Under Mubarak’s regime the information and com-
munications technology (ICT) sector had been a
flagship for the Egyptian economy since the early
2000s. To promote its growth and competitiveness,
the sector has been modernised and liberalised to
the extent of becoming one of the most deregulated
and promising economic sectors in Egypt.*

The government’s plan was to make Egypt a re-
gional and global ICT outsourcing hub, on par with
leading Asian countries. Egypt positioned itself as
an international call centre and competed with Gulf
countries in its contribution to Arab content locali-
sation and development. In addition, the country
hosts the SEA-ME-WE2, a central communication
node linking the Middle East, Southeast Asia and
Europe. The IT sector was a potential labour market
for many income-seeking youth in Egypt who were
encouraged to acquire IT skills from networking and
programming to hardware assembly and ICT cus-
tomer servicing.

In June 2013, 36 million Egyptians, or 43% of
the population, were online — an increase of 4.79
million from 2012. Mobile diffusion has literally
gone through the roof, at 116%, i.e. 98.8 million in
2013.2 Egypt’s population was officially estimated
at 85 million in 2013.3 This means that many adult
Egyptians own more than one mobile phone. Smart-

1 Fora more detailed account on Egypt’s ICT infrastructure, see
Hassanin, L. (2008). Egypt. In APC, Global Information Society
Watch 2008: Access to infrastructure. www.giswatch.org/country-
report/2008/egypt

2 Ahram Online. (2013, October 28). Egypt Internet users reach 36
million in June 2013: MCIT. Ahram Online. english.ahram.org.eg/
NewsContent/3/12/84996/Business/Economy/Egypt-Internet-
users-reached--million-in-June--MCl.aspx

3 World Population Review: worldpopulationreview.com/countries/
egypt-population

phone diffusion, however, was estimated at only 5%
in 2013, on the lower end in the region.#

With all this computer, mobile and internet dif-
fusion, online spaces were also being used in ways
that the government did not like. Bloggers and
political activists began using mobile phones to or-
ganise strikes and demonstrations. Social networks
rallied youth to common political causes and blogs
were used to vent discontent and alert the public
and international media to infringements — politi-
cal, socioeconomic, gender-related or any other.
The Egypt country report in GISWatch 2009: Ac-
cess to online information and knowledge gives
examples of online activism and the government’s
surveillance and control of bloggers and activists.5
The same tactics are still being employed, although
since February 2011 more repressive measures such
as widespread arrests and military trials of activists
and bloggers have been taking place.

Internet surveillance

In this report, internet surveillance is defined as
“the monitoring of the online behavior, activities, or
other changing information, usually of people, and
often in a surreptitious manner. It most refers to the
observation of individuals or groups by governmen-
tal organizations.”¢

Surveillance includes scanning internet use,
but is often conducted in a more intrusive manner
involving interception of electronically transmit-
ted information online through special equipment
and software. Surveillance is done by direct hu-
man observation and automated means. Software
captures internet traffic and analyses it. Remote ac-
cess to individual computers and mobile phones is
also widely used. Online open-source intelligence
(OSINT), using information available through social
media, blogs, forums and so forth, is another impor-
tant means of information sourcing. In Egypt this is
done primarily by the government.

4 Ipsos. (2013). Presentation at ArabNet, Beirut, Lebanon, 25 March.
www.slideshare.net/IpsosMENA/ipsos-arab-net-presentation-
beirut-2013

5 Hassanin, L. (2009). Egypt. In APC, Global Information Society
Watch 2009: Access to online information and knowledge. www.
giswatch.org/country-report/20/egypt

6 T Law Wiki: itlaw.wikia.com/wiki/Internet_surveillance
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Egypt has not been identified as an “enemy of
the internet” by Reporters Without Borders in their
2014 report, despite the known internet surveil-
lance of perceived critics and enemies of incumbent
power holders.

Under Mubarak there was an unspoken rule of
“let the people vent” as long as there was no out-
spoken criticism or “foul language” used against
the president, his family, or any leading political
figure. Citizens, and more specifically journalists
and opposition figures, were allowed to voice criti-
cism on socioeconomic and political issues. It was
perceived as a political tool to disperse pent-up
feelings against an authoritarian regime, and there-
by prevent a more damaging building up of political
dissatisfaction. Surveillance and control were tar-
geted at specific individuals. As the events of the
25 January Revolution showed, this tactic did not
help to dispel deep-set opposition to the Mubarak
regime.

Yet overall access to websites was kept open,
aside from repeated legal attempts to clamp down
on pornographic sites. Islamists have been trying
since 2009 to ban porn sites through legal rulings,
the latest of which was on 30 March 2012.7 These
efforts, however, were opposed, mostly by the
Ministry of Communications and Information Tech-
nology (MCIT), as unenforceable for technical and
financial reasons.®

It should be pointed out that the average Egyp-
tian surfing the internet has more freedom than
her or his user counterpart in the United States,
for example. There is scant commercial and busi-
ness surveillance, and online information is not
widely used commercially. There have also been no
noted stories of employers using online information
against their employees or prospective job seekers.

The emergency law and internet surveillance

Egypt is in a period of political and socioeconomic
transition after the popular revolution in early 2011.
The initial aspiration for a more democratic system
had failed due to a vacuum of order and security.
The lawlessness that Egypt was subjected to af-
ter Mubarak’s stepping down from power led to

7 OpenNet Initiative. (2012, March 29). Egypt’s government plans
to block all online pornography. OpenNet Initiative. https://
opennet.net/blog/2012/03/egypts-government-plans-ban-
pornography-online; Associated Press (2012, November 7). Egypt
prosecutor orders ban on online pornography. USA Today. www.
usatoday.com/story/news/world/2012/11/07/egypt-ban-online-
pornography/1689847

8 El-Dabh, B. (2012, November 11). Ministry of Communications
details difficulties in porn ban. Daily News Egypt. www.
dailynewsegypt.com/2012/11/11/ministry-of-communications-
details-difficulties-in-porn-ban

widespread public acceptance of a military hold
over the country. President Abdel Fattah El-Sisi
has been elected with the hope that he leads with
a strong hand. Yet his political power is still in the
process of consolidation, with the prospect of a
clampdown on some of his most vocal and danger-
ous opponents continuing.

Internet surveillance in Egypt is closely tied
to the “emergency law”, Law No. 162 of 1958.9 Ac-
cording to Sadiq Reza, Egypt’s rulers have used
emergency rule “to assert and maintain control over
the Egyptian populace at large.” This allowed them
to establish a government based on emergency rule
using exceptional measures of surveillance and
control. The legal institution of emergency powers
and their enforcement have been “a vehicle for the
creation of the modern Egyptian state and a tool for
the consolidation and maintenance of political pow-
er by the government,” allowing the suppression of
opposition.®®

The emergency law’s main stipulations are stat-
ed in its third article. The law gives the government
a wide margin of control that is loosely defined as
follows:

e To restrict people’s freedom of assembly, move-
ment, residence, or passage in specific times
and places; arrest suspects or [persons who are]
dangerous to public security and order [and] de-
tain them; allow searches of persons and places
without being restricted by the provisions of the
Criminal Procedure Code; and assign anyone to
perform any of these tasks.

e To order the surveillance of letters of any type;
supervise censorship; seize journals, newslet-
ters, publications, editorials, cartoons, and any
form of expression and advertisement before
they are published, and close their publishing
places.

* To determine the times of opening and closing
of public shops, and order the closure of some
or all of these shops.

e To confiscate any property or building, order the
sequestration of companies and corporations,
and postpone the due dates of loans for what
has been confiscated or sequestrated.

e To withdraw licences of arms, ammunition, ex-
plosive devices, and explosives of all kinds,
order their confiscation by the government, and
close arms stores, and

9 www.scribd.com/doc/31221133

10 Reza, S. (2007). Endless Emergency: The case of Egypt. , 10(4),
532-553. www.bu.edu/law/faculty/scholarship/workingpapers/
documents/RezaSo31208rev.pdf
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e To evict people from areas or isolate these ar-
eas; regulate the means of transport through
these areas; and limit the means of transport
between different regions.™

How does the Egyptian emergency law compare with
the 13 International Principles on the Application of
Human Rights to Communications Surveillance?*
The emergency law seems to be diametrically op-
posed to the latter.

The emergency law has been used almost
uninterruptedly since 1981 in Egypt. With the ascen-
dance of the Supreme Council of the Armed Forces
(SCAF) from February 2011 to June 2012, the law con-
tinued to be in operation. After President Mubarak
was deposed, the SCAF became the governing body
on 13 February 2011 to oversee the transfer of pow-
er to a civilian government elected by the people.
The SCAF was created in 1968 by President Abdel
Nasser to coordinate military strategies and opera-
tions during wars; it was not foreseen that it would
become a national governing body. However, during
its six-month rule it managed to solidify its new po-
litical role through constitutional amendments.

During the SCAF’s rule there were several dec-
larations that the emergency law would come to an
end, but this never happened.* The SCAF found it
more convenient to have the emergency law at hand
to engineer its political hold over the country.

With the election of President Mohamed Morsi
as the Muslim Brotherhood government representa-
tive from 30 June 2012 to 3 July 2013, the emergency
law was also found useful to control unrest and
opposition. Notably, in two cases: once to subdue
violence in public places in the port cities of Ismail-
ia, Suez and Port Said;* and the second time as an
excuse to fight “thuggery” — but it was also used to
silence the media.*

The emergency law came into full power and
use with Morsi’s removal by the army under General
Abdel Fattah al-Sisi on 3 July 2013. The interim gov-
ernment that ruled for 11 months used widespread

11 Emergency Law, Law No. 162 of 1958.

12 https://necessaryandproportionate.org/text

13 Ahram Online. (2012, May 31). Egypt state of emergency ends
for the first time in 30 years. Ahram Online. english.ahram.org.
eg/NewsContent/1/64/43368/Egypt/Politics-/Egypt-state-of-
emergency-ends-for-first-time-in--y.aspx

14 Shenker, ). (2011, September 16). Egyptians rally in Tahrir
Square against return of emergency laws. The Guardian. www.
theguardian.com/world/2011/sep/16/egyptians-rally-tahrir-
square-laws

15 BBC. (2013, January 28). Egypt unrest: Morsi declares emergency
in three cities. BBC. www.bbc.com/news/world-21224643

16 Ahram Online. (2012, August 28). President Morsi considering
new emergency laws: Justice Minister. Ahram Online. english.
ahram.org.eg/NewsContentP/1/51440/Egypt/President-Morsi-
considering-new-emergency-laws-Jus.aspx

surveillance, control and detention against
members of the Muslim Brotherhood and youth
protestors in the 25 January Revolution. According
to WikiThawra, security forces arrested more than
41,000 Egyptians for political transgressions® after
Morsi’s removal.’® The arrests were mainly of Mus-
lim Brotherhood supporters, liberal youth and other
secular political opponents.

El-Sisi had just been declared president when it
was leaked that the Ministry of Interior had adver-
tised an international tender for the surveillance of
social networking sites frequented by Egyptians.®
Nearly simultaneously, Bassem Youssef, the leading
Egyptian comic, who rose to fame with his political
satire on YouTube after the 2011 revolution, ended
his TV show citing unbearable pressure on himself
and his family.?°

Conclusion

Egypt is going through unprecedented times: the re-
cent past is not pointing to a more open, transparent
political system. There is popular backing, after three
years of debilitating unrest and chaos, for a strong-
armed government — even at the expense of personal
freedoms. In addition, the government is also wag-
ging the fundamentalist threat card and justifying
the emergency laws and online surveillance and
control as a means to protect its people. In the fore-
seeable future, online surveillance and control will
be stepped up by the El-Sisi government. The track-
ing of and crackdown on dissidents will intensify.

From a non-governmental perspective, at least
for now, Egyptians are not seriously in danger of be-
ing mined online for commercial and business data
and information. As to the availability of websites in
general, it remains to be seen if they will continue
to enjoy the relatively open internet access they his-
torically had in terms of access.

However, politically speaking, Egypt seems to
be looking at a lengthy period of instability with
continuous repression of “divergent elements”. This
means ongoing online surveillance, among other
more traditional surveillance methods. Legally,
surveillance has been justified by the government

17 From 3 July 2013 to 15 May 2014.

18 WikiThawra: Statistical Data Base of the Egyptian Revolution.
wikithawra.wordpress.com/author/wikithawra

19 Gamal el-Deen, K. (2014, June 3). Egypt to impose surveillance
on social networking sites. PressTV. www.presstv.ir/
detail/2014/06/03/365344/egypt-to-impose-surveillance-on-
social-networking-sites

20 Hendawi, H. (2014, June 2). Egyptian satirist Bassem Youssef ends
his TV show. The Boston Globe. www.bostonglobe.com/news/
world/2014/06/02/egyptian-satirist-bassem-youssef-ends-his-
show/7tKEXoyMhjKFVsYcSyojgL/story.html
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since 1958 as an attempt to secure the country in-
ternally from Islamists and externally from its main
enemies, Israel and Iran, and their cronies.

This “state of emergency” was lifted after 11
February 2011, when Mubarak was deposed, but re-
instated in September 2011 by the SCAF. The state
of emergency gives the government a free hand to
suppress meetings, demonstrations and strikes and
allows imprisonment, confiscation and detention
without a warrant or additional legal justification. It
also gives a green light to any form of online surveil-
lance and control.

With EL-Sisi as president, there does not seem
to be any reason why the emergency law should
cease. On the contrary, with the Islamist threat, the
new government has more of an alibi to extend it.
Egypt’s new government is also using the argument
that in Europe and the United States, widespread
internet surveillance of citizens is happening.*

Action steps

Free online speechis not looking at a promising near
future in Egypt. With enormous political, economic
and social challenges at play, it is not foreseeable
that the emergency law, and consequently internet
surveillance, will be reined in any time soon. In fact,
recent indications point to the opposite.

Are there any concrete new actions steps? Not
really. What can be said is that:

21 Amnesty International. (2014, June 4). Egypt’s plan for mass
surveillance of social media an attack on internet privacy and
freedom of expression. Amnesty International. www.amnesty.org/
en/news/egypt-s-attack-internet-privacy-tightens-noose-freedom-
expression-2014-06-04

e Journalists, bloggers and civilians have been
trained by various international organisations,
including Reporters Without Borders, on com-
munication and data protection for years.?

e Individual surveillance circumvention is noto-
riously hard and leaky. Egypt is among many
countries that face online surveillance and,
even with more stable political systems, govern-
ments tend to raise the spectre of “terrorism” to
justify widespread surveillance, as has been the
case with the National Security Agency (NSA) in
the US. As the surveillance technology is eas-
ily acquired by government agencies and is
hard to detect by civilians, it remains doubtful
that online surveillance will decrease. In addi-
tion, internet service providers (ISPs), search
engines, social networks and the like are under
legal pressure to comply with governmental re-
quests for data disclosure.

What does that mean for the activist? The usual cat
and mouse game of trying to come up with codes
and dodging being tracked by encrypting connec-
tions. Any code or tracking evasion will be found out
sooner or later, so the name of the game is to stay
ahead, change often — or maybe it is time to look for
a less surveilled communication channel?

22 Reporters Without Borders. (2014). Enemies of the Internet 2014.
12mars.rsf.org/wp-content/uploads/EN_RAPPORT_INTERNET_
BD.pdf
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Introduction

Ethiopia is the oldest independent country in Africa
and one of the oldest in the world.* Politically, Ethio-
pia is a federal republic under its 1994 constitution.
The current ruling party, the Ethiopian People’s
Revolutionary Democratic Front (EPRDF), has gov-
erned Ethiopia since 1991. Since taking power, the
EPRDF has led ambitious reform efforts to initiate
a transition to a more democratic system of gov-
ernance and decentralise authority. Although still
considered one of the world’s poorest countries, the
second most populous nation in Africa has recorded
fast growth over the last five years. In 2012/2013, its
economy grew by 9.7%, which made it one Africa’s
top-performing economies.?

The latest survey from the World Economic Fo-
rum puts Ethiopia at 130th out of 148 countries in its
Networked Readiness Index.> The index measures
the ability of economies to leverage information
and communications technologies (ICTs) to boost
competitiveness and well-being. Internet usage in
Ethiopia is still in its infancy, with less than 1.5% of
Ethiopians connected to the internet and fewer than
27,000 broadband subscribers countrywide.

In the context of the International Principles on
the Application of Human Rights to Communications
Surveillance,* this report assesses the ICT develop-
ment policy and legal environment in Ethiopia, and
how digital surveillance could impact on this.

Policy and legal frameworks

Article 26 of the 1994 Ethiopian Constitution states
with regard to the “Right to Privacy”: “All persons
have the right to the inviolability of their letters,
post and communications by means of telephone,

1 www.ethioembassy.org.uk/fact%2ofile/a-z/history.htm

2 World Bank. (2012). World Atlas. www.worldatlas.com/aatlas/
world.htm

3 Bilbao-Osorio, B., Dutta, S., & Lanvin, B. (Eds.) (2014). The Global
Information Technology Report 2014: Rewards and Risks of Big
Data. Geneva: World Economic Forum, INSEAD, and Johnson
Graduate School of Management, Cornell University.

4 https://en.necessaryandproportionate.org/text

telecommunications and electronic devices.” It
further states: “Public officials shall respect and
protect these rights. They shall not interfere with
the exercise of these rights except in compelling
circumstances and in accordance with specific
laws which aim to safeguard national security, pub-
lic safety, the prevention of crime, the protection
of health, morals and the rights and freedoms of
others.”

There are, therefore, specific laws that allow
public officials to interfere with the exercise of the
rights of individuals granted in the constitution.
These laws are as follows:

Anti-Terrorism Proclamation No. 652/2009.5
Article 14 of the Anti-Terrorism Proclamation, on
“Gathering Information”, proclaims: “To prevent
and control a terrorist act, the National Intelligence
and Security Service may, upon getting a court war-
rant: a) intercept or conduct surveillance on the
telephone, fax, radio, internet, electronic, postal
and similar communications of a person suspected
of terrorism; b) enter into any premise in secret
to enforce the interception; or c) install or remove
instruments.”

Prevention and Suppression of Money Launder-
ing and Financing of Terrorism Proclamation No.
780/2013.% Under “Investigative Techniques”, part
4 of Article 25 of this Proclamation declares: “For
the purpose of obtaining evidence of money laun-
dering or financing of terrorism or tracing proceeds
of crime, the judicial organs may authorize crime in-
vestigation authorities, for a specific period, among
others, to access computer systems, networks and
servers; and to place [an individual] under sur-
veillance or to intercept communication; and to
intercept and seize correspondence.”

Telecom Fraud Offence Proclamation No.
761/2012.7 Under this law, evidence gathered
through interception or surveillance in accordance
with the Criminal Procedure Code and other rel-

5 Federal Democratic Republic of Ethiopia. (2009). Anti-Terrorism
Proclamation No. 652/2009.

6 Federal Democratic Republic of Ethiopia. (2013). Proclamation on
Prevention and Suppression of Money Laundering and Financing of
Terrorism, Proclamation No. 780/2013.

7 Federal Democratic Republic of Ethiopia. (2012). Telecom Fraud
Offence Proclamation No. 761/2012.
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evant laws will be admissible in court in relation to
telecom fraud offences.

Key issues

There has been a proliferation of counter-terror-
ism legislation globally following 9/11, which is
considered a turning point in the history of counter-
terrorism.® As indicated above, Ethiopia also passed
an anti-terrorism law in July 2009. Since its prom-
ulgation, this law and its application have been
controversial. A recent BBC articled published on
25 March 2014, referring to a Human Rights Watch
(HRW) report on Ethiopia, reported the Ethiopian
government’s use of imported technology (mainly
from European and Chinese firms) to undertake
surveillance on the phones and computers of its
perceived opponents. The report points out that
given that all phone and internet connections in
Ethiopia are provided by a state-owned company,
the government has the power to monitor commu-
nications and have access to all call records of all
telephone users in the country. This includes ac-
cess to recorded conversations that can be used
in the interrogation of suspects. According to the
HRW report, the government has extended its sur-
veillance to Ethiopians living overseas. Ethiopians
living abroad (mainly in the United Kingdom and the
United States) have accused the government of us-
ing spy software on their computers.

In terms of the legality and legitimate aim of
such action, the government has issued the anti-ter-
rorism law on the grounds of the clear and present
danger of terrorism in Ethiopia, coupled with the in-
adequacy of ordinary laws to deal with this reality.
Furthermore, it also argues that the United Nations
Security Council resolution 1373 (2001) requires
countries (including Ethiopia) to pass the law.*
However, given the fact that digital surveillance is a
highly intrusive act that interferes with the rights to
privacy and freedom of opinion and expression, the
proportionality of its application is feared to under-
mine the democratic process.

The Ethiopian Television and Radio Agency
hosted a debate™ in August 2013 among political
parties on a range of issues relating to the Ethio-
pian anti-terrorism law and its application. While

8 Kassa, W. D. (2013). Examining Some of the Raisons D’Etre for the
Ethiopian Anti-Terrorism Law. Mizan Law Review, 7(1).

9 BBC. (2014, March 25). Ethiopia uses foreign kit to spy
on opponents — HRW. BBC. www.bbc.com/news/world-
africa-26730437

10 United Nations Security Council Resolution 1373 (2001), adopted
by the Security Council at its 4385th meeting, on 28 September
2001.

11 www.youtube.com/watch?v=-g5/hwpAt4U

the incumbent ruling party argues the legitimacy
of this law on the grounds of the clear and pres-
ent danger of terrorism in Ethiopia, the opposition
parties argued the impact of this law on democratic
rights and processes in the country. Furthermore,
this can be considered a means of popularising the
law to create awareness among the wider public,
given there is little evidence of the level of aware-
ness among the public in general on the use and
scope of digital surveillance techniques and powers
stated in the law. There is also little awareness both
among civil society and the legislature of interna-
tional principles such as user notification, where
individuals should be notified of a decision au-
thorising communications surveillance with enough
time and information to enable them to appeal the
decision, or the need for independent public over-
sight mechanisms.

With regard to the international principle on the
integrity of communications and systems, where
states should not compel service providers or hard-
ware or software vendors to build surveillance or
monitoring capability, the anti-terrorism law de-
clares in Article 14 that “any communication service
provider shall cooperate when requested by the Na-
tional Intelligence and Security Service to conduct
the interception.”

A recent article in Addis Fortune* reflects con-
cern for privacy and data protection amidst the
growing use of the internet in Ethiopia and global
digital intrusion. In this context, the international
principle on safeguards for international coopera-
tion suggests applying the higher level of protection
forindividuals where there are agreements between
states. Furthermore, the international principle on
safeguards against illegitimate access suggests
that states should enact legislation criminalising
illegal communications surveillance by public and
private actors. In both instances, there is concern
that Ethiopia does not have a legal framework that
could make authorities liable for a breach of user
data and cross-border cyber-security issues. This
occurs in the context of a lack of concern from
Ethiopian internet users on the subject, and is one
important gap that needs to be addressed by the
government. Such a gap is also noted in the Infor-
mation and Communication Technology Policy of
2009, which clearly recognises the need, among
other cyber-oriented laws, to issue a data protec-
tion law.

12 Yilma, K. (2012, June 5). Unprepared Ethiopia faces privacy
intrusion. Addis Fortune. addisfortune.net/columns/unprepared-
ethiopia-faces-privacy-intrusion
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As the number of internet users increases over
time — the government plans to increase it to 3.69
million by the end of the Growth and Transforma-
tion Plan (GTP) period in 2015% — the data privacy of
internet users in Ethiopia will undoubtedly become
crucial if this sector is to contribute its share to the
economy. A recent report from the McKinsey Global
Institute® indicates that, as in many countries in Af-
rica, the internet’s contribution to Ethiopia’s gross
domestic product (GDP) is 0.6%, which is low com-
pared to the leading countries of Senegal (3.3%)
and Kenya (2.9%). Ethiopia falls under the category
of countries that perform below their weight, along
with Angola, Algeria and Nigeria.

It would therefore be important to assess the
implications of digital surveillance on the growth
of ICT-based services such as e-commerce* and
e-government,*® which are both key sectors given
prominent attention in the implementation of the
national ICT policy in Ethiopia. The Ministry of
Communications and Information Technology is
currently implementing the e-government strategy,
which aims to develop more than 200 e-services
(currently in different phases of implementation)
and get 20% of government departments online.”
There is also evidence of the growing use of ICTs in
business, with internet use in companies in Ethiopia
rated at 3.6 on a o to 7 index range.*® It is therefore
important to review the impact of laws on the growth
and use of the internet in various sectors.

For example, although the proclamation
on the “Prevention and Suppression of Money
Laundering and Financing Terrorism” does not ex-
plicitly address e-commerce, there is a need to
assess whether the provisions of the law have an
impact on e-commerce broadly and electronic fund
transfers specifically. Similarly, e-government could
be affected by the legislation mentioned above in
both positive and negative ways, which requires
further investigation. While the intense focus on
improving data collection and information practices
and systems may contribute to the establishment
of government-wide technical standards and best
practices that could facilitate the implementation

13 |bid.

14 McKinsey & Company. (2013). Lions go digital: The Internet’s
transformative potential in Africa. Johannesburg: McKinsey Global
Institute.

15 Commercial transactions on the internet, whether retail business-
to-customer or business-to-business or business-to-government,
are commonly called electronic commerce, or “e-commerce”.

16 E-government involves using information technology, and
especially the internet, to improve the delivery of government
services to citizens, business, and other government agencies.

17 McKinsey & Company. (2013). Op. cit.

18 |bid.

of new and existing e-government initiatives, it
could also promote the use of secure web portals
to help ensure the data integrity of transactions be-
tween the government and citizens and business.
However, concerns about the potential abuses of
data collection provisions could jeopardise citizen
enthusiasm for carrying out electronic transactions
with the government.

With the evolution of the internet and digital
communications, new trends are emerging and
regulatory interventions are becoming even more
complex in the context of these emerging issues
— such as the revelations of widespread internet
surveillance, human rights imperatives, the line be-
tween privacy versus security, and managing critical
resources that make the internet possible. In this
regard, governments should demonstrate greater
transparency as regards their practices in the col-
lection of personal data, taking into account the
considerations of national security, citizen rights
and public accountability.

Conclusions

The World Summit on the Information Society
(WSIS) Action Plan recommends “cooperation
among the governments at the United Nations and
with all stakeholders as appropriate to enhance
user confidence, build trust, and protect both data
and network integrity; consider existing and poten-
tial threats to ICTs; and address other information
security and network security issues.” Though be-
lated in realising the legal framework in changing
circumstances, such as the growing ubiquity of the
internet, the Ethiopian government has recently
started working on these issues. Laws that regu-
late online behaviour and transactions are in the
pipeline. A cyber-crime law, drafted by the Informa-
tion Network Security Agency, and an e-commerce
law, drafted by the Ministry of Communication
and Information Technology in collaboration with
the United Nations Economic Commission for Af-
rica (UNECA), are examples. In this regard, the
Conference of African Union Ministers of Justice
adopted the African Union Convention on Cyberse-
curity and Personal Data Protection in May 2014.
The Convention, which was drafted by UNECA in
collaboration with the African Union Commission,
and which has been reviewed through a series of
sub-regional consultations with regional economic
communities, is expected to be tabled before the
African Union Heads of State and Government for
ratification later this year. The Convention covers
four areas, namely cyber security, combating cyber
crime, electronic transactions (e-transactions), and
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data protection and privacy. Countries will there-
fore be expected to amend their cyber security and
data protection laws to bring them in line with the
Convention.

This will help harmonise the existing legis-
lation discussed above with respect to digital
surveillance. While many of the provisions related
to the surveillance and investigatory powers of law
enforcement have raised concerns within the pri-
vacy and civil liberties communities, there is also
the potential impact that this harmonisation can
have on the growing use and application of ICTs
in business through e-commerce, and government
services through e-government. The challenge is
to strike the balance on the use and application of
these laws between the need for counter-terrorism
measures and the imperative the respect to rights
granted in the constitution.

Action steps

While close to 9o countries have so far issued data
protection laws, Ethiopia has not. It is noted above
that the Information and Communication Technol-
ogy Policy of 2009, however, clearly recognises the
need, among other cyber-oriented laws, to issue a

data protection law.” Therefore there is a need for
Ethiopia to develop a data protection and privacy
law that can harmonise existing laws that affect
these rights.

However, as much as establishing the requisite
legal framework, raising public awareness about
human rights and fundamental freedoms is very
crucial. The Ethiopian Human Rights Commission
is one stakeholder in this area in Ethiopia. It was
established by law with the objective of “educating
the public with the view to enhance its tradition of
respect for and demand for the enforcement of hu-
man rights [through the public] acquiring sufficient
awareness regarding human rights.” The Commis-
sion needs to scale up its efforts in an era where
the human right to privacy is being strongly chal-
lenged with the evolution of new and emerging
technologies — and new state imperatives, such as
countering terrorism.

The laws related to cyber crime and e-commerce
need to be reviewed, not only to attune them to
emerging challenges, but to address the challenges
of data protection and privacy in order to build con-
fidence and trust in the use of ICTs in general and
the internet in particular.

19 Yilma, K. (2012, June 5). Op. cit.

128 / Global Information Society Watch



GAMBIA

Communications surveillance in the Gambia: Trends and tricks

Front Page International
Demba Kandeh
www.frontpageinternational.wordpress.com

Introduction

Surrounded by Senegal on three sides and the
Atlantic Ocean to the west, The Gambia is the ti-
niest country in mainland Africa.’ It is home to 1.8
million people with a land mass of about 11,300
square kilometres. The majority of the population
are farmers with a literacy rate of about 38%. Since
independence from Britain in 1965, The Gambia so
far has had two presidents: Dawda Kairaba Jawara,
who led the country to independence and remained
in power until he was overthrown in a “bloodless
coup” in July 1994, followed by then-Lieutenant Ya-
hya AJJ Jammeh.2

Jammeh’s government criticised Jawara for his
slow economic progress in general, and, in a quest
to avert what it called “retrogression”, investment
in information and communications technologies
(ICTs) was considered key.> Given the opportunity
presented by an already relatively good telecom-
munication network, the government and the UN
Development Programme (UNDP) launched The
Gambia’s Internet Initiative project in 1998.4 The
project was aimed at opening a gateway to connect
The Gambia to the internet, and to build a national
backbone and points of presence (POPs) around
the country to provide high-speed internet access
to major centres. It also sought to encourage and
nurture competition and private sector participa-
tion in internet provision. This programme was
monitored by a USD 100,000 three-year support
project. Project assessment reports for the period
1998-2002 showed that major developments had
not just been made in internet connectivity, but
that it “increased ICT investment and start-up op-
erations, creating a context of advanced access and

1 History World, History of The Gambia. www.historyworld.net/
wrldhis/plaintexthistories.asp?historyid=ad47

2 BBC News, The Gambia country profile. www.bbc.com/news/
world-africa-13376517

3 Status of ICT Access, Usage and Exploitation in The Gambia, Final
Report, September 2007, available at the Gambia National Library.

4 NIC Gambia. www.nic.gm/htmlpages/gm-internet.htm

technological capacity.”> However, more than a de-
cade later, all indications are that those gains were
never consolidated.

Policy and political background

The internet and other public utilities are regu-
lated under The Gambia Public Utilities Regulatory
Authority Act 2001.° The Act, among other things,
called for the creation of a public utilities regulatory
body. Consequently the Public Utilities Regulatory
Authority (PURA) was established to regulate the
activities of service providers of some public utili-
ties in various sectors of the economy. The Act to
establish the authority only came into force to-
wards the end of 2003, while PURA was formally
set up a year later, in 2004. The establishment of
PURA was supported by a study on the appropriate
regulatory framework for the sector, which included
private sector participation, and was funded by
the Public Private Infrastructure Advisory Facility
(PPIAF) through the World Bank. Nevertheless, ex-
pert opinion on PURA in the telecoms sector seems
divided, with many being pessimistic of the body’s
capabilities vis a vis its responsibilities. “PURA is
not equipped enough to live up to its challenge
of ensuring the proactive and effective implemen-
tation of sound policies governing the regulated
sectors, such as telecommunications, among oth-
ers, in a predictable, equitable and transparent
manner,” said an expert on the sector who preferred
anonymity.

The government of The Gambia, through the
Ministry of Communication Infrastructure and Infor-
mation Technology, pays a lot of attention to ICTs
and works toward growth in the sector, most nota-
bly when it comes to information technologies (IT).
The government believes IT can be of great value
in various economic sectors of the country if used
wisely, especially for decision making. However, it is
evident that the state is fearful of the consequences
of the free and uninterrupted flow of information,
especially through the use of new technologies —a

5 Pro-PAG/CUTS Partnership. (2008). Strengthening Constituencies
for Effective Competition Regimes in Select West African Countries:
Preliminary Country Paper (PCP) — The Gambia.

6 www.pura.gm
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fundamental reason for the tight regulation of the
sector.

Communication surveillance in The Gambia

During May 2006, the government obtained the
names, addresses, phone numbers and email
addresses of all subscribers of a very popular
controversial online news site.” The government
described the Freedom Newspaper subscribers as
“informers”, and went on the rampage to arrest
and detain them. Several people, most of them
journalists, human rights activists and politicians,
were arrested and detained for weeks, but released
without any court charges. Reports emerged later
that the person who hacked into the Freedom News-
paper site was a British Telecom client using the IP
address of an internet user based in the UK city of
Southampton. The hacker erased all of the paper’s
content and replaced the welcome page with a mes-
sage purportedly signed by Pa Nderry M’bai, the
publisher and editor. The message said: “I have de-
cided to stop producing the Freedom Newspaper as
| have pledged an allegiance with my brother Ebou
Jallow to join the APRC election campaign.” A for-
mer army captain, Jallow used to be the spokesman
for President Jammeh’s military junta. The APRC is
the president’s party, the Alliance for Patriotic Re-
orientation and Construction.

M’bai is a self-exiled Gambian journalist.® He
launched the Freedom Newspaper in early 2006. It
is very critical of Jammeh and his government. M’bai
used to work for the then tri-weekly newspaper, The
Point (now a daily paper), co-founded by slain Gam-
bian journalist Deyda Hydara.

The fake message added: “This is a list of the
people that were supplying me with information.” It
was followed by the names and details of all those
who had set up user accounts for the site. With help
from the US company that hosts the site, and from
Reporters Without Borders, M’bai managed to re-
gain control of the site.

Following the hacking, on 24 May 2006, un-
der the headline “Freedom Newspaper informers
exposed”, the pro-government Daily Observernews-
paper published M’bai’s photo on its front page,
describing his paper as “subversive”.

This was met with an outcry from activists. “This
case of hacking is serious and revolting,” a state-
ment released by Reporters Without Borders said,

7 The Daily Observer. (2006, May 24). Gambia: Freedom Newspaper
Informers Exposed. AllAfrica. allafrica.com/stories/200605250666.
html

8 Reporters Without Borders. (2006, May 30). Online newspaper
hacked, editor smeared and subscribers threatened. Reporters
Without Borders. archives.rsf.org/article.php3?id_article=17842

adding that the climate in which Gambian journal-
ists work is totally poisonous.

“Not only was the reputation of a journalist be-
smirched but a large number of internet users have
been put in danger. And it is absolutely astounding
that the Daily Observer became an accomplice by
publishing the list of these so-called informers and
describing them as ‘subversive’,” it further noted.

Since this incident in 2006, the government has
worked tirelessly to help tighten its control over the
telecommunications sector as it grows. The ser-
vices of experts, analysts and consultants from far
and wide were contracted with a view to produce a
“legal and regulatory framework” that keeps a firm
grip on this emerging sector. The government’s ef-
forts have since yielded dividends, and a number
of policies and programmes were introduced with
a view to enhance growth in the sector. The most
important in our context among the “innovations of
the government” was the enactment of the Informa-
tion and Communications Act 2009.?

The Information and Communications Act (ICA)
2009 was adopted with a view to addressing the
convergence of the telecommunications, broadcast-
ing and information technology sectors, including
the internet. It is important to note key contents of
the law. The ICA has 252 provisions and is divided
into five chapters: preliminary matters; the regu-
lation of information and communication systems
and services; information society issues; regulatory
provisions for broadcasting content; and miscella-
neous matters. In addition to telecommunications
and broadcasting regulation, the Act also effectively
deals with cyber crime and the processing of per-
sonal data.

The ICA places the regulation of the telecom-
munications and broadcasting sectors under PURA.

A detailed analysis of the ICA and other media
laws in The Gambia by Article 19, an independent
international NGO focusing on freedom of expres-
sion and media issues, illustrates deep flaws in the
legal framework. Article 19 noted at the outset that
entrusting the same entity with the regulation of
sectors as widely different as water and electricity
services and the telecommunications sector is con-
fusing and undesirable. It therefore recommended
the creation of a separate public authority with
powers to regulate the telecommunications and
broadcasting sectors.

Article 19 highlighted as its main concern that
the ultimate authority in respect of telecommunica-
tions and broadcasting licensing is the minister (i.e.
the executive). It pointed to problematic clauses

9 www.wipo.int/wipolex/en/details.jsp?id=10478
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in sections 7(2), 22, 23, 27, 215, 226, 230 and 232
to 236 in this regard. Section 230(1), for example,
provides that “the Minister, on the advice of the
Authority, shall issue broadcasting licences in suf-
ficient numbers to meet the public demand for
broadcasting services.”

Similarly, sections 232 to 236 provide that upon
recommendation by the Authority, the Minister
“may” renew, revoke or suspend a broadcasting li-
cence. PURA therefore merely has an advisory role,
while the ultimate decision-making power rests
with the minister. This, however, contradicts inter-
national standards on freedom of expression, which
require that all public bodies exercising powers in
the areas of broadcast and/or telecommunications
regulation be institutionally independent so as to
protect them from undue political or commercial
interference.

But what is more serious in our case is Sec-
tion 138 of the ICA, which gives sweeping powers
to the national security agencies and investigating
authorities to monitor, intercept and store commu-
nications in unspecified circumstances. The section
further provides that the minister may require in-
formation and communication service providers to
“implement the capability to allow authorised inter-
ception of communications.”

While Section 138 essentially raises issues of
privacy of communications, and the protection of
private life more generally, it has serious implica-
tions for communications. It seems to legitimise
general public concerns over the privacy of their
“private” communication. This raises more serious
issues of surveillance in a country that is already
notorious for violations of basic human rights. And
indeed, even in places such as The Gambia where
internet penetration is more limited than in more
developed countries, particularly in the West, the
ability of individuals to freely communicate on the
internet, using email, social media networks or
other web platforms, has become an essential as-
pect of our daily lives. There are four times more
people on the internet in The Gambia today than
the population of the capital city of Banjul.* In this
context, unchecked internet surveillance or “moni-
toring” but also the monitoring of communication
in general is perhaps one of the greatest dangers to
privacy both online and offline.

Privacy activists and other rights defenders will
therefore argue that any restriction on freedoms

10 Trading Economics, Internet users in Gambia (2011). www.
tradingeconomics.com/gambia/internet-users-wb-data.html

11 Access Gambia, Population Figures for Gambia. www.
accessgambia.com/information/population.html

must be strictly measured against the three-part
test laid down under international law. Those limi-
tations must be clearly defined by law, pursue a
legitimate aim and be proportionate to the aim pur-
sued. The interception of private communications in
particular should be limited only to the investiga-
tion of serious criminal activity.

One can safely argue that despite the need to
investigate serious crimes, there is an obvious dan-
ger that such unchecked and open powers given to
a powerful arm of government (the executive) can
be easily abused unless clearly constrained by law.
We can conclude that the provisions of the ICA in
general and this section in particular substantially
fail to meet the requirements of international law as
indicated above.

For Article 19, given the breach of the require-
ment of legal certainty, it is impossible to predict
under Section 138 in which circumstances the
authorities may intercept or monitor communi-
cations.”? The only exception to this is perhaps
Sub-section 2, which bizarrely provides that a user
or subscriber fearing for his life or physical integrity
may authorise such interception, rather than a judi-
cial authority. This is also a very extreme situation,
and unwarranted.

It is clear that Section 138 does not provide
for monitoring or interception to be authorised
only by a judge nor that it should at all times be in
compliance with the requirements of necessity or
proportionality. Against this background, the fact
that information and communication service provid-
ers may be required by the minister to “implement
the capability to allow authorised interception” is
not just less than ideal, but detrimental to the free
flow of communications and privacy.

On 3 July 2013, the National Assembly amended
the ICA, stipulating a 15-year jail term or a fine of
three million Gambian Dalasi (GMD) (approximately
USD 75,000), or both a fine and imprisonment, for
the offence of spreading “false news” against the
government or its public officials on the internet.s

While the amendment imposes penalties for “in-
stigating violence against the government or public
officials,” it also targets individuals who “caricature
or make derogatory statements against officials” or

12 Article 19. (2012). The Gambia: Analysis of Selected Laws on Media
- Overview. www.article19.org/resources.php/resource/3043/en/
the-gambia:-ana